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Violators versus non-violators of information security measures in
organizations—A study of distinguishing factors
Habib Ullah Khan and Khalid A. AlShare

Department of Accounting and Information Systems, College of Business & Economics, Qatar University, Doha, Qatar

ABSTRACT
The present study analyzes the elements that differentiate violators from
non-violators of information security measures. Various elements are derived
from established theories and models such as general deterrence theory,
theory of planned behavior, theory of reasoned action, protection motivation
theory, and social cognitive theory. To examine these factors, the data are
gathered through an online study conducted in a Midwestern University,
USA. The data are collected using questionnaires, and after scrutiny, 195
questionnaires are selected for final analysis. This data are analyzed
using second-level statistical techniques, such as chi-square analysis and
ANOVA. Results reveal that violators and non-violators of information security
measures differ significantly with respect to many factors. These factors
include perceived privacy, subjective norms, perceived information security
policy (ISP) scope, perceived severity of penalty, perceived celerity of penalty,
management support, organizational security culture, and perceived organi-
zational IT capability. The non-significant factors are trust and work load.
Implications for practitioners and researchers are provided.

KEYWORDS
Information security (IS);
violators; non-violators;
information security policy
(ISP); organizational IT
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1. Introduction

Highlighting the serious need for information security programs/policies for the organizations,
Knapp and Ferrante (2012) explained the data disaster occurred in Citibank and Sony Company
in the year 2011 and its adverse ramifications. Myyry et al. (2009) observed in their work that more
than 90% of organizations encounter at least one problem related to data security issues per year and
the bulk of them occur due to non-compliance of employees. The information security policies vary
as per the nature of organization—health, auditing, software developing, and so forth (Abawajy 2014;
Parsons et al. 2014; Awan, Khan, and Zhang 2012; Robinson 2018). It is not just framing the policies
of the organization, but it has become imperative to apply these policies to the information security
personnel (Aurigemma and Panko 2012; Hu, West, and Smarandescu 2015; Kabanda, Tanner, and
Kent 2018). While spell on the employees’ side, they believe to be the weakest link in the concatena-
tion of data security and expected non-compliant nature at all tiers (Asai and Hakizabera 2011;
Brock and Khan 2017; Warkentin and Wilson 2009).

Ubiquitously, many models and theories are developed to understand the behavior of information
technology users and their nature of compliance with the information security measures. Some of them
are: Theory of Planned Behavior (TPB), Rational Choice Theory (RCT), Protection Motivation Theory
(PMT), General Deterrence Theory (GDT), Social Cognitive Theory (SCT), and Theory of Reasoned
Action (TRA) (Aurigemma 2013; Lin 2016; Safa and Von Solms 2016). Mostly, research inferred that
perceived benefits and the overall consequences drive the attitudes of violators or non-violators of the
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information security policies (Bulgurcu, Cavusoglu, and Benbasat 2010; Khan, Omonaiye, and Madhavi
Lalitha 2017). Hence, there is every need to design stringent regulations with respect to behavior
perspective for mitigating the information security policy deviations. The primary aim of this work is
to analyze the differences between violators and non-violators, with respect to their perceptions about
factors that influence their compliance with information security measures. The study also explores the
impact of demographic profile of respondents on their responses. The conceptual framework given in
Figure 1 is based on a study conducted by Al-Share and Lane (2008).

There are four main groups of factors that might influence an employee’s compliance or not
compliance with information security policy, as shown in Figure 1. The first group includes factors
related to individual traits, which include perceived privacy, trust, and subjective norms; The
information security policy, which includes information security policy scope, the severity of penalty,
and celerity of penalty. The work environment aspects, which include management support,
organizational security culture, workload, and organization IT capabilities. The demographic factors
are based on gender, age, educational level, experience, managerial role, job title, and percentage of
computer usage.

With the knowledge attained about the background of information security policy adherence, the
following research questions are framed.

Research Questions

RQ1: Is there a significant difference between responses of violators of information security measures and non-
violators?

RQ2: Is a violation of information security measures depend on demographic variables such as gender, age,
educational level, experience, managerial role, job title (position), and percentage of computer usage?

Violators Non-

Violators

• Individual Traits
Trust

Privacy

Subjective norms

• Information Security Policy
Policy scope

Severity of penalty

Celerity of penalty

• Work Environment
Management support

Organisation Security Culture

Workload

Organization IT Capabilities

• Demographic Factors

Gender

Age

Educational level
Experience
Managerial role
Job title (position)
Percentage of computer 
usage

Figure 1. Factors differentiate violators and non-violators of information security measures.
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2. Literature review

The literature review covers three main categories, which attribute to the compliance or not
compliance with information security policy. The first category is related to the individual traits,
which include a perception of trust, a perception of privacy, and subjective norms. The second group
of factors is related to information security policy, such as information security policy scope, the
severity of the penalty, and celerity of penalty. The third category of factors is related to the work
environment such as management support, organizational security culture, workload, and organiza-
tional IT capability. The significant differences between violators and non-violators of information
security measures would be discussed with respect to each of the above categories. Additionally, the
impact of demographic factors such as gender, age, educational level, experience, computer usage,
job title (position), and management role on violation of information security measures will also be
examined.

2.1. Individual’s traits

2.1.1. Trust
In this study, trust refers to the person’s willingness to share work-related information with his/her
coworkers. Trust is built over the time in a work environment and it is essential for getting things
done; however, trust often prompts risky habits, for example close workers may share their account
passwords (Astakhova 2016; Barlow et al. 2013; Rodinson 2018). This practice not only leads to
foster violation of security behavior among the individuals but also exposes the company to a myriad
serious information security risk. Some of them are data loss, system unavailability and malicious
system use (Boehmer et al. 2015; Brock and Khan 2017; Herath and Rao 2009). An information
security survey conducted in the US, UK, and Australia for 2500 people from Boulder (2010) found
that 40% of users had shared their password with one or more people in the previous 12 months.
According to Durgin (2007), many attackers use social engineering, a non-technical attack that takes
advantage of the naive and trusting nature of individuals for violation (Kearney and Kruger 2016). It
is estimated that on an average, the corporate email user sends 112 emails every day and one out of
every seven (approximately) of those messages can be related to gossip (Gilbert and Mitra 2012).
Staff engaged in gossip can intentionally or unintentionally disclose sensitive or personal informa-
tion to colleagues that they trust; an act that not only breaks the information system policy but also
the law (Martin, Rice, and Martin 2016; Albrechtsen and Hovden 2009). So, by understanding the
role of trust as a differentiating factor between the violators and non-violators of information
security measures, the following hypothesis is posited:

H1: There is a significant difference in the average trust level between violators and non-violators.

2.1.2. Privacy
Privacy in this study is defined as the individual’s concern about protecting/revealing one’s own
or other people’s personal information. It is mentioned in the prior research that the sparse
priority is given to a privacy, in spite of its significance in the perspective of customers and
organizations (Khan and Ejike 2017; Mahmoud and Zeki 2016; Mylonas et al. 2013). In addition,
security breaches and privacy interruptions, ensure heavy losses to the organizations. The privacy
hindrance of the company accrues 1% share loss to the finances every year. (Bashir and Khan
2016; Goel and Shawky 2009). As the technology is developing day by day, to maintain the
privacy of the information security measures, along with tight mechanism and software, it is
equally important to monitor the violators and non-violators of information security measures
(Lin 2016; Son 2011; Zviran 2016). The measures to be taken to encourage non-violators are
suggested in the article by Connolly et al. (2014). As per the voice of the members of the
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organization interviewed in this work, regular awareness of the privacy of data among the
personnel can increase the number of non-violators. For instance, the study of Cisco (2013)
established that a considerable percentage of smart phone users (40% approx) don’t put
a password on their cell phones, through which they access vital data. This indicates that their
privacy is at stake. Therefore, educating the employees or users, so as to encourage them toward
non-violation is the best solution for encountering security threats (Brady 2011; Mahesh and
Hooter 2013; Seyal and Turner 2013).

H2: There is a significant difference in average level of privacy maintained between violators and
non-violators.

2.1.3. Subjective norms
As per the theory of planned behavior, a subjective norm is one of the attributes in deciding the
behavior of individuals (Aizen 1991; Aurigemma 2013; Hassan et al. 2015; Safa and Von Solms 2016).
In the context of this research, subjective norm is seen as an individual’s perception about certain
behavior based on the influence of people like: educators, fellow workers, parents, friends, and media
personnel, etc. It also constitutes a basis for the social bonding and so determines the compliance or
non-compliance behavior of the individual (Ifinedo 2014). The study of Guo et al. (2011) perceived
that through the subjective norms, the non-compliance attitude can be understood well. The same
opinion is felt by Li, Zhang, and Sarathy (2010) that, suitable in the circumstances results can be
obtained by this construct. Nevertheless, it is significant to hold in mind the opposite viewpoint as well,
for example Sommestad et al. (2014) proved that compared to all other attributes, a subjective norm is
an inconsistent attribute. Therefore, in that respect there are different views about the credibility of the
concept and subjective norm. Nevertheless, the majority of researchers proved that subjective norm
has an inverse relationship with the information security non-compliant behavior and hence it grooms
the compliance nature (Cheng et al. 2013; Kabanda, Tanner, and Kent 2018; Seyal and Turner 2013).

H3: There is a significant difference in average level of subjective norms between violators and
non-violators.

2.2. Information security policy

2.2.1. Information security policy scope
Information security policy (ISP) is defined as the “state of roles and responsibilities of employees to
safeguard the information and technology resources of their organization” (Bulgurcu, Cavusoglu,
and Benbasat 2010). The best way these policies are implemented is to ensure that employees
understand these in detail and the management of the organization should always encourage the
staff to adhere to the ISP (Al-Share and Lane 2008; Watters and Ziegler 2016). Moreover, there is
every need to improve the technical and procedural security measures, which can help to improve
information security. As the weakest link and the greatest asset in an organization are the employees,
so employees’ compliance with information security measures is critical to the success of any
information security program (Al-Omari, El-Gayar, and Deokar 2012; Johnston et al. 2016; Khan
and Uwemi 2018). It is also found by various studies that the employee’s intention to comply with
policies is influenced by their attitude, normative beliefs, and self-efficacy (Bulgurcu, Cavusoglu, and
Benbasat 2010; Martin, Rice, and Martin 2016).

H4: There is a significant difference in mean of information security policy scope between
violators and non-violators.
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2.2.2. Severity of penalty
Employee compliance with the information security policies depends on the type of response he gets
from his peer group as a result of adherence or non-adherence. That is if the penalty affects the self-
respect of the person among his peer group, he may comply with the norms of the organization
(Park, Kim, and Park 2017; Siponen, Pahnila, and Vance 2012). In situations where the formal
warning/action won’t work, enforcement of monetary penalties can increase the number of non-
violating staff (D’Arcy, Herath, and Shoss 2014; Knapp and Ferrante 2012). Herath and Rao (2009)
consolidated from extolling research that though different organizations use different penalty
mechanisms, normal actions did not get due importance. At the same time, the moral commitment
of the individual has to be considered before levying penalty (D’Arcy, Hovav, and Galletta 2009;
Khan and Uwemi 2018; Tamjidyamcholo et al. 2013). However, the research for understanding
the influential factors of information security policy compliance added a piece to the puzzle, the
economies of crime literature suggest the trade-off between the severity of the penalty and the
attitude to perform crime (Cheng et al. 2013; Humaidi and Balakrishnan 2015).

H5: There is a significant difference in mean of the severity of penalty between violators and non-
violators.

2.2.3. Celerity of penalty
Punishment celerity is concerned with the speed with which a punishment is exercised. According to
Brink (2011), sanction celerity is defined as the time between the violation act and the sanction of the
violation. Schoepfer, Carmichael, and Piquero (2007) concluded from their work that a person
would avoid criminal behavior if that behavior provokes swift, severe, and certain punishment. In
other words, a punishment delay would diminish the deterrent ability of a sanction. People are less
likely to violate a norm, if the perceived consequences of sanction against the violation are greater
than the benefits of committing the violation (Dinev et al. 2011; Humaidi and Balakrishnan 2015).
Interestingly, most of the research in this area focuses on the certainty and severity of sanctions than
the swiftness or celerity of the sanction being enforced (Lowry et al. 2015; Nagin and Pogarsky 2001).
According to the Deterrence Theory, there is a positive effect of sanction celerity on deterrence.

H6: There is a significant difference in the mean of the celerity of penalty between violators and
non-violators.

2.3. Work environment

2.3.1. Management support
In this study, management support is defined as the perception of the employees regarding their
managers’ support and understanding of importance of the information security. In an organization, if
the information security is important, then the management should visibly implement the policy guide-
lines and enable the employees with adequate training so that management acts as a huge support for
their staff (Al Hogail, Mirza, and Bakry 2015; Gadzama et al. 2014; Kabanda, Tanner, and Kent 2018).
A well-defined process of secure communication with relevant education, reminders and refresher
courses increase employee’s feelings of responsibility and ownership in decisions about security and
ultimately lead to a more positive attitude about security throughout the whole organization (Greene and
D’Arcy 2010; Humaidi and Balakrishnan 2015). Senior management should take initiative with respect to
communication, imparting training and playing a pivotal role in implementing the policy and thereby
support the staff in such a way that they lean on the management for all the necessities (Kearney and
Kruger 2016; Myler and Broadbent 2006). In addition to this commitment from the top management of
an organization is also an important factor in grooming the behavior of its employees (Al Hogail 2015;
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Herath and Rao 2009). This is motivated by identifying the staff by awarding incentives to those who
comply with the organization’s security policy. Thus, organizational commitment becomes much more
effective behavior, concluding that this influences both the organization and employee’s commitment
(Hassan and Ismail 2016; Padayachee 2012; Predd et al. 2010). The commitment of the top management
toward compliance with security policies leads to a positive attitude, subjective norms and strong
perceived behavioral control toward compliance with information security policies (Hu et al. 2012;
Khan, Omonaiye, and Madhavi Lalitha 2017).

H7: There is a significant difference in mean of management support between violators and
non-violators.

2.3.2. Organizational security culture
Kraemer and Carayon (2007) reported that communication, security culture, policy, and organiza-
tional structure are the most frequently cited factors associated with information security.
Organizational security culture involves the establishment of policies, standards, training and
educational programs. Allen (2006) reveals about security culture that “building an information
security culture within an organization starts with making people aware of security issues, providing
them with tools to react and encouraging two-way communication among security personnel,
managers, and employees (AlHogail 2015; Alhogail and Mirza 2014a; Brock and Khan 2017). The
creation of a security culture should be considered as a long-term investment, which requires
a constant effort to maintain and grow. Chang and Lin (2007) emphasized that information security
is not just a technical issue but a management one as well. Management role becomes very essential
in creating a work environment that supports organizational security culture. A company with
a strong organizational security culture, appropriate policies, and procedures, including sanctions
regarding those policies would sustain well, even in a competitive environment (Culnan and
Williams 2009). However, everyone should engage in a secure behavior to create and maintain
organizational security culture. As stated by Safa et al. (2015, 68) “Changing the perception or
behavior of users towards a positive information security culture is not an easy or straightforward
task.” With the knowledge about organizational security culture and the role it plays in employees’
adherence to the information security policies, the following hypothesis is framed:

H8: There is a significant difference in mean of perceived organizational security culture between
violators and non-violators.

2.3.3. Workload
In this study, the workload refers to the employee’s perception about the amount of work he/she
needs to complete. The previous researches showed that majority of violations of the information
security policies are attributed to employees who optimize their behavior by utilization of opti-
mum resources (Arian et al. 2017; Battmann and Klumb 1993). The trade-offs amongst the
violation and compliance at an organization level have declined on account of the desire for
minimum effort on security compliance (Albrechtsen and Hovden 2009; Rodinson 2018). The
outcome of the research of Martin, Rice, and Martin (2016) of 102 IT professional highlighted that
the grounds for violation is attributed to the everyday tension and pressure applied to the staff in
order to achieve higher financial commitments and goals of the system. On account of this, the
gradient shifts slowly in a direction away from the productivity and the tension for increased
productivity is feeling a lot more substantial. This also results in security risks as the persistent
pressure to perform work often result in employees taking risks to respond to this pressure (Allam,
Flowerday, and Flowerday 2014).
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H9: There is a significant difference in mean of perceived workload between violators and non-
violators.

2.3.4. Organization IT capability
In this study, the organization IT capability refers to the employee’s perception regarding the ability
of IT in capturing information security violations. Connecting to a complex and risky environment
such as the internet is no longer a choice for today’s firms and organizations, rather a necessity for
surviving in the market (Musa, Khan, and Alshare 2015; Saunders and Brynjolfsson 2016).
Alongside, this is the need to give users more privileges to perform their jobs effectively, while
keeping in mind the maintenance of adequate levels of access. Maintaining the security of informa-
tion systems requires spending considerable resources and in spite of that expenditure, incidents
related to information breach occur on and off (Al-Omari, El-Gayar, and Deokar 2012; Brock and
Khan 2017). In other firms where many systems are used, different access privileges like users and
passwords are to be given, the effective administration is necessary (Etezady 2011). This can help to
prevent users from installing certain software on their machines or accessing certain websites in
insecure locations and can remove undesired and malicious software and keep the virus and internet
security software up-to-date on all computers over the network (Connollyl, Lang, and Tygart 2014).
Thus, the following hypothesis is proposed to test the difference in mean of perceived organizational
IT capability between violators and non-violators:

H10: There is a significant difference in mean of perceived organizational IT capability between
violators and non-violators.

3. Demographic factors

In this section, the impact of various demographic factors on the violation or non-violation behavior
of the individual is studied. As per prior researches (Barlow et al. 2013; D’Arcy, Hovav, and Galletta
2009; Zhang, Reithel, and Li 2009), the factors like gender, age, educational level, experience,
computer usage, job title (position), and managerial role are identified as some of the important
factors to understand such behavior. Zhang, Reithel, and Li (2009) used gender, age, education, and
experience (years employed) as control variables in predicting intention to comply with information
security policy. There are different views produced by the existing research on the impact of the
demographic profile of individuals. Gender and age have been used in information systems research
related to an individual’s information security behavioral intention. Putri and Hovav (2014) proved
from the analysis that while age has a strong impact on the intentions of the person to comply with
the security policy, gender is found to have a weak impact. D’Arcy, Hovav, and Galletta (2009) found
that gender and age are not significant in predicting the intention of information security misuse at
work. However, Herath and Rao (2009) mentioned that females have higher intentions for com-
pliance with security policy. On the other hand, Barlow et al. (2013) found that gender, age, work
experience, and level of education did not have much effect on violation of information security
policies. Results of prior research revealed a strong relationship between the level of education and
awareness of information security policy (Bulgurcu, Cavusoglu, and Benbasat 2010; Parsons et al.
2014). In addition to the knowledge, employee’s “prior experience” or years employed is a preceding
factor for Protection Motivation Theory and the research strongly affirms that habit is a parameter
that has a strong compliance with information security policies (Siponen and Vance 2010). It is also
added by Takemura (2012) that permanent employees exhibit a tendency to violate the rules and it is
a challenge to control psychological factors such as the individual’s attitude toward this risk.

Overall, one can say that misuse of computers and access to malicious software leads to perceived
susceptibility of perceived severity. During this state of mind, people are to be motivated to avoid the
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threat if they realize that safeguarding measure is not effective (Al-Omari et al. 2013; Watters and
Ziegler 2016). Managers play a pivotal role in guiding, supporting and not the least in motivating the
staff for abiding by the organization’s information security policies and procedure protocol. The
onus is on the managers to communicate about the policies and guidelines in a much clear, concise,
and easy way so that the staff is able to comprehend them correctly (Boss et al. 2009; Herath and Rao
2009). According to Gist (1987), the implications of the self-efficacy of top management on training
and organizational development are numerous. Thus, one can expect that managers are less prone to
violate IS measures. It is also added that sometimes, the employee’s designation may lead to the
violation information security measure, especially if such measures are not clearly stated. So, as there
are different views about the relationship between the demographic profile of the employee and
the practices of violation/non-violation of information security measures, the study intends to test
them using the collected data. Thus, the following hypotheses are framed in connection to the
different variables discussed above:

Ha: Violation of information security measures is not independent of gender.

Hb: Violation of information security measures is not independent of age.

Hc: Violation of information security measures is not independent of educational level.

Hd: Violation of information security measures is not independent of experience.

He: Violation of information security measures is not independent of computer usage.

Hf: Violation of information security measures is not independent of job title (position).

Hg: Violation of information security measures is not independent of the managerial role.

4. Methodology

4.1. Survey development

An online survey link is sent to the employees of the Midwestern University of USA for data
collection. Employees are asked to participate if they meet the following two requirements: 1) they
are currently employed either as a full-time employee, part-time employee, temporary worker, or as
a consultant; and 2) they use the organization’s computer system in completing their job tasks. The
questionnaire had three sections. The first section contained a few demographic questions that
included gender, age, educational level, experience, job title (position), managerial role, and the
percentage of computer usage at work. The second section addressed the primary constructs of the
study.

4.2. Survey statements

Each construct included three statements whose answers ranged from strongly disagree (1) to
strongly agree (7). For example, the following statement was used to measure trust factor “I am
not worried about revealing information related to my job to my co-workers.” On the other hand,
this statement “I consider information privacy as one of my major concerns” was used to measure
the privacy factor. The items for the constructs are mainly adopted from prior studies to fit the
current study context, such as Siponen and Vance (2010), D’Arcy, Hovav, and Galletta (2009), and
Asai and Hakizabera (2011). The list items are reported in Appendix A.
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4.3. Data collection

The survey is tested by asking a few participants to provide their feedback on the questionnaire.
Established on the received feedback, the survey instrument is modified; for example, many factors
are measured by three items. A total of 208 responses are received. However, five respondents
indicated that they did not wish to participate, three did not meet the participation criteria, and five
responses are incomplete. Therefore, 195 completed responses are used in the analysis among which
84 indicated that they have violated information security measures and 111 respondents did not.

4.4. Statistical analysis

The statistical analysis is carried out by using the Statistical Package for the Social Sciences (SPSS 22).
Descriptive data analysis techniques such as frequencies, means, and standard deviations are calculated
from the data. The reliability and validity of the constructs are evaluated using Cronbach’s Alpha and
Principal Component Factor Analysis. ANOVA and Chi-square are used to test the proposed hypotheses.

4.5. Samples profile

Fifty percent of the violators’ sample compared to 60 percent of the non-violators sample are females
as shown in Table 1. Approximately, 55 percent of violators sample, compared to 45 percent of the
non-violators sample are above 50 years old. It can likewise be noted that the bulk of both the
samples hold graduate degrees. Moreover, for both the samples, the number one job title (position)
is “faculty” followed by “director”. Forty percent of the violators’ sample, compared to 28 percent of
the non-violators sample, has more than 15 years of experience. With respect to the percentage of
computer usage at work, 38 percent of violators and 42 percent of non-violators use the computer
for more than 84 percent of the time. Based on the above data, one can describe the violators as
being older, with a high level of education and experience and have high usage of the computer at
work.

Table 1. A summary of key demographic variables.

Violators N = 84 Non-Violator N = 111

Variable No. of Responses % No. of Responses %

Gender:
Male 42 50.0 45 40.54
Female 42 50.0 66 59.46
Age:
Less than or 50 years 38 45.2 60 54.1
Greater than 50 46 54.8 51 45.9
Educational Level:
Undergraduate 32 38.1 40 36.0
Graduate 52 61.9 71 64.0
Managerial Role:
Yes 35 41.7 43 38.7
No 49 58.3 68 61.3
Job title (position):
Administrative assistant 14 16.7 27 24.3
Director 25 29.8 27 24.3
Faculty 29 34.5 31 28.0
Other 16 19.0 26 23.4
Percentage of computer usage:
Less 65% 26 31.0 32 28.8
Between 65–84% 26 31.0 33 29.7
More than 84 32 38.0 46 41.5
Experience:
1–6 years 24 28.6 39 35.2
Between 7 and 15 26 31.0 41 36.9
More than 15 34 40.4 31 27.9
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5. Data analysis

5.1. Reliability and validity of constructs

As mentioned earlier, Cronbach’s Alpha is used to determine the reliability of the model constructs.
The values for Cronbach’s Alpha are above 0.80 except for two constructs; privacy is 0.66 and trust is
0.79 as shown in Table 2. Although the common acceptable lower value for Cronbach’s Alpha is 0.7,
according to Hair et al. (2006, 137), Cronbach’s Alpha of 0.60 is considered as acceptable for
exploratory studies. Additionally, the convergent and the discriminant validity of the constructs
are assessed by performing a Principal Component Factor Analysis with varimax and the correlation
matrix. Only items with loadings of at least 0.50 are retained (Hair et al. 2006). All items had a load
of more than 0.65 as shown in Table 2. In order to obtain discriminant validity, no item should have
a loading higher on another construct than the one it intends to measure. As shown in Table 2, all
items loaded on their intended constructs. Moreover, there is no item with a loading greater than
0.35 on two or more constructs. As shown in Table 3, items related to a particular construct had
stronger correlation values, compared to the correlation values with other items of the other
constructs. This is an indication of a convergent as well as discriminant validity. Based on the
above results, the reliability and validity of the instrument are satisfactory. The list of items and their
descriptive statistics are reported in Appendix A.

6. Results

This section includes two parts; the first part reports the results for the hypotheses H1–H10.
The second part discusses the results of the effect of demographic factors (hypotheses Ha–Hg).

6.1. Testing hypotheses

ANOVA procedure is used to test if there are significant differences in means of the identified factors
in the study between violators and non-violators. The significant factors are shown in Figure 2 and the
ANOVA results are reported in Table 4.

Compared to violators, the non-violator respondents are more concerned about privacy and they are
more positively affected by subjective norms as shown in Table 4. Additionally, compared to their
counterparts, non-violators had a stronger belief toward the organizational IT capability, management
support for information security measures and the organizational security culture. Moreover, the non-
violators had a stronger agreement with the statements related to severity and celerity of penalty, policy
scope. Table 5 provides a summary of the hypothesis testing results.

6.2. Effects of demographic variables

As shown in Table 6, none of the demographic factors are significant. Based on the results of Chi-
square test, violations of the security measures are independent of gender, age, educational level,
experience, job title (position), managerial role, and percentage of computer usage at work. As it is
cited in the literature review section, mixed results are reported regarding the effect of demographic
factors.

7. Discussion

While discussing the implications of the results of any study, the researcher should consider not only
the statistical significance but also the practical significance. In this study, the “effect size” measure is
employed to evaluate the practical significance. As reported in Table 4, the values of the estimated
effect size have ranged from 0.28 to 1.2. According to Cohen’s classifications (1977), [0.2 is a small
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Figure 2: Significant Factors  
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Figure 2. Significant factors.

Table 4. ANOVA results.

Non-Violators
N = 111

Violators
N = 84

Factors Mean
Standard

Deviation Mean
Standard

Deviation F Sig. Effect Size*

H1 Trust 4.06 1.65 4.21 1.44 0.486 0.487
H2 Privacy 6.25 0.68 5.92 0.865 9.05 0.003 0.42
H3 Subjective Norm 5.76 1.10 5.39 1.11 5.388 0.021 0.33
H4 Policy Scope 4.91 1.45 4.51 1.20 4.202 0.042 0.30
H5 Severity of penalty 4.80 1.41 4.12 1.22 12.296 0.001 0.50
H6 Celerity of Penalty 4.52 1.44 3.86 1.11 12.327 0.001 0.49
H7 Management Support 5.42 1.23 5.06 1.34 4.024 0.048 0.28
H8 Organizational Security Culture 4.98 1.30 4.52 1.25 6.084 0.015 0.35
H9 Workload 4.34 1.48 4.64 1.46 1.859 0.174
H10 Organization IT Capability 6.07 1.34 4.50 1.23 9.246 0.003 1.20

*. A measure of practical significance; it is calculated as follows: the effect size (d) = Difference in means for the two groups
divided by the pooled standard deviation (Stevens 1996).

Table 5. A summary of hypotheses testing results.

Hypothesis Result Remarks

H1 Not Supported The trust has no effect on both groups (violators and non-violators)
H2 Supported Privacy could differentiate between the two groups in the sense that non-violators were more

concern about protecting their own personal information as well as other people information.
H3 Supported Subjective norm could differentiate the two groups in the sense that non-violators, compared to

violators, were more impacted by their influential circles of people around them.
H4 Supported Policy scope could differentiate the two groups in the sense that non-violators agreed that the

information security policy is clear and well communicated.
H5 Supported The severity of penalty for violation of information security policy could distinguish the two

groups in the sense that non-violators strongly believed in the severity of the penalty.
H6 Supported Celerity of the penalty could make a distinction between the two groups in the sense that non-

violators believe the enforcement of the penalty will be fast and in a timely manner.
H7 Supported Management support for implementing information security policy could differentiate the two

groups in the sense that non-violators felt that their management provide the necessary support
for implementing information security policy.

H8 Supported Organizational security culture could separate the two groups in the sense that non-violators
believe that their organization promotes information security culture.

H9 Not supported The workload could not be used as a distinguisher between the two groups.
H10 Supported Organization IT capability could differentiate the two groups in the sense that non-violators,

compared to violators, had more confidence in their organization IT capability in securing their
systems.
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effect, 0.5 Medium, 0.8 large, and 1.3 very large effect]. Based on the magnitude of the effective size,
one can conclude that among all factors in the three categories, perception about organization IT
capability (effective size = 1.2) was the most distinguishing factor between the two groups, followed
by severity of penalty (0.5), and celerity of the penalty (0.49). On the other hand, the least important
factor in separating the two groups was management support (0.28), followed by policy scope (0.30).

8. Managerial implications

The results indicate that violators and non-violators of information security measures differ signifi-
cantly with respect to three main categories of factors that influence personnel to violate information
security measures. For example, regarding the privacy issue which affects the behavior of the people
with respect to violating information security measures, violators are less sensitive to privacy issue
compared to non-violators. Likewise, they are less affected by the severity and celerity of the penalty of
violation of information security measures. Therefore, management should make it clear to its
employees that there is no tolerance in applying a severe penalty once the violations have occurred.
There are a number of previous researches including: Robinson (2018); Khan, Omonaiye, and Madhavi
Lalitha (2017); Brink (2011); and Lowry et al. (2015) found their outcomes in the line of this study in
terms of management role and the penalty of violation of information measure. Moreover, manage-
ment needs to communicate and educate its employees regarding its IT capability in dealing with any
information security violations because non-violators had the impression that their company does
have IT capability to capture violations of information security measures. Similar to this outcome the
researches of Kabanda, Tanner, and Kent (2018) and Brock and Khan (2017) advocates the same
pattern. Additionally, organizations should promote an information security culture, which emphasizes
knowledge sharing and provides a clear information security policy scope. Table 7 provides manage-
ment with a taxonomy of significant factors that differentiate the violators from the non-violators. This
taxonomy provides a distinct line that could distinguish the character of the violators from their
counterparts, the non-violators. For example, management needs As the two groups differ on the
privacy issues, management needs to educate their employees regarding privacy issues such as
respecting others privacy and protecting one’s personal information. Moreover, management may
rely on the non-violators and close people of the violators who may influence their perceptions
regarding the privacy as well as other issues related to violation of information security measures.

Individual end-users need to adapt the non-violators’ behavior, follow and respect the informa-
tion security rules by being more sensitive to privacy issues, and listening to advice related to
security violation issues by their close relatives and friends. Moreover, the end-users should have
a clear understanding of the security policy of their company and have a strong confidence in the
capability of their management in capturing security violations and enforcing the severe penalty on
the information security violators.

Table 6. Chi-Square results for demographic effects.

Variable Chi-Square
Significance

level Conclusion

Gender 1.732 0.188 Violation of information security measure does not depend on gender.
Age 1.487 0.223 Violation of information security measure does not depend on age .
Educational level 0.087 0.768 Violation of information security measure does not depend on educational

level.
Experience 3.395 0.183 Violation of information security measure does not depend on employee’s

experience.
Managerial role 0.171 0.679 Violation of information security measure does not depend on whether the

employee has a managerial role or not.
Job title (position) 2.965 0.397 Violation of information security measure does not depend on the employee’s

job title (e.g., administrator or director).
Percentage of
computer usage

0.230 0.891 Violation of information security measure does not depend on the percentage
of computer usage at work.
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9. Limitations and future research

As with any other exploratory study, this study also has limitations, such as relatively small sample
size and confined to one institution. This may limit the generalizability of the results and self-
reported information, which raises the possibility of common method variance concern. To test that,
Harman’s single factor test is employed and it is found that only 33% of the variance is accounted for
one factor (less than the threshold value of 50%) (Podsakoff et al. 2003). This result suggests that
a common method variance is unlikely to confound the interpretation of the results of this study.
Therefore, researchers are encouraged to consider testing the same factors in different organizations.
A plausible future research project could include more factors that might influence employees’
behavior such as personal innovativeness and awareness of security measures. It would be interesting
to examine if the interaction effect between demographic variables and violations of information
security policy exist. For example, does gender behave differently under different organizational
culture or under different levels of severity/celerity of penalty? Another potential future research
endeavor could be replicating the study across different cultures and countries.

10. Conclusion

The primary objectives of this study are: 1) to investigate the differences between violators and non-
violators of information security measures on a number of related factors; and 2) to examine the
impact of demographic factors on the participant’s responses. The results indicated that there are
significant differences in means of privacy, subjective norms, perceived information security policy
scope, perceived severity of the penalty, perceived celerity of penalty, management support, organi-
zational security culture, and perceived organizational IT capability between violators and non-
violators. The empirical research findings suggest that violation of information security measures is
independent of gender, age, educational level, experience, job title (position), managerial role, and
percentage of computer usage at work.

Toward these ends, the study achieved its objectives. Additionally, the present study offers a basis
for conducting comparative research across different countries. The authors hope that the findings
will stimulate further research in this area.
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Table 7. Violators versus non-violators profiles.

Factor Violators Non-Violators Recommended Actions for Management

Organizational
IT Capability

Perceived as it is
less capable

Perceived as it is
capable

Ensure the readiness of IT infrastructure in protecting its IT resources
and preventing any violations of information security measures.

Severity of
penalty

Perceived as less
severe

Perceived as more
severe

Revisit its corrective actions by increasing the penalty.

Celerity of
penalty

Perceived as
being not fast

Perceived as being
relatively fast

Management needs to enforce the penalty

Privacy issue Less sensitive More sensitive Educating employees about the importance of privacy policy. This
could be accomplished by offering training sessions and workshops
provided by the experts in this field

Organizational
security
culture

Perceived as it is
less evident

Perceived as it is
evident

Support the IT staff in promoting and creating information security
culture among the employees by providing necessary resources and
fostering information security orientation.

IS policy scope Perceived as less
clear

Perceived as
relatively clear

Make information security rules and measures very clear and simple
so that they can be easily followed and implemented.
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Appendix A

List of Scale Items

Construct Item Description Mean Std.

Trust
α = 0.79

TRS1 I am not worried about revealing information related to my job to my co-workers 4.28 1.89
TRS2 I am willing to provide my co-workers with access to my computer system at work 3.19 2.00
TRS3 I have trust in my co-workers in sharing information related to my job 4.92 1.68

Privacy
α = 0.66

PRV1 I am concerned about protecting the information privacy of others 6.40 .776
PRV2 I am cautious about revealing my own personal information 6.35 .893
PRV3 I consider information privacy as one of my major concerns 5.58 1.307

Subjective Norms
α = 0.86

SN1 People who are important to me think that I should respect the information security
measures set forth by my organization.

5.93 1.08

SN2 My co-workers encourage me to apply my organization’s measures (standards) for
information security

5.25 1.43

SN3 People who influence my behavior think I should understand and value my
organization’s policies regarding information security

5.64 1.25

Organizational IT
capability

α = 0.96

ITR1 If I committed an information security violation on the computer system, my
organization would catch me

4.84 1.39

ITR2 If I committed an information security violation on the computer system, the
probability that my organization would catch me is high

4.88 1.41

ITR3 Employees committing an information security violation on the computer system
will be caught by my organization

4.76 1.32

Management
Support

α = 0.9

MAG1 Management understands the importance of information security within my
organization

5.68 1.29

MAG2 Management provides necessary help and resources to implement information
security efforts

5.01 1.46

MAG3 Management gives strong and consistent support to information security efforts 5.11 1.47
ISP SCOPE
α = 0.92

SCP1 Our information security rules are clear and understandable. 5.02 1.43
SCP2 The scope of our information security rules is well communicated to everyone in the

organization.
5.54 1.54

SCP3 The scope of our information security rules provide clear direction for employees for
what is permitted and forbidden

4.67 1.41

Organizational
security culture

α = 0.89

OSC1 The overall organization environment fosters information security minded thinking. 4.82 1.361
OSC2 Information security is a key norm shared by the members in our organization 4.75 1.381

Work load
α = 0.92

WL1 The amount of work I am expected to do is too great. 4.24 1.58
WL2 I never seem to have enough time to get everything done at work 4.71 1.60
WL3 It often seems like I have too much work for one person to do. 4.48 1.61

Severity of penalty
α = 0.93

SP1 Employees caught committing an information security violation on the computer
system will be punished by my organization.

4.77 1.447

SP2 It is likely that the punishment given by my organization to employees who commit
information security violations on the computer system would be severe

4.34 1.489

SP3 Organizational sanctions for employee violations of information security on the
computer system would be severe.

4.41 1.459

Celerity of sanction
α = 0.93

CEL1 My organization’s response to information security violations on the computer
system by employees would be instantaneous

4.16 1.434

CEL2 Very little time would elapse between detection of information security violations
on the computer system by employees and my organization’s disciplinary response
to them.

4.21 1.489

CEL3 My organization’s response process to employee violations of information security
on the computer system would be very timely

4.35 1.422
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