
An Integrated Framework For Ver i f ied And 
Fault  Tolerant  Sof tware

Fault  to lerance techniques  should let  the program continue ser v ic ing in spite  of  the presence of  errors . 
They are  of  pr imar y impor tance mainly  in case  of  miss ion-cr i t ica l  systems. Their  eventual  fa i lure  may 
produce impor tant  human and economic casual t ies . For  these  reasons, researchers  have ass igned the 
sof tware re l iabi l i t y  as  an impor tant  research area  in terms of  checking i ts  des ign and funct ional i t y. As 
a  matter  of  fact , sof tware test ing a ims to increase  the sof tware correctness  by ver i fy ing the program 
outputs  w.r. t  an input  space generated in a  bounded domain. Also, the fault  to lerance approach has  many 
ef fect ive  error  detect ion mechanisms as  per  as  the Backward recover y, For ward recover y  or  redundancy 
a lgor i thm. O ur work consists  of  developing an integrated approach for  sof tware test ing in a  bounded 
domain. I t  to lerates  t ransient  faul ts  to  solve  defic iencies  and to obtain a  robust  and wel l-des igned 
program. The developed framework compr ises  two types  of  tests : i )  Semi-automatic  test  that  enables 
the user  to  check the sof tware by manual l y  enter ing the va lues  of  the method and test ing with speci f ied 
va lues , i i )  Automatic  test  that  computer izes  the test  with the prepared instances  of  the program and 
generated values  of  a  chosen method that  exis ts  ins ide the sof tware. For  generat ing the input  va lues  of  a 
program, we have involved "Korat"  that  requires  a  c lass  invar iant , a  bounded domain and Java Predicates 
(or  precondit ions) . The framework uses  the ref lect ion technique in order  to  ver i fy  the correctness  of  the 
method under  test . Based on the pre-post  condit ions , or  Java predicates , previous ly  f ixed by the user, the 
backward recover y  and the For ward recover y  a lgor i thm are  appl ied to tolerate  the transient  faul ts . In 
case  of  For ward recover y, an ef f ic ient  or iginal  solut ion has  been developed based on reducing the number 
of  re-execut ing a  bloc of  instruct ions. In fact , the re-execut ion is  s tar ted from the current  s tate  instead 
of  the ini t ia l  s tate  under  the hypothesis  of  no loss  of  cr i t ica l  information. A plugin Java l ibrar y  has  been 
implemented for  faul t  to lerant  vers ion. The Framework was exper imented for  severa l  java  programs and 
was appl ied for  improving the robustness  of  the Gas pur i f icat ion sof tware. 
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