
A Ful ly  Funct ional  Secure U biquitous 
Healthcare  Monitor ing System

I. BACKGROUND & O BJECTIVES 
Recent  advances  in sensing, communicat ion and actuat ion are  leading to the next  generat ion of 
Telemedicine when integrated with W ireless  Body Area Networks  ( WBANs). They have a  great  potent ia l 
in  foster ing the provis ion of  next-generat ion U biquitous  Healthcare  (U-Health) . However, deploy ing 
new technologies  in  heal thcare  appl icat ions  without  consider ing secur i t y  makes  pat ient  pr ivacy 
vulnerable, especia l l y  when we deal  with highly  sensi t ive  physiologica l  data  of  a  pat ient  such as  hear t-
rate, posi t ion, temperature  etc . 
Because tradit ional  secur i t y  mechanisms have been des igned for  the systems with suffic ient  resources , 
they cannot  be appl ied direct l y  to  the extremely  resource constra ined WBANs devices . O ur main 
object ive  i s  to  provide a  l ightweight  secur i t y  mechanism suitable  for  WBANs and propose a  fu l l y 
funct ional  secure  heal thcare  plat form to monitor  remotely  the pat ients '  heal th status . 
I I . METHODS 
The proposed heal thcare  system (F ig. 1)  integrates  heterogeneous devices  and wearable  medical  sensors . 
I t  informs the heal thcare  profess ionals  by sending Pat ient  Health Information (PHI) f rom Body Sensors 
to  Body Router  (BR). BR uses  wire less  local  area  network to communicate  with Gateway in indoor 
environment, and i t  communicates  with Ser ver  through 3G/4G in outdoor environment. Gateway and 
Ser ver  request  Hardware Address  Resolut ion Process  (HARP) for  secur i t y. 
To guarantee the system secur i t y, we propose ( i )  a  new l ightweight  encr ypt ion scheme based on 
stream cipher, where the encr ypt ion key i s  changed af ter  each round of  t ransmiss ion to provide strong 
confident ia l i t y  ( i i )  an authenticat ion mechanism is  provided through HARP to authenticate  BRs 
with their  unique ID ass igned before  deployment and to guarantee that  only  author ized heal thcare 
profess ionals  can access  to  pat ients '  data  thanks to their  biometr ica l  information.  
I I I . RESULTS 
In order  to  invest igate  the feas ibi l i t y  of  the proposed secure  heal thcare  system, a l l  components  have 
been implemented in an exper imental  testbed. Zoler t ia  i s  used as  a  wearable  BS, which is  a  MSP430 
microcontrol ler  based sensor  node equipped with CC2420 RF transceiver  for  wire less  communicat ion. 
Cubox is  used as  a  BR, which is  a  low power ARM architecture. PCs are  used as  Gateway/Ser ver  and 
HARP. 
F irst l y, the secur i t y  tests  of  the encr ypt ion scheme have been provided to check the randomness 
qual i t y. The resul ts  were s ignificant ly  higher  ( f rom 0.342178 to 0.974321) than the indicated threshold 
va lue (0.01)  recommended by National  Inst i tute  of  S tandards  and Technolog y (NIST). Second ly, the 
end-to-end delay  was  around 97ms with encr ypt ion scheme and 94ms without  encr ypt ion. Thus, the 
communicat ion overhead incurred due to the encr ypt ion a lgor i thm for  each round is  near ly  3ms. 
IV. CONCLUSION 
Exper imental  resul ts  have shown that  our  U-Health solut ion is  feas ible  in  rea l-wor ld scenar ios . The 
proposed encr ypt ion scheme passed a l l  randomness  tests  recommended by NIST and the secur i t y 
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