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1.0 POLICY STATEMENT/PURPOSE:

1.1 This policy is formulated for all Hamad Medical Corporation (HMC) healthcare providers
on the access, maintenance, protection, and release of health information in accordance
with HMC's regulations and the statutory laws of Qatar.

2.0 DEFINITIONS:

/B PRIVACY - An individual's desire to limit the disclosure of personal health information

2
/ execute the final decisions on issues pertaining to this policy.
2

2:1 HEALTH INFORMATION - Any verbal or recorded information relating to the past,
present, or future, physical or mental health of an individual, the provision of healthcare
to an individual, or the payment of healthcare.

22 CONFIDENTIALITY - Carries “the responsibility for limiting disclosure of private matter,

it includes the responsibility to use, disclose, or release such information only with the
knowledge and consent of the individual.”

and avoidance of notice or display.

PRIVACY GUARDIAN - A person designated by the corporation shall be responsible to

H

SECURITY - Measures to protect the confidentiality, integrity and availability of
information systems used for access.

3}

2.6 AUTHORIZATION - A special written permission/consent is granted for the use and/or
disclosure of a patient's health information or medical records.

2.7 AUTHORIZED ACCESS - A special privilege granted to HMC staff according to law and
regulations based on “need to know”.

2.8 DISCLOSURE - The divulging, release or transfer of information; or the provision of
access to information in any manner.

29 DE-IDENTIFICATION — The process of deleting identifying data to maintain anonymity
and privacy of individuals or patients.

Management of Information (MOI) Regulatory, Accreditation & Compliance Services (RACS)
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3.0 PROCEDURE/PROCESS:

31 The patient’s health information is the property of HMC and are confidential documents
that shall be accessible only to authorized individuals.

3.2 Staff Commitment to Privacy and Confidentiality

3.2.1 Each HMC employee, volunteer, or anyone with temporary medical staff
privileges has a personal responsibility to protect both the privacy and the
confidentiality of HMC information.

3.2.2  The security of health information records in each patient care unit (e.g.,
Inpatients, Outpatient Clinics, Emergency Departments, and Ancillary Services)
is the signed out requesting person's responsibility to safeguard them from
unauthorized use, damage or loss. Medical records shall not be sequestered in
lockers, desks, or offices.

3.2.3 Al patients’ health information records shall remain within the department and
while transporting should be covered or sealed in an envelope or bag in mobile
trolleys within the hospital premises.

3.24 HMC shall make available “Notice of Privacy Practices” and and if there is an
informed consent that the patient use for authorizing release of private information
to what purpose and use.”

3.25  When clinical information is being sent via facsimile, the sending person shall
ensure the receiving party is available to receive the fax.

3.2.6  The transport of patient's health information paper medical records is the
coordinated responsibility between the receiving unit and the Health Information
Management (HIM) department of each hospital.

3.3 Access, Disclosure/Release of Information from Medical Records

3.3.1 Access to medical records by healthcare providers within and outside the HMC,
other respective departments for their patients’ continuity of care, research
studies, review, case conference and other shall be requested and approved by
their respective Department Chairman, Director or Unit Consultant.

Management of Information (MOI) Regulatory, Accreditation & Compliance Services (RACS)
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3.3.2 Quality Management staff (Risk Management, Quality Improvement, Infection
Control, Utilization Management, Accreditation Section, Chief Medical Officer,
Chief Nursing Officer and Chief Quality Officer or their delegates) shall have free
access to all medical records for review.

3.3.3 The patient/legal guardian may obtain patient health information which the
Physician-In-Charge deems necessary and indicates on the approved form (see
attached). Patient or legal guardian should show official identification (ID)
before information is released.

3.33.1 Women's Hospital, Assisted Conception Unit requests for
information are considered on individual basis.

3332 National Centre for Cancer Care and Research (NCCCR) patients
shall receive a copy of their blood investigation with authentication
by the Physician to monitor the cell counts in order to adhere to
their treatment protocol.

3.3.4 Utilization Review, Case Studies, and others require a completed Request for
Data and Research Assistance Form that should be approved by the respective
Department Chairman, Director, or Unit Consultant.

3.3.5 Requests for Research Projects should include the Ethics Committee approval
notice before access to medical records shall be granted.

3.3.6  Unauthorized electronic and telephonic release of patient's health information
records shall be strictly prohibited.

3.4 Breach of Privacy and Confidentiality
3.4.1 Ifany HMC employee becomes aware of a breach of this policy or any related
departmental policies, or any other breach of privacy or security of Health
Information, the employee shall report the breach to the HMC Privacy Guardian.

3.4.2 Violations of this policy may result in disciplinary action up to and including
termination subjected to HMC Personnel Regulations.

Management of Information (MOI) Regulatory, Accreditation & Compliance Services (RACS)
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3.5 Authorized Individuals Privileged to Access Medical Records

351 HMC staffs are authorized individuals privileged to access medical records fo
direct patient care and other related indirect purposes.
3.5.2  Request for Release for Health Information from a medical record by authoriz
personnel identified in the table below, does not require patient consent.
Release to Legal Medical Physician Nurse HIM Reason
Affairs Director | In- Charge
‘Director
1. Qatari Court ° ° Designated by
court
2. Medical Order from Cour
Experts
3. Department of Mandatory
Preventive & % reporting of
Medicine Communicable
Disease
4 Primary Health Continuum of
centers and . ° Care
other HMC
Hospitals
5.HMC Healthcare Delivery of
Providers & ° ° healthcare/
review/case
conference
6.Physicians and Continuum of
other Hospital @ ® Care
outside HMC
7.Police Authorities Criminal or Civil
& ° suit committed
by a patient
8.Quality ° Record Review
Management
Staff

Management of Information (MOI)

Regulatory, Accreditation & Compliance Services (F




POLICY AND PROCEDURE

B bl s o diwmgo

Hamad Medical Corporation

MEALTH » EOUCATION - RESEARCH  \UG2 » foulss - Ao

TITLE: PRIVACY, CONFIDENTIALITY AND ACCESS ORIGINAL DATE:
TO HEALTH INFORMATION February 2011
IDENTIFICATION OP 4042 LAST REVISION DATE:
NUMBER: November 2015
NEXT REVIEW DATE:
HOSPITAL(S) ALL HMC HOSPITALS/ ENTITIES November 2018
Page 5 of 5

4.0 DOCUMENTATION:  Not Applicable.

5.0 REFERENCES:

5.1 Release of Patient Health Information (2009). Retrieved on August 17, 2009 from
http://www.lifespan.org/research/irb/docs/irbinstructions/glossaryofirbapplicationterms.doc

52 Release of Patient Health Information (2009). Retrieved on August 17, 2009 from
http://www.nap.edu/openbook.php?record_id=5595&page=1

6.0 ATTACHMENTS:

6.1 Consent for Release of Medical Information Form.

Management of Information (MOI)
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i e Laah e B e Jpesad i Gad eyl = Patienis have the right w be tncated with dipnity
kel y ad e daih kgl ey agial S ey and respect repandiess of sge, peider, relipion o
Adah y sy culture,

#  [atients have the gt 16 receive healil care

e clasd g e ot el el services and treaiment with appraprinte atlestian,

e et Al 0 g g sl el g S all cofpeinoe & withow wnneoessary delay,
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Al hezlit proctitioners and canepivers.
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o s A ety licenssd to procisce in The Siae of Oaiar.
Rl e S i ey e fpemall B Gall s Wl s | # Palienis have the right # expect & safe and high
Al quality care.
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ol Al pann i L g 20 00y (bl e equiipment, safe serifization & a smoke free
Al b envirmment.
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a1 g AL b g ] AN e i il firem uncthical hehavior, abuse or meglizence.

I R, BOK: 744, DOHA - QATAR T B0 440 ShdS / oTes 2 gao F: +974 4407 D-‘-*'-m

- 207 -




QCHP

-l.-r-an.nn:.J.I.l abndil it

B Counod b Hial hcass Picilighks
Agihal & ikad
Hineas ko Practle
R e 1 gl gl gl s o b G i @ | @ Patlents Beave the right 1o be refermed and/or

i el e il AR A A g e g el
JLUMU_AJJ,:..WIH

s gladl)

8 G L] gk g g e sy gl e il gl
|.'.|"':'-th""]- -

(o g 4 s hna Jo sl b 3l o 0
il iy . il gt ey i g
i iy 0 A a1 e il iy
s (g3 ! 3y Lo

3 g A e s e Sy d i 3 iyl
Lo RS g el 3 g gl b s jill sl
Aalidll el o e e 2 AB g el S L

EWE PR UL EREI L RN e
A tfiad 4 lal e gl Al Al y il
[t f g fas oy s Ll Uy ey

I Ji

sk g e gl i 08 ] g el s i e
g A il g i pall 3] i g G
e 3 240 4y ey 210 2l ) il
gy o A 3l lilainad 3 g
JPRPCEL B S T B

irmmslermed to ancdher focilily when medseally
required or upon paticn’s request when
medically permissible,

Information

Patiers hive 1o mphi, upon request, s be piven
(b manimez 0 hia atsendini pliysheian, the names af
all aiber pliyalcking Grelly paricipating n bis
cane, il the namses and lunetions of olher bealih
e persana having direct comact itk (e
il

Mativngs have the rght 1o canise complele and
easily urderstood infommation aboul their
diapmass and (reatment opdions (except when it is
micdieally imdvisable o do s, in which case the
infprmatian should be piven bo the palienl’s
guardian of representalivel

Putients have the rizht 1o be informed about 1he
Belth facilities’ chanes for the services availahle
ared mvailahle payment methads & to be informed
abaul the immediale and long-erm findncial
implications of the trmiment choices,

Pritiesla have the eght 1 regueest a copy of their
miedical records & medical reparts (excepl when
it &= medically mndvisahle io do s, in which case
the infarmation shauld be given to the patient's
puardian ar repres: niafive).

Decision-making

Patienis have the right w0 paricipaic in dectshons
aheut their core and trastmen, including the right
lis refiase Lrealmend (1o The oxient permidted by
latw). The paticnt's consent or refusal musi be
dvcumenied in the patint's medic | recand,
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v Patiends have the ngh 1o request 2 second
opInEan,

& Pallenes e the right 1o ded de whether oe not
they wanl to take part in clinkcsl imining and
medical reseanch.

Privacy & confidentiality

®  Paticots have ihe right 1o have thelr persanal
information kept private and comfidential {subject
1 digedosu s necessary far medieal caro and
adminsEimaion) & be viewed anky by the direct
careglver or authorized persons,

& Palierds have the right to requees a Family
embeT or nomingis o sapport pison o be
prostil during exeminailon amsd discussion of
their case.

s Patienis have the right fo privacy & respect
during, physical cxamination & treaimen,

Complaint

*  Patlents have the ight 1o make a complaint if
ni gitielled aboul the care they received, 1o
the Bealihears facility managemeni, if pot
resalved, patknis have the right o mnke a
comphind io Flingss o Proctice Departmen !
Qatar Council for Healilcare Pracitioners,

»  Patlenie have (e right 1o expect thal any
complaini made t the Serdoe provider will be
thomaug hly snd appeopriately investigated na
timely meawmer and bo informed af the oubeome
and Ay appenls proceduns which appliss,

PO B0 Trga, DOHA . CATag

T 87d ddhF 320 5 orad f O30




Guhdild
Fitaids ta Pracka

QCHP

A e
fuim
l!...l.nn.ll

e all Sl g

bl 2 g iy pn sall ] ing
g 53 g gl g ol i B e !

il Sl gl A, g 00y a2 il
w0l Cllypeaall imay Ly T
paliag e gl

il glaall

A plnd LN Chonglanl ypgi i pabl o iy
3 e e g f ATl el g i B e
s S G Lyl el pgnin g
g 0 gl L gl B 2 g3l o, phmienall
gl g il pe g gad d 4 b

S sl e Y e b ke gy W
PRI, R - Y PO I i P P
T e e

atiall il ¢l ol M)

LR P (R PRGBS SN
b el s Pl bty el
el s ([ gl

dnpcalll sty J By el i pall s
el Ul kSl f pgl daskdl Akl
el P g 3

woekdd P g o gl el o iy @
selpid ol o iy

Responsibilities

The Paitents in recogniflan ol the cone and /o
trepment being provided 10 kel a diagnosis agre o
May their parl im taking all reasonalse siepd 1o
comiply with any medical instruction which reguines
some respans blifics on the part of patients & their
Tepresenial ves

Information

& Tatients have o responsibildy do give prodidere. 1o
thie best of their Enowledye, compleie 2nd
fecurle nformation aboul thir he b and
medical history, including curent condition, past
illnesses, hospatal admissons, medicboens, ond
uny uther maticrs nelated Lo 1keir health,

#  Priiznta have o respansibiling to ask questbons i
they do not understand any informatien or
insructians &healih aducalion they nee given,

Following Treatment Plans

#  Pailaniz have 8 respongbility wo cooperate wilh
their care providers and fodlow Insirections lof
their g

®  glicrils acoept personal respons bality i (key
£ howsse ol b aocepl trestmeod dvice‘changse
realienl plan withoisd 0w Weating physician's

appeoval,

= Patients have the tht Io irfarmed consenl in
Trealment deciskans.
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Respect For Others

Patients lsave a nesponsibilily 1o irest providers,
s1nfT, ather palients wilh dignity, hanor and
respect and o follow the provider's rubes and
salely regulations

Palients hivve a responsshility 1o respect the
privacy and confidentiakity of ofhers.

Keeping Appointments

Palienis are respansible far keeping sppoinlmengs
und notlfying providurs i they are unable 1o
allend for ony pesson.

When presenl i s healthcane Bicility patienis
izl wadl Jor the furm with patience so ihal chge-
ghvers can deliver their best 1o sl 1he patients,

Financial Obligations

Patients are responsible: for attending to financiol
oldiyatioes nssociated with their care in a fimely
ARG,

Halienis are responsible for providing, 1o i best
ol iheir Enowledge, complete npd socomss
information aboul nserance clyims associsted
with thelr orenmens plan and (o co-opersie with
the providers to make poyeent AvanEemcns.
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PREMARITAL SCREENING CONSENT

’/ (AN Patert K dtogns Latel!
Patient Name:
P;!C Number,
HC Number:
DOB/Age:

Mobike Jigan

CONSENT FOR PREMARITAL SCREINING

Home Tel JiloN Ogali ¢

Sl L1a Lo i) Aiaigell

| heredy gve my consest 10 underioke the pre-waras
Asscisment which includes some common geneti,
some communicoble discases and any other test that
might be necessary. | understand that 1631 is mited
In poture, ond will 0ot cower dertility 1est Or guarsates
futere immunity for mry child agaiast heredtary diseases,

DECLARATION OF PSYCHIATHIC ILLNESS
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| declore that

| 1 do not suffer
[ | 1 do suffer

from arry messal or eplleptic discase.
| declore that

[ 1 1do ot take

|| tdo toke
any peychiatric medicabons at preseant of in the past.

AUTHORIZATION OF RELEASE OF INFORMATY
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| hereby declire that | will mawesin the confidentiakry
of Al medical Information obiaked regarding the other
party. includng my knowledge of his/her carrying of aiy
hereditary /contagious disesse. | am fully prepared to
nocept the consequences, i the marrisge is completed
o 0ot Hence | ndenske 1o bear the legal responsibibey
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PRIMARY HEALTH CARE CORPORATION

elgil Jub Lo uans
PREMARITAL SCREENING

W Povart e bann Ladel)
Patient Name:
PHC Number: .
HC Number:
DO/ Age:

RECEIPT OF SUBSEQUENT MANAGEMENT & COUNSELING ddauilg Adyladl Cilelpadl Jayl

i fave Deen counseled
by Dr. e cesum of

11 Myself

| My Partner

and § have been informed of the resuits and thelr imph
cotioers, pessible medical conditions requinng ressmant.
andfor hather dagaostie procedures. vacoualions o
counsging nceded: The muture and the purpose of the
treatmest, the reasonabile pessible alternaties, risks and
COMPRCIHONE ANd COMOUONCES Of Aoo tIeatment fave
ahso boen explained to m, sod | have apreed o endergo
and do not have soy otsection on the Inllowdog, furthes
Interventions recommended;

|| Treatmenmt [ | Rederval
I pddmon 1o the sbove:
[ Jtdoogree | |l donot agree

o adminster required vaccination recommended by e
docion.
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