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ABSTRACT In this paper, a Lorenz-like chaotic system was developed to encrypt the dorsal hand patterns
on a microcomputer. First, the dorsal hand vein images were taken from the subjects via an infrared camera.
These were subjected to two different processes called contrast enhancement and segmentation of vein
regions. Second, the pre- and post-processed images were encrypted with a new encryption algorithm in the
microcomputer environment. For the encryption process, random numbers were generated by the chaotic
system. These random numbers were subjected to NIST-800-22 test which is the most widely accepted
statistical test suite. The speeded up robust feature (SURF) matching algorithm was utilized in the initial
condition sensitivity analysis of the encrypted images. The results of the analysis have shown that the
proposed encryption algorithm can be used in identification and verification systems. The encrypted images
were analyzed with histogram, correlation, entropy, pixel change rate (NPCR), initial condition sensitivity,
data loss, and noise attacks which are frequently used for security analyses in the literature. In addition,
the images were analyzed after noise attacks by means of peak signal-to-noise ratio (PSNR), mean square
error (MSE), and the structural similarity index (SSIM) tests. It has been shown that the dorsal hand vein
images can be used in identification systems safely with the help of the proposed method on microcomputers.

INDEX TERMS Chaotic Encryption, random number generator, near-infrared imaging, SURF, hand vein

imaging, microcomputer, raspberry pi.

I. INTRODUCTION
Biometry allows people to be differentiated between individ-

uals according to their various physiological and behavioral
characteristics such as iris, fingerprint, face shape and move-
ment patterns. Physiological features such as fingerprints,
facial shapes are related to the shape of the body, whereas
behavioral characteristics such as signature, tone of voice,
and forms of movement are related to the behavior model of
the person [1].

Biometry technology is unique in terms of physiological
or behavioral characteristics, and much safer compared to
traditional knowledge-based descriptors, such as passwords,
pin codes, because it is difficult to be lost or reproduced.
In recent years, there has been a significant increase in the use
of copied fingerprints, fake iris scales or sophisticated face
masks [2].

The associate editor coordinating the review of this manuscript and
approving it for publication was Kathiravan Srinivasan.

Surgically changing the vein pattern under the skin is
extremely difficult [3], [4]. Therefore, a biometric system
using the dorsal hand vein pattern which differs from person
to person is extremely safe. Since it is difficult to obtained
dorsal hand vein patterns under visible light, the use of vein
patterns in authentication applications is appropriate.

In comparison with pattern recognition systems such as
fingerprints, palm print, and finger vein, the main advantage
of identification and verification from the dorsal vein pat-
terns is the ability to perform non-contact operations with-
out touching any apparatus during the acquisition of the
images [5]-[8]. Therefore the proposed system is more steril
than any other authentication system when it is compared.

To date, many technologies have been developed
and implemented to store and protect different groups
of images. Among these technologies, chaotic encryp-
tion is one of the most effective way to make images
indistinguishable [9]-[14].
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Recently, many image encryption algorithms have been
proposed that can be used in high-secure encryption of
medical images [15]-[18]. Cao et al. presented an encryp-
tion algorithm for medical images using edge maps derived
from a source image [19]. Dai et al. proposed an encryp-
tion algorithm for medical images based on confusion and
diffusion processes which are realized by Arnold’s transfor-
mation and the use of two chaotic systems [20]. Laiphrak-
pam and Khumanthem developed an encryption scheme on
medical images using the improved ElGamal encryption
technique [21]. In their study, Hua et al. provide a new
encryption scheme for the protection of medical images [22]
and it was shown that the encryption performance was high
and the data loss was minimized. In a study by Zhu et al.
proposed a computational ghost imaging encryption method
based on a fingerprint phase mask [23].

Since Lorenz modeled the forecast of weather events
in 1963, chaotic systems have been involved in many
engineering fields. Chaotic systems have been used in
many different areas [24]-[29]. The most commonly used
fields are engineering, population distribution, finance and
encryption [30]. There are many analysis methods to check
whether a system is chaotic or not. Lyapunov exponents,
time series, phase portraits, equilibrium point analysis,
bifurcation analysis are the main analysis methods used
in the literature [31]. In recent years, different and novel
chaotic systems have been presented to be used in practical
applications [32]-[38].

Since random number generators have some crucial roles
in cryptological applications, they have been used in vari-
ous fields such as statistics, simulation, cryptography, mod-
eling, numerical analysis [39]. Cicek et al. presented an
electronic circuit design by performing dynamic analysis
and numerical simulation of a 3-dimensional continuous
time chaotic system and performed secure communication
applications [40]. In another study, Cicek et al. developed
a discrete-time chaos-based random number generator using
skew tent map with optimum parameter values that ensure
maximum randomness [41]. Park et al. produced a real ran-
dom number generator from the CMOS Boolean chaotic
oscillator [42]. Koyuncu and Ozcerit designed an FPGA
based real random number generator using a 3-D chaotic
system [43].

In this study, a new encryption method was developed to
store dorsal hand vein images in a database safely on the
Raspberry Pi microcomputer. In this new encryption method,
both the random number generator algorithm and the encryp-
tion algorithm were based on the chaotic system. The chaotic
system was used to encrypt the 1-bit and 8-bit vein images.
The random numbers generated in the Raspberry Pi were
successfully passed through NIST tests to ensure random-
ness. In order to prove the robustness of presented encryption
method, SURF matching algorithm was used in the initial
condition sensitivity analysis. In the decryption process the
decrypted image did not match the original one when there
was a very small change (10°(—18)) in the state variable
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of the chaotic system. However, in a simple chaotic based
encryption methods present in the literature, SURF algorithm
could match with approximately ~100% when there was a
little change in the state variable (one in a million). This
shows that the proposed new encryption algorithm provides
high security in mobile hand vein recognition systems.

II. VEIN IMAGING AND IMAGE PROCESSING

In this section, vein imaging system and image processing
steps are mentioned. In the vein imaging system, the near-
infrared light were passed over the diffusers and reflected
onto the skin in a homogenous manner. Infrared rays (850 nm)
can penetrate the skin to less than 3-4 mm and the hemoglobin
in the blood absorbs the infrared radiation more than the
surrounding tissues. Therefore, vein patterns appear darker
with respect to the surrounding tissue on the captured images.
In order to record the reflected lights from the subject,
an RGB-Near-Infrared camera module of the Raspberry Pi 3
(Galler, Raspberry Pi Foundation) was used. The acquired
images were digitized in the microcomputer (Raspberry Pi 3)
system and various image processing steps were processed in
Pyhton language using the OpenCV (open source computer
vision) library.

There are two types of image processing processes before
encryption steps. The first process involves contrast enhance-
ment, encryption and saving the vein images into the database
as 8 bit. Secondly, the images were converted to double level
(1 bit) for faster processing and encryption. Then, before the
encryption, various morphological operations were applied.
In addition, the images were analyzed after noise attacks by
means of peak signal-to-noise ratio (PSNR), mean square
error (MSE), and the structural similarity index (SSIM) tests.
It has been shown that dorsal hand vein images (1-bit and
8-bit) can be used in identification systems safely with the
help of proposed method on microcomputers.

A. PRE-PROCESSING

In the first preprocessing step, contrast enhancement was
aimed. The region of interest (ROI) was cropped from the
images of the dorsal-hand vein by using an infrared camera.
Then, the vein regions contrast were enhanced by adaptive
histogram equalization. Figure 1 shows the preprocessing
stages applied to the dorsal hand vein images. Firstly the
images were converted to gray and then the contrast limited
histogram equalization method was applied. Thus, the vein
regions were clarified. This method is used in medical images
to eliminate the effects of edge shading in both noise reduc-
tion and homogeneous areas [44]. The gray scale ROI region
was shown in Figure 2.a. The contrast enhanced vein image

FIGURE 1. (a) Block diagram vein imaging setup. (b) Data acquisition of
the vein-pattern imaging system.
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FIGURE 2. (a) Gray scale image. (b) Contrast enhanced vein image (8bit).

FIGURE 3. Hand vein image post processing (1 bit).

FIGURE 4. (a) Gray scale image. (b) Adaptive threshold and morphological

operations.

was shown in Figure 2.b. As a result of this process, 8 bit vein
images were prepared before encryption stage.

B. POST-PROCESSING

The second process was slightly more extensive. In Figure 3,
the block diagram of the second process was shown. After
image acquisition; gray level conversion, contrast-limited
adaptive histogram equalization, median filtering, adap-
tive thresholding and various morphological processes were
applied. During the advanced process, the contrast enhance-
ment of the vein images was accomplished by median fil-
tering to eliminate the noises caused by hairy areas and the
external environment. After being processed with a median
filter, the vein images were converted to 1 bit by adaptive
thresholding. Afterwards, various morphological procedures
(noise removal and thinning) were applied. Figure 4.a shows
the gray level of the image, and Figure 4.b shows the region
of the vein converted to 1 bit.

l1l. LORENZ-LIKE CHAOTIC SYSTEM AND DYNAMIC
ANALYSIS

In this study, a simple 3-dimensional chaotic system similar
to Lorenz [45] was used. The system shown in Equation (1)
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consists of 3 separate differential equations. The system has
three status variables x, y and z and three parameters including
a, b and c. In addition, the system contains seven terms which
two of them were non-linear (xz, x2). The initial conditions of
the system were xo = 1, y0 = —1,z0 = 1

X=—-x+ay

y=—y+bx —xz

P=—z+4cx? (1)
The parameters for the system given in Equation (1) were

chaotic, where a = 3, b = 3 and ¢ = 1. Equation 2 shows
the chaotic system in terms of the parameters a, b and c.

X =—-x+3y
y=—-y+3x—2xz
= —z+ 1x? )

A. DYNAMIC ANALYSIS OF CHAOTIC SYSTEM

In order to determine whether the system used was chaotic,
analysis methods such as phase portraits, lyapunov expo-
nents, kaplan-yorke, bifurcation diagrams and time series
were used.

VOLUME 7, 2019
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FIGURE 5. x-y, x-z, and y-z phase portraits of the chaotic system.

1) PHASE PORTRAITS

A three-dimensional system of x —y, x —zand y — z in
three different ways to examine the phase portraits were
given in Figure 5. As can be seen from phase portraits, it is
understood that the system exhibits chaotic behavior.

2) LYAPUNOV EXPONENTS

Lyapunov exponents, which provide information on the char-
acteristics of a dynamic system, are also measure of chaotic
behavior. Whether the dynamic system is sensitive to the ini-
tial conditions can be analyzed by Lyapunov exponents [46].

Chaotic systems are very dependent on initial conditions.
A small difference in initial conditions causes a huge dif-
ference in the future time behavior of the system. Lya-
punov expansions allow the orbits to move away from each
other with very small changes in initial conditions [47], [48].
If there is at least one positive Lyapunov exponent within the
exponents, then the system is expressed as chaotic [49]. If all
of the exponents are negative, the system is periodic [50]. In
short, Lyapunov exponents help to characterize the types of
state variables in the system [51].

In Figure 6, the Lyapunov exponents of the chaotic sys-
tem, parameter ‘a’ between 0-3 were examined. Since the
parameter ‘a’ is not positive for any Lyapunov exponent in the
range 0-1.65, there is no chaotic behaviour. However, since a
Lyapunov base of 1.65-3 has a positive value, the parameter
‘a’ leads to chaos in these ranges.
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3) LYAPUNOV DIMENSION (KAPLAN-YORKE)

The analysis of the Lyapunov dimension of the system,
namely the Kaplan-Yorke dimension, can be used to analyze
whether the dynamic system is chaotic [52]. According to
Equation 3, ‘j° represents the number of variables in the
system, while ‘A;’ refers to the Lyapunov exponents. In a
dynamic system with three state variables, the result of the
equation is expected to be 2 to 3. In other words, for the sys-
tem to be chaotic, the process performed with the Lyapunov
exponents must be between 0 and 1.

j—1
A.‘
D—(j—1)+l§l 1—2+M+'\2 3)
[A41 |21

According to Figure 7, the system’s parameter ‘a’ is in the
range of 1.65-3, the parameter ‘b’ is between 1.67-3 and
the parameter ‘c’ is in the range of 1-3, since the Lyapunov
dimension is positive, the system is chaotic.

4) BIFURCATION
One of the analyses for the characteristics of dynamic sys-
tems is bifurcation. The graph, which is obtained by plotting
different values of a parameter in the system according to the
values taken by the state variable, is called as bifurcation.

In Figure 8, while the parameter ‘a’ in the system is in
the range of 0.5-3, the values taken by the state variable
‘x’ are shown. Accordingly, since parameter ‘a’ is between

60853



IEEE Access

M. Z. Yildiz et al.: Novel Encryption Method for Dorsal Hand Vein Images on a Microcomputer

0.5

e
0
g 08 /
@
Q
o4
2
c
2
S -15
Q
X
| \
> -2
3 \
c
3
Q
S
-
————
e
~ 05 1 15 165 2 25 3

Parameter a
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FIGURE 8. The bifurcation graph of the system for parameter “a” in the range of 0 — 3.

1.65 and 3, the system is chaotic, so the data in this analysis
corresponds to the data from the Lyapunov exponents.

5) TIME SERIES AND INITIAL CONDITION SENSITIVITY

The time-dependent values of all state variables of chaotic
systems should not include periodicity. Figure 9 shows the
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time-dependent analysis of the three state variables X, y and
z of the chaotic system.

Chaotic systems should be sensitive to the initial conditions
of all state variables. Figure 10 shows the time series of the
‘X’ state variable versus two different initial conditions, 1 and
1.000000001.

VOLUME 7, 2019
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FIGURE 9. Time series of state variables of the system.

FIGURE 10. Initial condition sensitivity of the x value in the system.

IV. CHAOTIC ENCRYPTION

A. CHAOTIC-BASED RANDOM NUMBER GENERATOR

A chaotic random number generator was designed for
encryption using Raspberry Pi 3 microcomputer system. In
Algorithm 1, the pseudo-code algorithm of the random num-
ber generator was given. aSince the received images were
256 x 256 pixels in size, 3 x 525000 random numbers were
generated for use in encryption.

In the algorithm, random numbers were used according
to the pixel coordinates of rows and columns of the image.
A more complex random number generator was designed
using random numbers from the three state variable. With the
random numbers produced, 1 bit and 8 bit vein images were
encrypted.

B. ENCRYPTION

Encryption process was performed on the vein images with
the random numbers. The main difference of this study from
the studies in the literature, in this new encryption method,
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both the random number generator algorithm and the encryp-
tion algorithm were based on the chaotic system. Algorithm 2
shows the pseudo-code of the encryption algorithm.

In Algorithm 2, the pseudo-code of the determination of the
coordinates to be made for XOR in order to execute encryp-
tion of the vein images are provided. In other words, the code
that determines how XOR process shall be executed with
which pixels and with which coordinates for the images by
the random numbers that are generated in the chaotic system
is indicated in the algorithm. For example, the dimensions of
the vein images to be encrypted is 256 x 256. A series that
increases one by one from 1 to 65536 shall be created. The
initial value on the x state variable used on the chaotic system
is 1. In accordance with the algorithm 2, the result of the mode
(1, (0.000001*65536))* 1000000 operation is 3852. The out-
come result shall be deleted from the sequence so it does
not appear again. Thus, there will be 65535 elements remain
in the sequence. The second value of the X state variable
is 0.8153. Then again in accordance with the Algorithm 2,
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Algorithm 1 Random Number Generator Algorithm Pseudo
Cod

1: Start

2: Entering system parameters — (a=3,b=3,c=1)

3: Entering initial condition - (x0 =1, y0 = -1,
z0=1)

4: Determination of the appropriate value of Ah (0.05)

5:  Solving the chaotic system using RK-4 algorithm and
obtaining time series

6: fori=1:256"256

7:  x_mng (16*G—1)4+1:16*1 — 1)+ 16 ) =decimal
to binary ( round (mod (( x(1)*1075),
(10M(=7)*65535)*10'2), 16 )

8: y_rmg (16*G—1)+1:16"({ — 1) + 16 ) =decimal
to binary ( round (mod (( y(i)*1075),
(10M(=7)*65535)*10712),16 )

9: z_rmg (16*G—1)+1:16*(1 — 1) + 16 ) =decimal
to binary ( round (mod (( x(i)*10%),

(10M(=7)*65535 ) *10712),16 )

10: end for

11: Ready to use 3*525000 random number

12:  End

Algorithm 2 Sequence of xor operation algorithm pseudo
code
1:  Start
[row column]=size(image)
series=1:row*column
for i=1:row*column
number=mod(x(i), (0.0000001*(row*column
+1-1)))*1000000
xor_sequence(i)=series(number)
series(number)=[]
end for
End

LoD

the result of the mode (1, (0.000001*65536))* 1000000 oper-
ation is 2691. This result is removed from the sequence and
65534 elements shall remain in the sequence. Because the
vein images is in dimension of 256 x 256, this process shall
repeat in 65536 times and the coordinates to be executed in
XOR shall be determined.

In Algorithm 3, the pseudo-code is provided for the encryp-
tion for the vein images are provided. According to the algo-
rithm the variable “a” is a type of counter. First, the order
of the rows and columns in which the XOR operation shall
be conducted will be determined. The xor_sequence variable
obtained as a result from algorithm 2 shall be divided by
the total number of columns of the image to provide the
line coordinate as a result of rounding operation. When the
mode operation of xor_sequence value is applied according
to the total number of columns of the image, the coordinate
of the column shall be obtained. For example, the first value
of xor_sequence variable was found as 3852 as a result of
Algorithm 2. Since the column value of the image is 256,
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Algorithm 3 Image Encryption Algorithm Pseudo Code
I: Start

2: [row column]=size(image)

3: Index=0a=0

4. fori=1l:row

5:  for j=1:column

6: a= a+1 row2=ceil(xor_ sequence (a)/column)
column2=mod(xor_ sequence(a),column)

7: bin = decimal to binary (image (row2, column?2), 8)

8:  If(mod (i+j,3)==1)

9: rng=x_rng

10:  elseif (mod (i+j,3)==2)

11: rng=y_rng

12:  else

13: rng=z_rng

14:  end if

15:  for n=1:bit_number (bit_number = 1 or 8)
16: index=index+1

17: number(n)=(bitxor( rng (index),bin(n) )

18:  end for

19: image_encryption ( i,j ) = binary to decimal
(number)

20: end for

21: end for

22: End

Algorithm 4 Random Number Generator Algorithm Pseudo
Code for Initial Condition Sensitivity
1:  Start
2:  Entering system parameters - (a=3,b=3,c=1)
3:  Entering initial condition — (x0 =1, y0 = -1,
70=1)
4:  Determination of the appropriate value of Ah(0.05)
5:  Solving the chaotic system using RK-4 algorithm
and obtaining time series
6: fori=1:65536/32
7: x_rng= x(1)*100000

Rng ((i-1)*32+1: (i-1)*324-32) =decimal to binary
32 bit (x_rng)

10: end for
11: Ready to use 65536 random number
12: End

the result of the first line value of the result ceil(xor_ sequence
(a) / column) is 16, and the first column value is 12 according
to the operation of mode (xor_ sequence (a), column). There-
fore, the first random number arising from the chaotic system
is subjected to XOR operation with the pixel value as found in
the 16th line and 12th column of the image. The second value
of xor_sequence is 2691. In accordance with the algorithm 3,
2nd line and 2nd column value is 11th line and 131th column.
In the XOR process, 3 different random number sequences
that are obtained from algorithm 1 are being used. Y was

VOLUME 7, 2019
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used in the first XOR. In the next cycle Z is used and in
the next one after that random numbers obtained from the
x state variable have been used. Thus, the pixel value in
line 16 column 12 shall be subject to xor operation with a
random number obtained from the y phase. The 11th line and
131th column pixel value of the vein image shall be subject to
XOR operation with a random number obtained from z phase.
These operations shall continue until the number of rows *
column is completed.

C. NIST-800-22 TEST

The NIST-800-22 test [53] is used to measure the complex-
ity of the generated random numbers. It is a security test-
ing tool performed by the National Institute of Standarts
and Technology [54], [55]. The NIST-800-22 test includes
16 tests. The random numbers generated must pass through
all 16 tests to pass the NIST-800-22 test successfully.

The p-value, which is the most important parameter in
this test, is accepted as the criterion of the complexity of the
random number sequence entering the test. If the p-value is
really a complex array, it will be 1, else it is close to 0. In order
for the tests to be considered successful, these p values should
be greater than 0.01 [56].

TABLE 1. NIST-800-22 Results for random arrays from chaotic system.

Statistical Tests P Value Result

Frequency Monobit Test 0.6859 Successful
Block-Frequency Test 0.7284 Successful
Run Test 0.0295 Successful
Longest-Run Test 0.7627 Successful
Binary Matrix Rank Test 0.8447 Successful
Discreate Fourier Transform Test 0.7213 Successful
Non overlopping Templates Test 0.3767 Successful
Overlapping Temp Templates Test 0.1531 Successful
Maurier’s Universal Statistical Test 0.7151 Successful
Linear Complexity Test 0.6219 Successful
Serial Test -1 0.6471 Successful
Serial Test -2 0.8722 Successful
Approximate Entropy Test 0.3520 Successful
Cumulative Sums(Forward) Test 0.6149 Successful
Random Excursion Test (x=-4) 0.3032 Successful
Random Excursion Variant est(x=-9) 0.9393 Successful

In Table 1, the random numbers generated from the
state variables of the chaotic system were subjected to the
NIST-800-22 test to measure their randomness. According to
the results, p-values from each of the 16 tests found in the
NIST-800-22 test were greater than 0.01. Thus, the random
number sequence produced through all of the 16 tests was
found to be really random according to the NIST-800-22 test.

V. KEY POINT DETECTION WITH SURF METHOD

The Speed Up Robust Feature (SURF) algorithm was devel-
oped by Herbert Bay in 2006 to determine local feature points
independent of rotation, scaling, and offset in an image [57].
The SURF algorithm is based on convolutional images and
a convolution process combined with the Hessian matrix.
While the use of integral images reduces the calculation time
considerably, the use of the determinant of the Hessian matrix
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also enables the detection of feature points.

Ly(X, a))
Ly(X, 0)

Ly (X, 0)

L,(X,0) S

HX,o0)= (
In Equation 4, ‘L,,’ is the second derivative of the original
image X in the x-axis, in which ‘Ly,’ is the second derivative
of the original image X in the x-axis and then in the y-axis
in terms of ‘c’. The places where the determinant of this
matrix is maximum are considered as image regions. This
determinant is used to find the maxima and minima in the
images with the help of the second order derivative of the
image. In addition, the scale and position are also found using
the determinant of the Hessian matrix.

The SUREF identifier determines how points of interest
determined by the Fast-Hessian detector are distributed.
In addition, descriptive images are used with filters known as
Haar wavelet to accelerate the process. Haar filters are simple
filters used to find x and y gradients. In Figure 11, SURF
algorithm was applied on 1 bit and 8 bit sample vein images
and key points were determined. While 422 key points were
detected in 1 bit vein image, 58 key points were found in 8
bit vein images. Identity recognition procedures were carried
out with key points, respectively in initial condition analysis
and loss-noise attack analysis.

(a) (b)

FIGURE 11. Examples of SURF features (keypoints) (a) 8 bit vein image,
(b) 1 bit vein image.

The SURF algorithm is not used for encryption opera-
tions. In the analysis section, SURF method was used to
state success rate of the developed encryption algorithm.
Also, data loss and noise attack analyses were conducted
under Section VI, sub-heading (F). It has been seen that
the decrypted images following the various attacks on the
encrypted images did match with their original images in the
database (In the pairing process SURF algorithm was used).

VI. ANALYSIS OF EXPERIMENTAL RESULTS

A. HISTOGRAM ANALYSIS

For a good encryption process, pixel values must be evenly
distributed [58]. In order for the images to be resistant to
statistical attacks, they must have a smooth histogram. The
histogram of the encrypted image indicates an equal num-
ber of gray pixel values, which the gray level is uniformly
distributed and that randomness is ensured. Processed 8-bit
vein image (Figure 12.a), encrypted vein image (Figure 12.b),
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and histogram analyses were given below. For the 8 bit
image, only certain pixel values are weighted (Figure 12.c),
whereas the encrypted image has a homogeneous distribution
(Figure 12.d).

200
150}
100
50f
0

0

50 100 150 20 20
(d)

FIGURE 12. (a) 8-bit vein image; (b) 8-bit encrypted vein image;
(c) histogram of the 8 bit image; (d) histogram of the encrypted image.

The vein image transformed into 1 bit (Figure 13.a),
encrypted state (Figure 13.b), and histogram analysis were
given. In the 1-bit vein image, there is a disproportion
between the 0 and 1 pixel distributions (Figure 13.c), while
the 0 and 1 pixel values in the encrypted image are distributed
almost equally (Figure 13.d).

B. CORRELATION

In unencrypted images, there are strong correlations of pixels
in vertical, horizontal and diagonal directions. Correlation
results in a well-encrypted image should be scattered. The
low correlation between adjacent pixels is an important step
in image encryption. The correlation coefficient is between
—1 and 1. The fact that it is close to 1 and —1, there
is a high correlation. When it is close to 0, it means low
correlation [59]. The correlation coefficient calculation is
given in Equation 5.

N 1 N N 1 N
2= g A0 D)
i=1 j=1 i=1 j=1

C = ' 5)

N 1 N N 1 N
2= g 2 Q0= g 2w
j=1 i=1 j=1

i=1

The correlation coefficient is calculated horizontally, verti-
cally and diagonally. In equation 5, if the vertical correlation
is calculated, N is the total number of rows in the image, x;
is the value of a pixel in the image, y; and is calculated as the
pixel value under a row.

If the horizontal correlation is calculated, N represents the
total number of columns in the image, the pixel value in the
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(c) (d)

FIGURE 13. (a) 1 bit vein image, and (b) 1 bit encrypted vein image,
(c) Histogram of the unencrypted image, and (d) histogram of the
encrypted image.

TABLE 2. Correlation coefficients of 8 Bit and 1 Bit images and encrypted
images.

Horizontal Vertical Diagonal
Unencrypted image (8 0.9861 0.9749 0.9854
bit)
Encrypted image -0.00048 0.00277 0.00096
(8 bit)
Unencrypted image (1 0.95709 0.88897 0.91564
bit)
Encrypted image 0.000742 0.000745 0.00074
(1 bit)

x; image, the pixel value next to a column. In Table 2, the
results of the horizontal, vertical and diagonal correlations
of 8 bit and 1 bit vein images were high. In the encrypted
images, this result was close to 0 and the correlation was
low. Table 3 shows the correlation coefficients obtained in
some recent studies. Correlation coefficients obtained from
encrypted vein images were found to be better than most
studies in the literature. In addition, all of the correlation
coefficients of the encrypted image were less than 0.01 in
the proposed algorithm; this showed a very insignificant cor-
relation between adjacent pixels. In Fig. 14, the correlation
maps of the 8-bit vein image showed a vertical (Figure 14.a),
horizontal (Figure 14.b) and diagonal (Figure 14.c) high cor-
relation. However, in encrypted vein images, the correlation
was low (Figure 14.d-e-f) and dispersion was homogeneous.

C. ENTROPY
Entropy is a mathematical theory derived from Shannon
[60], [61]. It is a feature that defines the level of randomness
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FIGURE 14. (a) Horizontal, (b) vertical, (c) diagonal correlation analysis of the 8-bit unencrypted vein images, (d) horizontal,
(e) vertical, and (f) diagonal correlation analysis of the encrypted vein image.

and uncertainty in an image and is used to measure the
uniform distribution of the gray pixel level in the image. The
entropy value is calculated using Equation 6 [62].

2V 1

1
H(s)= Y P(splog(——)

= P(si) ©

In Equation 6, M indicates the number of bit, and P indicates
the probability of the pixel in the image and expresses the his-
togram distribution. In a well-encrypted image, the entropy
value should be very close to the M.

In Table 4, the entropy value in the 1-bit vein image is
0.73 while in the encrypted image this value is equal to the
number of bit. The entropy value was found as 6,238 in
8-bit vein images and this value was very close to 8 in the
encrypted image. As a result, it is understood that the 1 and
8 bit encryption processes were very successful based on the
entropy values.

Table 5 shows some of the entropy values from the liter-
ature reached in recent years. When the proposed encryp-
tion algorithm was compared with the other studies, all the
entropy values of the encrypted images were very close to 8.
This result shows that the encryption system can effectively
resist malicious attacks and results were in congruent with the
literature.

D. DIFFERENTIAL ANALYSIS

It is an important metric to compare the degree of similari-
ties between two different images. The differential analysis
method is used to measure this value in image encryption.
According to Kerckhoffs scenario [63], the key used for a
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good encryption must be sensitive to mismatches. Because,
a small change in the key causes very serious differences
in the encrypted image. In order to measure and evaluate
these sensitivities, two differential analysis was performed:
NPCR (in Equation 7 and Equation 8) and UACI (in Equa-
tion 9) [64].

M N
1 e
NPCR = Y "> " Dif(i.j) x 100%

@)
i=1J=1
oo |1, when C1(i,)) # C2@, ))
it = {0, when Cy(i. j) = Ca(i. j) } ®)
M N
LG - O
UACT = — =1=! % 100% (9)
MN 255

In the Equations 7 and Equation 9, M is the total number
of rows in the image, N is the total number of columns,
’Cy’ is the pixel value of the unencrypted image and ‘C’
is the pixel value of the encrypted image. The NPCR shows
the number of the replaced pixels and the UACI indicates the
average value of the changed pixels [65]. In previous studies,
the NPCR was considered to be a good encryption, with a
value greater than 99.6% and a UACI greater than or equal
to 30% [66]. NPCR and UACI analyzes of 1-bit and 8-bit
encrypted images were given in Table 6. In the encrypted
1-bit vein images, NPCR and UACI are equal because the
total number of pixels and the changing pixel values are
equal. There is a difference of 50% between the encrypted
and unencrypted images because the pixel values in the 1-bit
image have two different values, only 0 and 1. Thus, the
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TABLE 3. The comparison of correlation coefficients with the literature.

TABLE 5. The comparison of information entropy with the literature.

Algorithm Horizontal Vertical Diagonal
Proposed -0,00048 0,00277 0,00096
Chen et -0,0028 0,0171 -0,0022
al.(2017) [67]
Pareek et 0,0041 -0,0337 N/A
al.(2006) [68]
Zhang et 0.00773 -0.01103 0.01454
al.(2016) [69]
Zhou et 0.0102 -0.0053 -0,0161
al.(2014) [70]
Cao et -0.0074 0.0019 -0.0017
al.(2017)
Wang et 0.0020 -0,0007 -0,0014
al.2015) [71]
Wang et -0.0098 -0.0050 -0.0013
al.(2015) [72]
Xu et al.(2016) 0.0019 0.0263 0.0196
[73]
Kaur et al. 0.012 -0.0063 0.0058
(2018) [74]
Ullah et al. 2.754x10° -5.9051x10° 2.9142x107
(2017) [75]
Li et al. (2018) 0.0013 0.0008 0.0066
[76]
Cavusoglu et -0.00197 N/A N/A
al. (2018) [77]
Sahari et al. —0.000736 0.000187 0.000592

(2018) [78]

TABLE 4. Entropy values of 1-Bit and 8-Bit unencrypted and encrypted
vein images.

1 bit Unencrypted image 0.73
Encrypted image 1

8 bit Unencrypted image 6.238
Encrypted image 7.9973

results showed that the encrypted 1 and 8 bit vein images
passed through the NPCR and UACI encryption analysis
successfully. Table 7 shows the NPCR and UACI values
obtained from the nine different studies. As can be seen from
the table, NPCR and UACI values of the proposed encryption
algorithm were obtained as 99.72% and 33.16%, respectively.
In terms of its ability to prevent differential attack attacks,
the proposed encryption algorithm was found to be superior
to many algorithms developed in recent years.

E. INITIAL CONDITION SENSITIVITY

One of the most important reasons for the use of chaotic
systems in encryption is that they are very sensitive to their
initial conditions. That is, in the chaotic system used, very
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Algorithm Information Entropy
Proposed 7.9973
Chen et al.(2017) 7.9891
Wang et al.(2015) 7.9972
Wang et al.(2015) 7.9974
Xu et al.(2016) 7.9974
Kaur et al. (2018) 7.9989
Ullah et al. (2017) 7.9798
Lietal. (2018) 7.9992
Cavusoglu et al. (2018) 7.9637
Sahari et al. (2018) 7.9982

TABLE 6. NPCR and UACI Analysis of 1-Bit and 8-Bit encrypted vein
images.

NPCR UACI
1 Bit %50.03 %50.03
8 Bit %99.72 %33.16

small changes of state variables (x, y and z) and parameters
(a, b and c) cause the encrypted data to be incorrectly
decrypted. For this reason, it is not enough to use only the
chaotic system. In this respect, chaotic system based ran-
dom number generator and encryption algorithm should be
used together. In this study, a random number generator was
designed with use of the chaotic system.

In this system, the importance of strong algorithm by
changing the initial value of x state variable was shown.
In the Algorithm 4, the chaotic system was solved with
Runge-Kutta 4. 65536 bit of random numbers are required
for a vein image with dimensions of 256 x 256. For this
purpose, 65536/32 steps were solved. The state variable ‘x’
was multiplied by 10000 and converted to 32 bit binary. As a
result, 65536 random numbers were obtained.

The random numbers obtained from the chaotic system
were subjected to XOR with 65536 pixels starting from the
first pixel in the vein image. The encryption result was given
in Figure 15.

The vein image was decrypted (Figure 16) by making an
initial value of x state variable of 1.000001 (one in a millon).

The image that was decrypted by changing the initial con-
dition was matched with the SURF algorithm in 160 different
1 bit vein images. Figure 17 shows an example correct match
after decryption. In other words, it was observed that there
was no significant information loss in the decrypted image
by a small change in the initial condition.
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TABLE 7. NPCR and UACI Comparison with the literature.

Algorithms NPCR(%) UACI(%)
Proposed 99.72 33.16
Chen et al.(2017) 99.59 33.42
Pareek et al.(2006) 99.70 28.29
Zhang etal.(2016)  88.99 30.21
Zhou et al.(2014) 96.46 33.10
Cao et al.(2017) 99.60 33.48
Wang et al.(2015) 98.64 27.97
Wang et al.(2015) 93.21 32.48
Xu et al.(2016) 99.62 33.51
Kaur et al. (2018) 99.67 33.58
Ullah et al. (2017) 99.60 33.85
Lietal. (2018) 99.60 33.43
Cavusoglu et al. 99.63 31.63
(2018)

Sahari et al. (2018) 99.61 3345

r

(@) ) (b)

FIGURE 15. (a) 1 bit vein image, (b) image encrypted with Algorithm 3.

FIGURE 16. Image is decrypted by changing the initial condition of ‘X’ by
one in a million change.

With this result, it was not enough to have a random
number generator algorithm and encryption algorithm based
on chaotic system alone. In addition, ‘“‘how this algorithm was
designed” was also very important.
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)

2 Matched points 1
Matched points 2

FIGURE 17. Matching result by SURF algorithm of the decrypted image
with the original image by changing the initial condition.

In the new encryption algorithm, it was shown that
1-bit encrypted vein images by Algorithm 2 were resistant to
slight change of initial condition. Because, in the new algo-
rithm, the random numbers were generated by Algorithm 1.
Figure 18 and Figure 19 show the decrypted image with
suggested design by making change (107!8) in the initial
condition of state variable ‘x’.

F. DATA LOSS AND NOISE ATTACK ANALYSIS

Data loss and noise attack analyzes are intended to control the
robustness of the encryption algorithm against cropping of
the encrypted image. A reliable encryption algorithm should
recover the image without losing any significant information
in the original image when the encrypted image loses some
data. Data loss attack is a significant attack on the encrypted
image by changing the values by selecting a certain section
in the encrypted image. In addition, the noise attack is an
attack by adding certain noises to the encrypted image. Since
digital data may cause such distortions during transmission,
it is necessary to analyze the encrypted image with these
tests. In this study, 5%, 15% and 30% data loss attacks were
performed and analyzed for these attacks for the encrypted
vein images. As seen in Figure 20, there was data loss in the
encrypted images, but there was no significant data loss in the
decrypted image.

In Figure 21, encrypted images were given after 5%, 10%,
20% and 30% salt-pepper noise addition. It was observed that
the encoded images were not subject to significant loss of
information. Figure 22 shows 8-bit encrypted images, respec-
tively 5%, 15% and 30% data loss attacks, and decrypted
images after the attack. In Figure 23, 10%, 20% and 30%
salt pepper noise attacks were performed to 8 bit encrypted
images and decrypted images were shown after the attack.

1) IMAGE QUALITY ANALYSIS

The MSE and PSNR analyzes after data loss and noise attack
are shown in Table 8. MSE (Mean Squared Error) analysis of
a good decrypted image should be very low. PSNR shows the
noise and quality level of the image. The PSNR is inversely
proportional to the MSE and is close to 0, resulting in a
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(a)

S

FIGURE 18. (a) 1-bit vein image, (b) Image encrypted using Algorithm 1 and Algorithm 2, and (c) Decrypted image by

changing the initial condition of the state variable ‘x’ (10~18).

(a)

FIGURE 19. (a) 8-bit vein image, (b) Image encrypted using Algorithm 1 and Algorithm 2, and (c) Decrypted image by

changing the initial condition of the state variable ‘x’ (10~18).

@ (b)

‘(d.)

FIGURE 20. Encrypted and decrypted images (a) 5%, (b) 15%, (c) 30%, and (d) random data loss attacks.

noisy image. The values in Table 8 were calculated using
Equation 10 and Equation 11.

1

N
_ 2
v 2 2 =Tl (10)

1 x=1

M=

MSE(, Iy) =

Y

255
PSNR = 20 x log(

VMSE, 10)) an
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In Equation 10, M represents the total number of rows in the
image, N represents the total number of columns, I represents
the pixel value of the image to be encrypted, and 1_0 rep-
resents the pixel value of the encrypted image. In Table 9,
the structural similarity between the images formed after data
loss and noise attacks and the original images was tested by
SSIM analysis. SSIM is an analysis method that measures

VOLUME 7, 2019



M. Z. Yildiz et al.: Novel Encryption Method for Dorsal Hand Vein Images on a Microcomputer

IEEE Access

@ T b)

(©) T T )

FIGURE 21. Decrypted images of (a) %5, (b) %10, (c) %20, and (d)%30 salt-pepper noises addition to encrypted images.

(@

(c)

FIGURE 22. 8 bit decrypted images of (a) 5%, (b) 15%, and (c) 30% data loss attacks to encrypted images.

(a)

(c)

FIGURE 23. (a) 10%, (b) 20%, and (c) decrypted images of 8 bit encrypted images with 30% salt-pepper

noises.

structural similarity between two images. The fact that SSIM
is close to ‘1’ indicates that the decrypted image is very
similar to the unencrypted image. The values in Table 9 were
calculated using Equation 12.

2pr, (W (n) + Crl[207,1,(n) + Co]
(147, (), (n) + Cillof (Mol (n) + Cal
In Equation 12, uj,(n) is the pixel value of the image to be

encrypted, uy, (n) the pixel value of the encoded image, o7, (1)
the standard deviation of the image to be encrypted, oy, (n)

SSIM (n) =

12)
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standard deviation of the encrypted image. Figure 24 illus-
trates the success of the matching algorithm for decrypted
images after data loss at different rates with the SURF algo-
rithm. The number of key points were 88, 21, 7 and 14
with respect to 5% (Figure 24.a), 15% (Figure 24.b), 30%
(Figure 24.c) and random (Figure 24.d) data loss by the
SUREF algorithm. Among the 160 vein images, the match-
ing accuracy was 100% in spite of data loss. In Figure 25,
after the addition of salt and pepper noises, the images were
matched with the SURF algorithm and it was shown that
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FIGURE 24. Image mathing by SURF algorithm after (a) 5%, (b) 15%, (c) 30%, and (d) random data losses.

T

i\l’

T -_J
-l

(c)

addition.

TABLE 8. MSE and PSNR analysis after data loss and noise attacks.
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FIGURE 25. Image matching by SURF algorithm after (a) %5, (b) %10, (c) %20, and (d) %30 salt-pepper

MSE PSNR
LOSS ATTACK NOISE ATTACK LOSS ATTACK NOISE ATTACK
0.05 0.15 0.3 0.1 0.2 0.3 0.05 0.15 0.3 0.1 0.2 0.3
1 bit 0.0225 0.0723 0.1531 0.0503  0.1001  0.148 0.346  0.2401 0.174  0.2734 0.21 0.174
8 bit 0.0051 0.016 0.0327 0.0115 0.0215 0.0325 0.242  0.1883  0.156 0.2049 0.176 0.157
all the decrypted images matched with the original pictures.

The number of key points found by the SURF algorithm
were 63, 44, 16 and 12 with respect to 5% (Figure 25.a),
10% (Figure 25.b), 20% (Figure 25.c) and 30% (Figure 25.d)
salt-pepper noise addition. Among the 160 vein images,
the matching accuracy was 100% in spite of data loss.

G. PERFORMANCE ANALYSIS AND COMPARISONS

The proposed scheme is implemented in Python 3.4.4. Our
tests were worked on a Raspberry Pi 3 (Model B+) with
60864

ARM Cortex-A53, CPU 1.4 GHz, and 1 GB memory, and
the software running system is Raspbian. Simulation results
show that for 8-bit gray level vein image of 256 x 256
pixels, the average encryption time is 0.31 s and the average
decryption time is 0.29s. For 1-bit vein image of 256 x 256
pixels, the average encryption time is 0.07s and the avarage

decryption time is 0.06s. Furthermore, Table 10 shows the

time comparison with four similar works in the literature. The

comparison result shows that our proposed image cryptosys-
tem is faster than the other systems.
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TABLE 9. SSIM analysis after data loss and noise attacks.

SSIM
LOSS ATTACK NOISE ATTACK
0.05 0.15 0.3 0.1 0.2 0.3
1 bit 0.929 0.787 0.595 0.8477 0.716 0.6066
8 bit 0.80 0.543 0.32 0.631 0.4495 0.329

TABLE 10. Algorithms with their encryption time (s).

Size of Image Ullah et al. (2017) Li et al. (2018) Cavusoglu et al. Sahari et al. (2018) Proposed
(2018)
256x256 0.8142 N/A 8.672 0.7 0.6
512x512 3.1238 2.007 N/A 1.1 N/A

VIl. CONCLUSION

In this article, the images of the dorsal hand vein were col-
lected from the people via the Raspberry Pi near-infrared
camera. These images were transferred to the microcomputer
and converted to 8 bit and 1 bit images by various pre-
and post-processings. These were then processed separately
and were encrypted with chaos-based algorithm and security
analysis were performed. Vein images differ from each indi-
vidual just like fingerprints. Therefore, hiding of these data
is very important for the security of biometric recognition
systems. In order to ensure the security of the system, these
images are stored in the database using a new encryption
algorithm.

In this study, a new encryption algorithm has been pro-
posed for the protection of the hand vein images which can be
used in biometric systems. In addition to the security analyzes
used in the literature, the SURF algorithm has applied to these
images. Therefore, the robustness of the proposed method
were measured to the use of the system for biometric pur-
poses. Futhermore, the images that were decrypted after the
differential attacks were also utilized in the SURF algorithm.
It has been seen that the images subjected to attacks have
passed the identification process without any problem.

In the encryption method used in the study, both random
number generator algorithm and encryption algorithm were
chaotic system based. The chaotic system based algorithm
was utilized to encrypt the 1-bit and 8-bit vein images. The
random numbers generated in the Raspberry Pi were also
successfully passed through the NIST-800-22 tests to ensure
its randomness.

In order to show the strength of the proposed method,
a simple chaotic based random number generator and encryp-
tion algorithm were used. The SURF matching algorithm was
used for initial condition sensitivity analysis of encrypted
vein images. It has been shown that the encrypted vein
images, which were decrypted with a little change of the
state variable in the chaotic system, were matched with unen-
crypted images. Thus, it has been shown that it cannot provide
data security. Whereas, in the proposed system, the images
encrypted with little change of state variable did not match
any unencrypted images.
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With the proposed study, it has been shown that the dor-
sal hand vein images may be used in mobile identification
systems in a secure manner. In addition, the design may be
used for various medical images in mobile systems when
information security is required.
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