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ABSTRACT

DESOUKY, GEHAD E., Masters :
February: 2020 [Masters of Science/ Electrical Engineering]
Title: PHYSICAL LAYER SECURITY TECHNIQUES FOR RFID SYSTEMS
Supervisor of Thesis: Tamer M Khattab.

The deployment of RFID technology in various applications is delayed due to
the increased concerns over possible security breaches, especially in healthcare
applications. For medical devices and applications, RFID and IoT technologies can
improve the wellbeing of patients and reduce errors at hospitals, but the deployment of
RFID is obstructed by multiple barriers including the security concerns. Previous
research and studies have proved that traditional cryptography methods cannot be
applied on RFID, due to the limited computational, storage and power resources in
RFID tags and readers. These constraints emerged the novel idea of exploiting the
characteristics of the physical layer to achieve information secrecy in RFID systems.
In this thesis, two novel key-less physical layer based secrecy approaches have
been developed and analyzed. In first approach a combined beamsteering and injected
noise scheme is proposed, where beamsteering is exploited at the tag and the noise
injection is exploited at the reader. The results show that this novel approach
outperforms previous developed security scheme for RFID. Another novel approach is
developed by implementing directional modulation (DM) techniques at the RFID
reader while maintaining the simplicity of the tag’s circuity and processing capabilities.
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CHAPTER 1: INTRODUCTION

RFID is used in several applications such as inventory; biometric information,
such as e-passports; drug tracking and medical devices that records patient’s
information; access control applications, such as access to sites; transports and event
management by checking the authenticity of tickets for a concert or sports event or even
a plane boarding ticket. Recently, RFID is widely adopted into healthcare applications,
especially in patient tracking and identification as well as asset and equipment
management and tracking [1]. The wide deployment of RFID technology in several
applications has been delayed due to some lacking features such as the lack of security
and confidentiality.
The increased presence of RFID systems has increased the likelihood of attacks
against these systems. Due to the broadcast backscatter based nature of the
communication technique in RFID, it is vulnerable to eavesdroppers attacks. The data
is transmitted to the legitimate user through activating the tag from an access point. The
tag’s secret information sent over the backscatter channel can be overheard by an
eavesdropper if it lies in the access point’s air interference power coverage area [2].
Increasing the deployment of RFID in several applications at a commercial level
mandates the development of robust security techniques that meets the target industry
specifications.
Physical layer security (PLS) has recently emerged as a prominent method to
secure wireless communication systems against eavesdropping; therefore, maintain the
reliability of the information. The basic idea of PLS is to exploit the network
characteristics including noise, fading, interference and diversity. The main design goal
of PLS is to increase the performance of the legitimate channel while decreasing the
1

performance of the eavesdropper’s channel. The performance is measured using the
secrecy rate, which measures the difference between the intended receiver and the
eavesdropper; it can also be assessed using the bit error rate (BER) and the error vector
magnitude (EVM) metrics. There are several approaches for PLS, but the main
approach is noise jamming (injection), which exploits the noise characteristics of the
channel. In addition to noise injection, other characteristics of the physical layer can be
exploited to enhance the performance of the system such as exploiting the degrees of
freedom by using transmitter and/or receiver antenna arrays. PLS is used in several
systems such as visual light communications (VLC), smart grids, power line
communications (PLC), Internet of things (IoT), body area networks (BAN) and RFID.
Focusing on RFID systems, there are several work and research studies to secure RFID
systems using PLS [3]. An advanced technique that uses PLS is the directional
modulation (DM) scheme, which exploits both noise and space (degrees of freedom)
characteristics of the physical layer. Generally, DM is a transmitter side technology that
is capable of directing the signal into pre-specified direction while simultaneously
distorting the signal in any other direction. Practical representation of DM was first
proposed in [4]. Prior work to [4] focused only on developing physical structures for
DM. This lead to some practically challenged technologies in some applications, such
as passive DM transmitter, direction antenna modulation (DAM) [5, 6], and sidelobe
modulation [7]. Recently, the DM technology was combined with other technologies to
produce more practical systems using active DM transmitters and phased arrays as
presented in [4].
In the rest of this chapter, the motivations to carry this work are discussed,
followed by stating the main objective (scope) of this thesis and describing the layout
of the rest of the thesis.
2

1.1

Motivation
In the past few years, traditional cryptography techniques relying on secret key

generation were adopted in any wireless system [8]. There are two main types in
traditional cryptography methods; the public key and symmetric cryptography. These
cryptography methods can be very challenging to use in backscatter, RFID and IoT
technologies, due to their resource intensive requirements versus the limited resources
in RFID systems. Cryptography requires complex processing and advanced
mathematical algorithms while RFID tags are usually passive and do not have advanced
processing capabilities. In addition, there are some limitations faced by cryptography
techniques which are: 1) managing and maintain the secret key process for the intended
users can be very challenging especially in a decentralized system such as RFID, which
may have one reader and multiple tags; 2) since backscatter channels are vulnerable
towards eavesdropping, increasing the key length can make the system more secure but
it is a waste of resources; and 3) these techniques depend on the complexity of the
mathematical fundamentals, but with the fast development in computing power devices,
the assumption that the eavesdropper has limited computing capabilities is less valid
and the eavesdropper can crack the key and obtain the information [3].
These complications in the traditional methods motivate a new approach for
security aspects. PLS is an effective means to secure the wireless system by exploiting
the physical layer characteristics of wireless networks. Hence, PLS is emerging as a
high potential technique to secure RFID systems. Even though, PLS was deployed in
several existing work, but all the existing work target the noise characteristic of the
system. In some scenarios, the system performance was sufficient, and the desired
secrecy level was achieved. However, exploiting the noise characteristics only showed
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some limitations in the power required and secrecy achieved in other scenarios [9].
Accordingly, this thesis will discuss addressing the security of RFID systems using
Direction Modulation (DM) techniques, which is considered recently as one of the
effective PLS techniques [3].
1.2

Thesis Scope
The overarching objective of this thesis is to develop a secure RFID system on

the physical layer. Towards this objective, different techniques for securing RFID
systems are surveyed. The survey is conducted by reviewing the literature including
RFID privacy and security aspects, and physical layer security approaches. The
limitations and challenges for each security method are highlighted and the proposed
techniques are laid out. To test the performance of the proposed techniques, analysis of
the BER and secrecy rate, as main performance metrics, are carried out and concluding
remarks along with possible future directions are drawn.
1.3

Thesis objective
•

Develop an adequate methodology to secure RFID system

•

Reviewing several security techniques that was developed in the literature for
RFID system

•
1.4

Analyze the performance of the two proposed schemes
Thesis Outline

The organizational structure of this thesis proceeds as follows:
•

Chapter 2 gives an overview of the RFID technology and its various
applications and highlights the different protocols developed for commercial
RFID technologies. In addition, it provides a general background on different
physical layer secrecy methods along with an elaborate description of the
direction modulation technique. The challenges in securing RFID systems are
mentioned and different security methods are discussed. In addition, the state4

of-the-art literature on physical layer security techniques in RFID are surveyed.
Finally, the main working assumptions and the thesis contributions are
highlighted.
•

In Chapter 3, a novel combined beamsteering and noise injection PLS approach
for RFID is proposed, which achieves security of the tag’s signal by equipping
the tag with multiple antennas. Further, the proposed system performance
analysis is carried out, and the results are illustrated and discussed.

•

In Chapter 4, another novel technique to secure RFID systems is developed
using the DM technology applied at the reader transmitter. The system
performance analysis is developed and the results are illustrated and discussed.

•

Finally, in Chapter 5, conclusions are drawn, and new research challenges are
identified for future work.
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CHAPTER 2: BACKGROUND AND RELEVANT WORK
In this chapter, an overview of the state of the art of RFID technology and
different security methodologies that can be applied to wireless systems are given.
First, RFID technology, its network architecture and its applications are inclusively
mentioned. Then, the different security techniques through physical layer are described
in general. Further, an overview of the contributions of this thesis is highlighted.
2.1

RFID Technology
Radio frequency identification (RIFD) technology is a wireless communication

technology that is mainly used to identify objects. It is a fast developing technology
[10], where in 1960s and 1970s, research for RFID emerged and in July 1963, the first
passive tag was developed by Richardson. Around 1967, a reader-tag system patent was
developed and granted. European countries and the United States were interested in
RFID technology when it was first developed and commercialized by several
companies including Kongo, Sensoramtic and Checkpoint [11]. Different RFID
applications were desired by the United States and European countries, where Europe
was interested in animal tracking and industrial applications, while the US was
interested in personal access and transportation applications. The increased requirement
of the commercial use of RFID, emerged the need for standardizing the system. This
led to several standards in 1990s. Most of the standardization activities were conducted
by ISO (International Standards Organization) and IEC (International Electrotechnical
Commission). More RFID applications were promoted in the late 1990s including
supply chain management, which motivated a further series of standards. In 1999, GS1
which is European Article Number (EAN) International and the Uniform Code Council
(UCC); adopted a UHF frequency band for RFID system and developed a global
standard for product labeling called EPC (Electronic Product Code). In 2005, the first
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EPC standard was released. Later, generations and classes were developed for
EPCglobal. Currently, EPCglobal class-1 generation-2 is used for UHF RFID system.
The RFID application areas massively increased to include inventory management,
drug and human tracking, E-passports, automated libraries , livestock ID, access cards
and healthcare applications. RFID is also widely used for auto-ID technologies [12-14].
RFID is an emerging technology used to provide unique identification code. An RFID
system comprises fixed and remote components. The fixed components are the base
station, the reader, and the coupling device. The remote components are tags, badges
or smart cards. The remote components vary according to the application type [15]. The
communication between the reader and the tag can be conducted through three types of
coupling, which are capacitive, inductive and backscattering coupling [11] . In some
applications, the system consists of multiple tags and a single reader such as in supply
chain and inventory applications. RFID systems can operate under four different
frequencies that lie in the ISM (Industrial-Scientific-Medical) range; low frequencies,
high frequencies, ultra-high frequencies and microwave frequencies. Most of the RFID
applications operate in the UHF range, and the work in this thesis assumes passive tags
operating in UHF range only.
RFID tag consists of two main elements, the antenna to transmit and receive
information from the reader and a chip where the tag’s information is stored. Other
elements such as batteries may be added to the tag depending on the tag type. There are
three types of RFID tags: 1) passive tags: that rely on the continuous wave (CW)
transmitted from the reader to power up as they do not have batteries, 2) active tags that
contain an integrated circuit, antenna, battery and on-board transmitter and the on-board
transmitter sends the signal directly to the reader instead of backscattering the signal,
3) semi-active tags that contain an integrated circuit, antenna and a battery and
7

communicate with the reader by backscattering but the battery is used to maintain
memory in the tag. Figure 1 illustrates the communication between the reader and
passive tags in the case of single reader and single tag system [16].

Figure 1 Wirless backscatter model between a reader and a tag

RFID systems operate in different frequency bands ranging from the 50 kHz
band up to the 2.5 GHz band [1]. The frequency ranges can be categorized into four
categories; a) Low frequency (120-140 kHz), b) High frequency (13.56 MHz), c) UHF
(860-960 MHz) and d) Microwave frequency (2.4 and 5.8 GHz). The LF and HF are
used in Near-Field coupling, while UHF and microwave are used in Far-Field coupling.
In NFC, the passive tag relies on inductive coupling to harvest the energy from
the reader and communicates back to the reader by a load modulation mechanism.
Usually, NFC operates at LF and HF frequency band. Beyond that range, the
wavelength of the signal is much smaller than the gap between the reader and the tag
and the inductive coupling becomes very weak. In this case, at UHF and microwave
8

frequencies, the signal required to power up the tag is harvested by the tag’s antenna
and a part of this power is reflected back to the reader. This process is known as
backscatter coupling. Those different frequency bands have diverse applications and
different reading ranges which are mentioned in Table 2 in section 2.4. In addition to
that, the data rate is higher while using FFC in comparison with NFC due to the
bandwidth of both methods.
The main protocol developed for RFID technology is EPCglobal generation-2
class-1. EPC Class-1 Gen-2 is the protocol used to initiate the identification between
the reader and each tag. The reader receives the tag’s information from a tag by
transmitting a continuous wave (CW) to the tag and listening to the backscatter reply.
In the backscatter signal, the tag sends its information back to the reader, while the tag
does not need to demodulate the CW signal for backscattering.
In this thesis, the work focuses only on passive tags at UHF band that operate
using backscatter coupling. A diagram that illustrates the backscatter coupling between
the reader and the tag is presented in Figure 2. Moreover, to demonstrate a full picture,
the equations of the reading range, absorbed power and reflected power are mentioned
in the next section.

Figure 2 Backscattering coupling between reader and passive tags

9

2.2

RFID Communication Architecture
The communication between the reader and tag depends on the type of the tag

and the operating frequency. Focusing on passive tags operating in UHF band, the
communication between the reader and the tag is conducted through backscatter
coupling. In backscattering, the RFID system is considered as a half-duplex system
where the reader transmits a conventional continuous wave to the tag; the passive tag
captures this signal to power up and uses the rest of the signal to transmit back its
information to the reader. Since the communication is done in half-duplex mode, the
channels between the reader and the tag can be divided into two links: forward and
backward link, denoted as ℎ 𝑓 and ℎ𝑏 , respectively. The forward link indicates the
propagation of the signal from the reader to the tag and the backward link is the
propagation of the backscatter signal from the tag to the reader. The total
communication channel between the reader and the tag is denoted as ℎ = ℎ𝑏 𝛾ℎ 𝑓 ,
where 𝛾 is the backscatter coefficient of the tag [17]. In addition, the distribution of the
channels may vary depending on which application the passive tags are deployed in.
For applications of LF and HF, the RFID tags often have short distances and LOS (Line
of Sight). Therefore, Rician distribution is used to model the fading of the links. While
for UHF RFID tags that are deployed in long distance applications and thus are
projected to multi-path fading, the channels can be represented by Rayleigh
distribution. Since the RFID system has two communication links, the channel is
modeled as a double Rayleigh channel. The performance of double Rayleigh using
BPSK modulation for general wireless systems is analyzed in [18]. While, the
performance of RFID with Rayleigh channel distribution was analyzed in [19]. In the
latter work, FSK modulation was used to modulate the signal from the tag on the ℎ𝑏
link while the signal from the reader used ASK modulation on the ℎ 𝑓 link. These
10

modulation schemes are according to the EPC standards. The following part will
analyze the analogue circuit of the tag while receiving the signal and backscattering it.
The CW is captured by the tag but divided into two parts which is controlled by
the tag's antenna. The first part occurs at the matching state where the tag harvests some
of the energy to power up. The second part occurs at the reflecting state where the tag
backscatters the modulated signal to the reader. These two states are determined on the
tag chip by using a transistor to switch between the two different values of the tag's
impedance [20].
The backscattered signal received at the reader is composed of two different
components: antenna mode and structure mode. Antenna mode scattering rely on the
load impedance of the tag's antenna, the phase and amplitude of the signal is modified.
Figure 3 illustrates the structure of passive RFID tag and Figure 4 illustrates the
equivalent circuit of RFID tag.

11

Figure 3 General Circuit of Backscatter modulation between the reader and tag

Figure 4 Equivalent Circuit to calculate the absorbed and reflected power at the tag

𝑀
The backscatter field, 𝜉𝑠𝑐𝑎𝑡𝑡𝑒𝑟𝑒𝑑 = 𝜉𝑠𝑐𝑎𝑡𝑡𝑒𝑟𝑒𝑑
− Γ𝐼𝑀

𝜉𝑎
𝐼𝑎

, where the equation

indicates that the backscatter signal is degraded by the reflected signal from the tag.
The reflection term, Γ is the combined reflection, which is the result of switching
between 𝑍1 and 𝑍2 . Moreover, the amount of power absorbed by the tag to power up
12

depends on multiple variables such as the power of the signal at the reader side and the
area of the tag antenna. The power absorbed by the tag can be analyzed using free space
equations, where the power density of the electromagnetic wave at the tag’s antenna
following [17] is:
𝑆=

𝑃𝑅𝑇 𝐺𝑅
,
4𝜋𝑟 2

( 0-1)

where 𝐺𝑅 is the gain of the reader’s transmit antenna, 𝑃𝑅𝑇 is the transmitted power from
the reader and 𝑟 is the distance between the reader and the tag. Let the area of the tag’s
antenna be denoted by 𝐴 𝑇𝑒𝑓𝑓 , which is given by
𝐴 𝑇𝑒𝑓𝑓 =

𝜆2
𝐺 ,
4𝜋 𝑇

( 0-2)

where 𝐺𝑇 is the gain of the tag antenna and 𝜆 is the wavelength of the CW. In this case,
𝜆 is taken at frequency in range of 860 𝑀𝐻𝑧 − 960 𝑀𝐻𝑧. The power received by the
tag depends on the impedance of the antenna at that time. The antenna’s impedance can
have two different values; either 𝑍𝑚𝑎𝑡𝑐ℎ or 𝑍𝑟𝑒𝑓𝑙𝑒𝑐𝑡 , denote 𝑍𝑚𝑎𝑡𝑐ℎ = 𝑍1 and
𝑍𝑟𝑒𝑓𝑙𝑒𝑐𝑡 = 𝑍2. The switching between 𝑍1 and 𝑍2 , determines the operating state of the
tag; either absorbing or reflecting. The state can be determined by analyzing Figure 4
if 𝑍𝐴 = 𝑍𝐿 , then the power received by the tag is:
𝑃𝑇𝑋 = 𝑆𝐴 𝑇𝑒𝑓𝑓 .

( 0-3)

When 𝑍𝐴 is connected to a different value of 𝑍𝐿 , then the tag is performing the reflection
operation which is described as 𝑍𝑟𝑒𝑓𝑙𝑒𝑐𝑡 . In this operation, part of the power is reradiated back to the reader, the reflected power is given by:
𝑃𝑇𝑅 = 𝐾𝑃𝑇𝑋 𝐺𝑇 ,

( 0-4)
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where

( 0-5)
4𝑅𝑎2
𝐾=
.
|𝑍𝐴 + 𝑍𝐿 |2

Similar to the received power at the tag, the received power at the reader also depends
on the area of its antenna. Therefore,
𝑃𝑅𝑋 =

𝑃𝑇𝑅
𝐴
.
4𝜋𝑟 2 𝑅𝑒𝑓𝑓

( 0-6)

where
𝐴𝑅𝑒𝑓𝑓

𝜆2
=
𝐺
4𝜋 𝑅

( 0-7)

Thus, the backscattered power received by the tag is
𝑃𝑅𝑋

𝜆 4 2
4𝑅2𝑎
=(
) 𝐺 𝐺 𝑃
4𝜋𝑟 𝑇 𝑅 𝑅𝑇 |𝑍𝐴 + 𝑍𝐿 |2

(0-8)

Switching between 𝑍1 and 𝑍2 is used to modulate the signal at the tag side,
usually using BPSK modulation. This can be modified to achieve other modulation
schemes such as QPSK modulation [21].
In general, the RFID reader communicates with the tag using modulation of
Double Sideband (DSB) Amplitude Shift Keying (ASK) while the tag backsactters
using ASK or Phase shift keying (PSK). Several research work have developed
different modulation schemes at the backscatter link. In [22] BPSK modulator for RFID
was developed, also QPSK was later developed in [23]. While developing any type of
modulator other than the traditional ones, the designers must review the protocols [24].
In most applications, UHF tags are used and thus EPCglobal Class-1 Gen2 protocol is
followed. EPCglobal Class-1 Gen2 protocol was developed for RFID with the objective
of being lightweight and not requiring advanced computations as it only allows for
simple passwords to secure the system. A brief description of the different protocols
used in RFID is provided in the following section.
14

2.3

RFID Protocols and Standards
There are various types of protocols and standards developed for RFID systems.

Those standards usually describe the physical and data link layers, covering different
characteristics including the air interference, modulation schemes, anti-collision
methodologies, communication protocols and security techniques. Despite that, the
standards do not cover all the aspects required to deploy an RFID in different
applications. Also, there is a clear absence in testing methods and application data.
Figure 5 [25] illustrates the different standards used for RFID systems and their
main applications.

Figure 5 Standards for RFID systems

Some institutes develop their own standards for RFID based on the existing ones
such as ISO/IEC, and modify them to meet the requirement of their applications. This
15

is usually found in access control system, where each company modifies its system
characteristics and database to comply with their requirements.
Most of the international standards are developed by International Organization
for Standardization (ISO). Their standards cover the specifications for products,
services and systems. While the International Electrotechnical Commission (IEC)
prepares international standards for all electrical technologies. IEC provides assessment
of compatibility to the standards in the field of electronic technologies such as RFID.
A more specific standard for RFID, including item identification in general, is known
as EPCglobal, which is a joint venture between the EAN international and UCC [26].
The EPC standard is commissioned for immediate reliable identification of any item
in supply chain [27]. This has expanded to cover RFID in other applications. In this
thesis, the review will focus on EPCglobal and its different classes for RFID tags.
Over the years, the EPCglobal standard has evolved and different versions were
published. The most important standard proposed by EPCglobal is the EPCglobal
generation-2 class-1 (EPCglobalC1G2) protocol. EPCglobalC1G2 defines the physical
and logical requirements for passive backscatter components such as passive RFID tags
that operates in 860 − 960 𝑀𝐻𝑧 (the UHF range) [28] as described in pervious
sections. The structure of EPCglobalC1G2 is presented in Figure 6. The network for
EPCglobal consists of six essential components [29]: EPC code, tags or labels, readers,
middleware, EPC information services, EPC discovery service and object naming
service [30].
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Figure 6 Structure of the EPCglobal G2C1 [31]

EPCglobal satisfies the industry requirement for an effective RFID network
with its EPC infrastructure. Embedded in EPCglobal is the Hardware Action Group
(HAG) which develops specifications for hardware components of any EPC network,
including reader and tags in RFID system. The four classes of RFID are defined by the
EPC system in Table 1 [17].
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Table 1 The four classes of EPCglobal for UHF tags
Class

Passive/active

Features

Class 1

Passive

Tag identifier(TID),
Kill function,
Optional password protection

Class 2

Semi-active

TID,extended memory,
authenticated access control,

Class 3

Semi-active

Integral-power-source, sensing
circuity

Class 4

Active

T-T communication, active comm.,Adhoc and network capabilities

In the EPCglobalC1G2, the operating procedure includes some specific interfaces.
These interfaces are divided into two types; physical interface and logic interface. The
physical interface includes the following:
•

Operational frequencies: The protocol is applied for UHF frequencies which
operates in the range of 860 − 960 𝑀𝐻𝑍

•

Reader to tag communications: The reader communicates with one or more tag
by modulating an RF carrier signal using DSB-ASK, single sideband
modulation (SSB)-ASK or Phase reversal (PR)-ASK. The modulation type shall
be fixed during the transmission round.

•

Tag to reader communications: The tag communicates with the reader using
backscatter modulation, the procedure of backscatter coupling is described in
section 2.2.
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The logical interface includes the following:
•

Tag memory: the memory shall be segregated into four banks: reserved
memory, EPC memory, TID memory and user memory.

•

Security timeout: Each tag may implement a security timeout after a failed
access from the reader side.

•

Tag states and slot counter: Each tag must implement a counter for its state and
slot. From this counter, the reader will be able to obtain the state of the tag such
as ready, open, acknowledged, secured or killed state.

Several researches have tried to develop a novel protocol to secure RFID system
in various types of applications. Those developed protocols are usually designed to be
lightweight for RFID authentication, especially for medical applications and IoT
technologies. The work in [32] developed an authentication scheme for chip-less RFID
in IoT applications. The protocol for chip-less RFID does not cover all the security
attributes of the tag’s privacy and security; where it only withstands tag impersonation
and password decoding attacks. An advancement for this work was created in [33],
where a lightweight RFID security protocol is developed based on Tian’s protocol for
medical privacy protection in IoT. This protocol achieves all the attributes required for
the privacy of the tag. Moreover, in [34], an authentication scheme for cloud-based
RFID healthcare system was developed. The security scheme in [34] is based on
quadratic reSDuals and pseudo number generation. This protocol meets all the privacy
and security requirements of a mobile RFID system with fewer resources in comparison
with typical protocols. These protocols modify EPCglobalC1G2, to develop a secure
network for different application but does not fully comply with the EPC protocol.
On the other hand, some protocols were developed that fully comply with the
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EPC standard, but does not cover all the attributes of the tag’s privacy and security.
These protocols are: Chien protocol, Gossamer protocol, Xie protocol and Sarah
protocol [33]. Although various protocols have been developed and tested, but none of
them covered all the required aspects and complied with the EPC global standard, and
thus, the practical deployment of RFID in multiple applications is still suspended. The
different applications, where are RFID technology is employed, is discussed in the next
section.
2.4

RFID Applications
Deploying RFID in several applications has been gaining popularity along the

years. RFID technology is mainly meant for tracking applications. In addition to that,
RFID is also used for payment, banking and access control by using contactless smart
cards [35]. The applications listed below covers most of RFID applications either
existing or emerging.
A. Supply chain
The use of RFID in supply chain management is actually one of the oldest
applications of RFID, but the high cost of tags in contrast to barcodes has
limited the use of tags to box or pallet tagging only. Despite the cost
limitations, RFID in supply chain has regained the attention, especially after
adoption by Walmart and other mass production warehouses. RFID tags
provide lots of benefits for large warehouses considering the international
shipping between countries, those benefits are [36]:
•

Send advanced shipping notices to different branches of the
warehouse.

•

Mitigate goods loss by tracking all goods.

•

Using real time monitoring of stock which improves the supply
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management.
B. Access Control
RFID technology has been used to authenticate access to buildings,
parkings, offices and safes in banks. Recently, most companies and
institutes replaced conventional keys with card keys or electronic keys,
which uses RFID passive tags [37]. These RFID cards are covered under the
ISO/IEC 14443 standards and usually each company adds their
cryptography layer to their card users database.
C. e-Payment and e-Passport
After the success and popularity of Visa cards and other forms of payment
cards, the contactless smart cards technology has significantly developed.
These cards deploy RFID technology to conduct the payment process by
transmitting the data of the card by RF waves. Moreover, RFID is used in
e-passports which are not technically a card but uses the same contactless
IC chip found in smart cards. In e-passports, the information stored on the
passport is transmitted to the RFID reader in places such as airports or any
governmental institute [35].
D. Libraries
RFID can be used in libraries for tracking books and managing workflow
between the staff. Other benefits of RFID in libraries include [36]:
•

Perform books inventory without removing the books from their
shelves, that is in contrast with barcode system.

•

Check booking in and out.

•

Maintain and monitor library inventory in real-time especially for
borrowing and returning books.
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The different applications of RFID are compared according to the tag type, frequency,
reading range, and coupling method in Table 2 below.

Table 2 RFID technology categories and features [17, 35]
Frequency

Field Reading

Coupling

Band

Type Range

Method

Applications

Smart card, ticketing,
LF

Inductive
NFC

0.1 m

(125 kHz)

access control, animal
coupling
tagging and tracking
Secure ID cards

HF
NFC

Inductive

(ePassport), credit and

coupling

debit card payment,

1m

(13.56 MHz)

ePayment
UHF
865 – 868
Transportation vehicle
MHz
902 – 928

FFC

Backscattering

ID, Inventory tracking,

Coupling

security, supply chain

2–20 m

MHz
and healthcare devices
433 MHz

MF

Transportation vehicle
Electromagnetic

2.4, 5.8 GHz

FFC

10 m

ID, road toll, supply
coupling
chain
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The applications where RFID technology is used are not limited to those
applications mentioned in the previous section. In fact, the applications of RFID are
only limited by our imagination, as RFID tags can be deployed in a broad band of
practical implementation scenarios. The reading range mentioned in Table 2 is for all
types of tags, but for passive tags, the reading range is at the lower bound of the
mentioned range. For example, the reading range for passive tags in UHF band is upto 3m only.
Although, RFID is deployed in various applications in diverse disciplines, the
deployment of RFID implementation within the framework of IoT and healthcare
devices is strongly emerging, especially for implanted medical devices. The next
section presents an inclusive review of RFID usage in healthcare applications.
2.4.1 RFID for Healthcare Applications
With the fast increase of population, patient’s safety becomes a crucial concern
in public health. Multiple hospitals claim that in 1 out of 300, there is a chance that the
patient will be harmed due to medical errors. Usually the errors occur due to incorrect
blood transfusion, inappropriate drug or even a misidentification of the patients and
their records. RFID technology is considered the upcoming disruptive system in
healthcare applications and offers multiple opportunities to increase patient’s safety and
cost savings [38]. However, RFID technology still lacks specific standards to be
commercialized in hospitals, also it lags behind other wireless technologies in aspects
of security and privacy [1, 39].
RFID technology can be deployed in several categories in healthcare
applications. These categories include patient and drugs identification, monitoring and
tracking, equipment and sensors tracking and blood transfusion [40]. In recent research,
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it is proposed to use RFID tags as implanted devices either implanted in the body or
placed on the skin within the architecture of Body Area Networks (BAN). To develop
implanted devices in the human body, the device should be small in size, passive,
operate at low frequency to comply with the authorized SAR (Specific Absorption
Rate) and most importantly to be secure and private [41]. All of these requirements are
found in RFID systems as there are small passive tags and the system can operate at
different frequencies including low frequency at range of (120-140kHz), the only
missing requirement in RFID is the security and privacy especially when the tag is
implanted in the body [42].
Some hospitals report errors of patient misidentification and is considered one
of the main medical errors which are fatal if the patient is given an inadequate medicine.
RFID can be used to assure positive identity of the patient by using a smart wristband
with a passive RFID tag. The wristband can be scanned to present patient’s information
such as name, age, blood type and allergies. The wristband can also be used on surgical
patients to ensure that the surgery will be performed on the correct patient [43]. RFID
technology can also be used to track patients including elderly patients with chronic
diseases or newborn babies to avoid baby snatching. In addition, RFID can be helpful
in an epidemic to identify people who have been in contact with a carrier patient. In
fact, RFID wristband was used during the Severe Acute Respiratory Syndrome (SARS)
epidemic in Asian hospitals to determine people who contacted an infected patient [44,
45].
The research is currently emerging to integrate RFID technology with IoT based
sensors to monitor and track patients. Collecting data from the sensors includes the
patient’s vitals such as blood pressure, temperature and heartbeat. Smart digital
networks were developed by Show Chan hospital during the SARS epidemic [44]. The
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network used RFID active tags to monitor the patient’s temperature. Moreover,
integrating RFID with wireless sensors can save a patient’s life in emergency scenarios
as the physicians can monitor the patient’s vitals and if there is any irregular measure,
help can be provided immediately. The benefits of RFID deployment in medical
applications is described in Table 3.
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Table 3. Benefits of RFID technology in healthcare applications [46-48]
Benefits

Examples

Mitigate medical errors and

Reduce misidentification of patients and thus

improves patient’s safety

ensures that the patient will receive the right
diagnosis and medication. Monitor drug dosage
given for each patient.

Improved medical process

Monitor patient’s waiting time, workflow of
hospital staff, so that each patient will receive
the required care

Real-time access

The Verichip has been approved recently which
is implanted in patient’s arm, by scanning the
chip, the physician can obtain their medical
records.

Time saving

Organize the workflow of the hospital, where
the staff can know if a specific patient is
receiving the care or not. And this reduces the
time by 50% in the daily activities of the staff.

Cost saving

Monitor expiry date of drugs and thus reduce
unnecessary waste.
Reduce theft crimes of drugs and other
components from the hospital.
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Despite the benefits of RFID technology to healthcare applications, there are
some challenges and limitations that obstruct the certification and adoption of RFID.
These challenges are divided into different categories which are technological
challenges as well as security and privacy challenges. Technological challenges include
the EMI caused by RFID wireless transmission. EMI can interfere with other
biomedical devices and impact their performance which might produce erroneous
measures and cause a threat to patient’s life. Moreover, the accuracy and reliability of
RFID tags depend on several factors including the tag’s placement, angle of rotation,
read distance and if the object contains liquid or metal that might interfere with the
measurement accuracy. Also, the material used to create the tag is not bio compatible.
Moreover, the RFID technology still lacks multiple industrial standards and guidelines
to be implemented in the healthcare industry [18, 4]. The barriers that is delaying the
deployment of RFID in healthcare applications is mentioned in Table 4.
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Table 4 Barriers obstructing deployment of RFID in healthcare applications [46]
Barriers
Privacy and security
issues

Examples
Privacy concerns can include misuse of patient’s
information due to the use of RFID technology.
Security concerns include hacking patient’s medical
records or attacking implanted devices such as
pacemaker.
From the ethical perspective, there are concerns
regarding patients and institute privacy because of its
tracking capabilities

Interference

RFID readers and tags may cause failure of electronic
medical devices and sensors.

Ineffectiveness

Inaccurate read information, due to insufficient read
range and existence of multiple tags.

Standardization

RFID deployment is mainly delayed due to lack of
standards and protocols and it cannot be implemented in
practical applications yet.

Other barriers

Lack of industrial support, no clear profit statistics from
the investment, legal and ethical issues, current RFID
systems are not compatible with hospitals requirements.
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In healthcare sectors, security and privacy are crucial, while for RFID
technology, security and privacy is the main challenging issue. Legally storing sensitive
information about the patient violates the governmental regulations including
Healthcare Insurance Portability and Accountability Act (HIPAA) as the tag will carry
information about the patient insurance and other sensitive data. In addition, RFID tags
are based on wireless communication which is vulnerable to eavesdropping. In fact, the
security and privacy concerns are slowing down the deployment of RFID technology
in healthcare sectors [49]. Even though, integrating RFID with IoT sensors will
positively impact human wellbeing, but not enough researches addressed the security
issues. In this thesis, the security and privacy concerns and approaches will be
comprehensively reviewed, and a novel system model will be developed and analyzed.
2.5

RFID Security
RFID is rapidly developing and required for several applications in different

industries. However, the deployment of RFID in some applications especially
healthcare is delayed because of some limitations including operation and technical
limitations such as security and privacy issues [50]. This section only focuses on
privacy and security issues.
RFID tags are subject to different attacks including eavesdropping, hotlisting,
replay attack, cloning, tag tracing, invading privacy, data frogging and denial of service
[31, 51]. The most known attack is eavesdropping on the tag, where the eavesdropper
can obtain the tag's information while the tag is backscattering to the reader. There are
some traditional techniques developed to secure and ensure privacy in RFID tags
including the kill technique. Killing the tag is successful at retail shops after the product
is bought, the tag is killed or deactivated [51]. Although, the kill procedure assures
privacy, it does not provide any post-purchase benefits for the customers. In addition to
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that, it can be used in object tracking such as borrowing books from library, the library
should be able to track its books. To mitigate this issue, the sleeping technique was
developed where the tag is deactivated temporary when the product is purchased. This
solves the above-mentioned problem, but it does not really ensure customer's privacy
[52]. In the sleeping technique, the reader can send a specific PIN to the tag which
reactivates the tag. Development continues in [50], where the usage of tag password is
discussed and the EPC protocol allows for simple password exchange between the
reader and the tag. In this technique, the tag transmits its information only when it
receives the correct password. However, the reader must know the tag identity to
determine which password to send, hence this method is suitable in applications where
the password is fixed; such as retail applications. Also, the password undermines the
security of the system, because only simple passwords can be created with the RFID
limited resources, which means they can be easily estimated by eavesdroppers.
Advancement on this work was developed in [53], where tag pseudonyms method is
used. The method is known as JP system, where a random pseudonym is generated and
thus the communication between the reader and the tag is encrypted. The JP method
was enhanced in [54], because RFID system requires multiple keys or pseudonym. The
new method is known as universal key method. The universal key method requires
encryption cipher text to ensure a secure system, which will cost beyond acceptable
range for RFID systems. Also, to utilize a sophisticated cryptography techniques, a
complex password and an advanced processors are needed, which are not suitable for
inexpensive passive tags. In addition to that, traditional cryptography methods cannot
be applied for RFID system due to the resources limitation of the system. These
limitations are due to the fact that RFID tags are very constrained devices, with
limitation in power consumption, storage and circuitry. As a result of these limitations,
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the traditional cryptography techniques including hash function such as MD5 and SHA1 cannot be applied in RFID systems [8, 51]. These issues and constrains emerged a
novel approach to secure RFID and backscatter systems through the physical layer.
Several research works have used PLS to secure RFID systems by exploiting the nature
and characteristics of backscattering systems. The work in [55] [56] developed PLS of
MIMO RFID systems by proposing a noise injection mechanism to guarantee system
security against eavesdropping, while considering the nature of backscatter systems. In
[57], a novel and eavesdropping resilient method based on random modulation schemes
and channels was developed to secure RFID systems by implementing multiple
antennas.
The concept of PLS emerged from the limitations and constraints offered in
cryptography and secret key generation methods. These constraints include the
challenge of managing and distributing secret keys especially in a large decentralized
wireless system. Also, high security is required in some applications which will require
longer key lengths which is a waste of resources especially in a resource constrained
system such as RFID and IOT [58, 59]. More importantly, traditional cryptography and
encryption methods are not adequate with RFID and IoT systems because they require
advanced processors and power which is limited in both systems. Therefore, the
research on RFID communication security is focused on using physical layer security
which provides key-less secure communication network. The first PLS research work
used SINR to secure the system where its required for the legitimate receiver to have
higher SINR than the eavesdropper [9]. The SINR approach provides a secure network
under some conditions including that the eavesdropper has a degraded channel
compared to the tag which cannot be guaranteed in practice due to uncertain locations
of the receiver and the channel fading which may cause a better channel at the
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eavesdropper. Also, the SINR at eavesdropper (Eve) can be higher if its closer to the
reader than the tag. Moreover, if the eavesdropper has an advanced and sensitive
processor, it can detect the noise signal and eliminate it and thus decode the correct
signal. PLS can be achieved using complex key-based approaches enabled by channel
sharing via exploiting the channel reciprocity property. The survey in [3] offers more
details about this approach. This thesis focuses on the SINR approach only.
The main concept of SINR approach is to provide secrecy when Eve’s channel
has lower SINR than the tag. The SINR technique can be enabled by injecting artificial
noise signals. The advantages of SINR techniques include, system secrecy without the
need for secret-key sharing and most of the processing occur at the transmitter side
which is required in RFID system since tags are usually passive. The artificially noise
injection can be implemented in time, frequency and space domains. This thesis will
only discuss the noise injection in space domain, where noise injection is implemented
using multiple antennas or antenna arrays in MIMO or MISO models. The first
approach for AN (Artificial Noise) scheme was developed in [60, 61] where the signal
is sent to the tag and an interference noise is sent in the direction of the eavesdropper.
This method can be achieved by transmitting the noise in the null space of the readertag channel; thus it will only distort the signal at the eavesdropper. Also, in [62] another
AN scheme was developed but in this case, it does not require using the null space;
therefore, it can be called null-space independent scheme. Transmitting the noise in the
null space of the legitimate channel has several merits including providing secure
network in fading and non-fading channels. Also, the injected noise will not degrade
the signal received at the tag, which means less processing at the tag side. On the other
hand, the AN scheme has some drawbacks including the assumption that the transmitter
knows the full CSI of the system and this is not always practical. The main drawback
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in AN scheme is that it requires the reader to have more Degrees of Freedom (DoF)
than the tag and the eavesdropper. The DoF in this case is modeled as multiple antennas.
This means that the number of antennas at the transmitter must be higher than that at
the tag and eavesdropper. If the number of antennas at the eavesdropper is higher than
the reader, the eavesdropper will be able to estimate the noise signal and cancel it and
thus retrieve the correct signal. An inclusive description of various PLS techniques are
presented in Figure 7.
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Figure 7 Physical Layer security techniques
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The different techniques mentioned in Figure 7 can be deployed for several
applications through the three different resources domain of time, frequency and space.
Two or more techniques can be combined to form a hybrid technique.
In this thesis, a hybrid technique is formed by using Beamforming and DM from
channel adaptation and injecting artificial noise by exploiting a degree of freedom from
AN injection.
There are several research works that developed secure systems through the
physical layer for MIMO systems. In [63], the AN scheme was used alongside with a
single antenna helper. This work was further advanced in [64] by using multiple
antennas for jamming the signals. Also, the AN scheme was developed for the MISO
model in [65], which is easier to construct because the transmitter has more antennas
than the receiver and thus guarantee positive secrecy. The previous works assume CSI
at the transmitter side to send the noise signal in the eavesdropper’s direction, but this
is not practical. So the work in [66] developed another AN scheme that only requires
CSI of the legitimate receiver. All the previous work is based on the concept of injecting
artificial noise that can only affect the eavesdropper, which is done by combining
artificial noise and beamforming. In beamforming the signal is sent to the desired
direction only and other directions would receive a distorted signal. Advancement of
beamforming was carried in [67], where randomized beamforming was conducted and
then developed under a different name called Artificial Fast Fading (AFF) in [68]. The
results of this work showed that the AN scheme preforms better than AFF when the
eavesdropper has less antennas than the transmitter. But AFF, preformed better when
the eavesdropper has more antennas than the transmitter. For optimum results, AN and
AFF schemes were combined. The drawback of beamforming, is that the noise is
projected along all directions and thus if the eavesdropper is sensitive enough, it can
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eliminate the noise and retrieve the data [69, 70].
2.5.1 Directional Modulation
Directional modulation is an emerging technique for securing wireless systems
from the transmitter side on the physical layer. The transmitter in DM is capable of
projecting intentionally distorted signal along all directions except the direction of a
prior selected desired direction. In this technology, the complex-domain antenna pattern
is used to provide directional security where in the desired direction, the antenna pattern
is set to have the same complex value of the transmitted symbol. Thus, the information
signal is received correctly at the desired direction while other directions receives
distorted signal. A basic scheme for DM is illustrated in Figure 8.

Figure 8 General system model of DM with QPSK modulation

The DM transmitter depends on having an antenna array and the element type
as well as the structure of the antenna determine the type of the DM transmitter.
Previous research work in [71] [5], designed the DM transmitter by using parasitic
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antenna array which includes passive reflectors that are coupled to the center of the
antenna, this method is known as the Near-Field Direct Antenna Modulation
(NFDAM). In NFDAM, the boundary of the near field antennas is manipulated using
switches where the phase and amplitude of the antenna pattern is modulated at far-field
which can be translated as constellation points in the IQ space. NFDAM DM transmitter
is a time consuming and complicated method. It also requires a lot of passive reflectors
which is a limitation for using DM in microwave. Also, using parasitic antenna arrays
complicates the synthesis process in DM systems as trial and error methods are used to
find the pattern of the elements or the electromagnetic characteristic of the elements to
be used. As a result, the pattern calculations is complicated and consumes a lot of time.
In [72], active elements antenna array are used to produce a DM system. In this
method each active element is activated by a CW and switches are added to change the
phase and amplitude of the signal in the desired direction to match that of the symbol.
Using active element arrays simplifies the synthesis calculation [5, 71], because once
the pattern of the active elements are found, simple calculation are conducted to
generate the adequate modulation scheme in a specific direction. The above two DM
structures have some limitations in the case of various modulation schemes and
multiple desired directions due to the limited number of antennas that can be implanted
in the system [73].
To overcome the limitations mentioned in the above two structures, phased
arrays are introduced to DM systems. In phased array topology, there are multiple
radiating or active elements, where each element has a phase shifter of its own and the
summed beam of all elements is directed in the desired direction. In conventional
phased array systems, the information signal is transmitted in all directions but with
higher SNR at the desired direction than that at other directions. This method achieves
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directional security but not at the physical layer, because the synthesis is conducted at
baseband level. Also, since modulation is conducted at baseband and the signal only
varies in power level, the eavesdropper can easily obtain the information from the
modulated signal if it has higher sensitivity. In contrast with conventional
beamforming, in DM the modulation occurs at the antenna level which steers the
information beam, while in BS only the radiation pattern is steered [72, 73]. Hence, the
digital modulation constellation diagram is distorted in undesired directions and it
becomes hard for the eavesdropper to decode the information signal. Also, the complex
weight vectors that scale the antenna array is changing based on the rate of change of
the channel while in DM, it is changing according to the symbol rate.
Phased array topology for DM was developed in [4], where they created a
multi-directional system using a QPSK scheme. In the efforts to optimize the synthesis
of DM and reduce the complexity of multiple antenna schemes, the work in [69] used
Antenna Subset Modulation (ASM) as a low complexity DM technique. Also, all
research work about DM assumes perfect angle estimation which is not practical and
this was analyzed in [74], where a robust low complex system that correct the angle
estimation errors is developed. To optimize the synthesis process of DM transmitters,
OFDM was exploited to produce direction sensitive pulse modulation in a US patent
[75]. As an advancement to the work in [75], a vector representation for DM synthesis
was developed in [76] to exploit the use of OFDM in DM systems. In [76], the
destructive interference in the IQ space in undesired directions can be divided into two
categories; static and dynamic interference, where static interference is constant during
the whole transmission sequence and dynamic interference is updated according to the
information symbol rate. The simulation results show that the dynamic interference
achieves better system performance. The work in [77] combines both dynamic and
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static interference and shows that the combined interference in the undesired directions
outperforms the output of dynamic interference only. The concept of interference is
derived from the artificial noise injection scheme that was described in [78, 79] for
multi-antenna passive eavesdroppers. Then the AN scheme was implemented in DM
systems in [80], where the AN is projected in the null space of the desired direction
channel; hence the noise is only received at the eavesdropper. In other work, the DM
was transmitted in the null space of the eavesdropper which achieves the directional
security, but it requires knowledge of the Channel State Information (CSI) of the
eavesdropper, which is not practical. Hence, most work transmit the artificial noise
vector in the null space of the desired direction channel. There are several DM synthesis
methods developed in previous work that can be summarized as described in the next
section.
2.5.1.1 DM Transmitter Synthesis Approaches
DM transmitter arrays are divided into two categories, either passive
transmitters or active ones. The previous work for passive DM transmitter arrays did
not develop any efficient DM synthesis process other than trial and error. On the other
side, the research work on active DM transmitters have developed multiple techniques
for DM synthesis process [81]. The main synthesis approach developed uses the
orthogonal vector approach which is the difference vector between two vector paths
picked to achieve the same standard constellation pattern in IQ space. The vector
difference is defined as the orthogonal vector to the desired channel vector conjugant
[76]. In addition to that, another concept related to orthogonal vector is artificial noise
which is known as artificial orthogonal vector injection. The noise scheme has been
developed to degrade the signal received by the eavesdropper by injecting artificial
noise that is designed to be nulled in the legitimate receiver direction. The orthogonal
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vector approaches are compatible with both static and dynamic DM transmitters. There
are subset categories under the orthogonal vector approach including BER-driven [82],
Far-field radiation pattern and non-iterative synthesis [83]. Each subcategory has its
own requirements and applications. In this thesis, the artificial orthogonal vector
injection is used to develop the DM technique for RFID technology in 0.
In order to measure the performance of different DM techniques and compare
them, there are various metrics to be used. The work in [84] describes the different
metrics which are Error Vector Magnitude (EVM), Bit Error Rate (BER) and secrecy
rate. The comparison done in [84] shows that BER and secrecy rate are the most
appropriate for DM system [85].
In all of the above work, transmission was conducted in one direction and only
using low order modulation schemes, mostly a QPSK scheme. The work in [70, 86]
presents high order modulation and the work in [87, 88] provide multi-direction
transmission by using DM techniques. In addition to that, DM technology was only
developed for line of sight models (LOS), since applying DM in a multi-path fading
channels is a complicated procedure. The work in [4] vaguely mentions the
modifications required on the far-field pattern to be applied in multipath fading models.
Moreover, the work in [89] provides an experimental work for multipath fading models
facilitated by retrodirective antennas. All the related work developed for DM
techniques focuses on classic wireless communication systems, and to the best of our
knowledge, addressing DM for RFID systems is first done in this thesis.
In this thesis, a novel security method is proposed to secure RFID system
through physical layer. Considering a generic RFID system, the main idea is to develop
a DM technique to secure RFID systems considering the resources limitations in RFID.
The novelty with respect to the state-of-the-art in DM technique is, on one hand , the
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deployment of DM in RFID applications and on the other hand, the ability to completely
handle the DM technique from the reader side and eliminate any additional cost and
complexity [90].
2.6

Assumptions in the thesis
The main assumptions considered in this thesis are the following:
•

The RFID channels are independent and identically distributed following
Rayleigh distribution.

•

The eavesdropper is a passive device with a single antenna.

•

The channel of the eavesdropper is independent from the channel of the
legitimate tag and thus have different phases.

2.7

•

Perfect estimation of the direction’s angles at the transmitter.

•

The eavesdropper’s CSI is not known by neither, the reader nor the tag.
Relevant Work
In various cases, physical layer security mechanisms have been used to secure

RFID systems against eavesdropping or any other attack. First in [9], the nature and
characteristics of the backscatter network were investigated. Then by using the noise
characteristic of the system, artificial noise was injected from the reader side to jam the
eavesdropper and distort the signal received by it. This scheme achieves RFID tags
security by distorting the signal received by the eavesdropper considering the tag is
passive and that the reader is equipped with noise attenuation, which allows the reader
to remove the injected noise while it will remain at the eavesdropper signal.. Thus, only
the reader can retrieve the tag's information while eavesdropper will receive a noisy
signal. In this work, the security of the RFID is achieved in limited cases including, the
case where the reader is equipped with noise attenuation and assuming the eavesdropper
is passive; however, the advantage is that the system remains secure even when the
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distance between the reader and tag increased. The system’s security failed when the
eavesdropper was equipped with directional antenna where it can direct all of its gain
towards the tag only and thus will not receive most of the injected noise transmitted by
the reader and in order to inject enough noise that can affect the eavesdropper, the reader
must inject very high noise power which exceeds the power capabilities of the RFID,
knowing that the reader’s power is limited to 30𝑑𝐵𝑚. This problem was solved in [56],
where the reader was equipped with multiple antennas, which guarantee system security
even if the eavesdropper has a directional antenna. However, if the eavesdropper is
capable of estimating the noise signal scheme, it can easily detect the tag’s information.
Also, multiple antenna techniques only works if the reader has more antennas than the
eavesdropper, otherwise the system’s security will fail. To enhance the security of
RFID systems, [57] developed a novel and eavesdropping resilient scheme by
randomizing the modulation scheme and channel using multiple antennas. Although
randomizing the modulation scheme and channel improves the system security, the
system still fails if the eavesdropper is equipped with more antennas than the reader.
The performance in [9] and [56] can be improved by exploiting another DoF in the
system by deploying the DM technique, which is the objective of this thesis.
2.8

Thesis Contributions
The main contributions of this thesis are briefed in the hereafter, and will be

portrait in the following chapters.
2.8.1 Beam steering and Noise Injection for RFID
A novel security technique for RFID system is proposed in order to secure the
tag's signal at the legitimate reader and distorting it at any other direction. It is a
common technique to secure RFID by injecting artificial noise from the reader side but
that showed inadequate performance due to RFID power limitations. In this design, the
tag is equipped with beamsteering technology while the reader is injecting artificial
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noise. Using beamsteering alongside with injected noise guarantees power
optimization. Numerical results are presented to show the effectiveness of the proposed
technique, which outperforms the existing methods of securing RFID systems and
reducing the power required by the reader. This contribution has been published in [91].
2.8.2 Directional Modulation for RFID
The thesis presents a more adequate and practical technique to secure RFID
system by using DM at the reader side. This technique is more practical for most of the
RFID applications since RFID tags are simple passive devices and usually are not
equipped with any advanced equipment such as multiple antennas. More importantly,
all the processing is conducted at one side, which is the reader, and that maintains the
simplicity of the RFID system. In this design, the RFID reader is equipped with
multiple antennas to transmit its signal correctly to the tag and scramble it at any other
direction. Also, in DM, the injected artificial noise is designed to be in the null space
of the desired channel, thus only the undesired direction will be affected by the noise.
Numerical results are presented to show the performance of the DM technique in
securing RFID systems.
2.8.3 Parameters used in both contribution chapters
There are some parameters that are common in both contribution chapters that
include the number of elements of the antenna array, the number of symbols generated
for simulation and the pattern of the beamsteering vector. Thus, the number of elements
considered at the antenna array is 5 elements, the number of symbols used in simulation
generation is 103 and the pattern of the beamsteering vector is illustrated in Figure 9 to
Figure 11.
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Figure 9 Magnitude power of Beamsteering vector at θ=80°

Figure 10 Beamsteering Pattern from antenna array
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Figure 11 Directivity of the Beamsteering Vector

Figure 9 illustrates the magnitude of the beamsteering vector and it is shown that
the magnitude is highest at the desired location 𝜃 = 80°. The beam has the same
magnitude from 𝜃 = 73° 𝑡𝑜 𝜃 = 105° which complies with the BER values obtained
in the results in the following chapters.
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CHAPTER 3: BEAMSTEARING AND NOISE INJECTION FOR RFID
In this chapter, a novel physical layer security scheme is proposed to secure the
information signal in RFID systems. In this scheme, a hybrid system is constructed
where beam-steering and noise injection are utilized to secure an RFID system. The
motivation for such a scheme is twofold as previously discussed. First, the processing
and power limitation in RFID are conquered by using PLS. Second, the requirement on
artificial noise power value is reduced by adding the beamsteering technique in the
system. In this scheme, the signal is secure only at the intended direction and distorted
in all other directions. The contributions in this chapter can be summarized as follows:
•

Securing RFID at the physical layer by exploiting spatial characteristics at the
tag and exploiting noise characteristics at the reader. This is accomplished by
equipping the tag with multiple antennas and injecting artificial noise from the
reader.

•

The tag backscatters its secret signal correctly to the reader location only and
scrambles it at any other direction. The reader is capable of eliminating the
injected noise and thus the noise only affects the signal received at the
eavesdroppers.

3.1

System Architecture for RFID with Beamsteering
Consider a backscatter RFID system with a single reader, single tag and single

eavesdropper. The reader is equipped with a single transmit and single receive antenna,
while the tag is deployed with a linear one dimensional (1-D) antenna array with N
elements that are exploited for beamsteering (BS). The transmitted signal uses QPSK
modulation. It is assumed that the eavesdropper has a single receive antenna and is
located at 𝜃𝐸 from the tag. 𝜃𝐸 ∈ (0,180) but 𝜃 ≠ 𝜃𝑅 , where 𝜃𝑅 is the spatial angle from
tag to reader.
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The RFID backscatter communication system is shown in Figure 12.The reader
continuously transmits an excitation signal to power up the tag. The tag modulates the
reader signal and backscatters its information to the reader. As assumed in this system,
the tag is a passive device, but for this design it is assumed to have a special hardwired
circuitry and antenna array to conduct the BS technique. BS at the tag is designed as
follows: during backscattering, the BS signal results in a strong decodable information
signal only in the direction of the reader at 𝜃𝑅 and weak/null in all other directions.
Figure 13 shows the system, where the tag has multiple antennas and backscattering its
signal through multiple channels to the reader. Since the tag has multiple antennas, in
this design it has 5 antennas, each antenna receives a different version of the signal,
which are shown in Table 5.

Figure 12 Communication links between reader, tag and eavesdropper
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Figure 13 System model of BS exploited at the tag
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Table 5 Constelation patterns at each element of the tag's antenna
Number of Tag’s antenna

Constellation pattern at that antenna

Constellation pattern received at Ant 1

Constellation pattern received at Ant 2

Constellation pattern received at Ant 3

Constellation pattern received at Ant 4

Constellation pattern received at Ant 5
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3.2

System Model for RFID with Eavesdropper
In general RFID system, the signal received at the reader following [9] is:
𝑦𝑅 = ℎ𝑅𝑇 ℎ𝑇𝑅 𝑥𝑠 + 𝑁𝑅 + 𝑁𝑇 ℎ𝑇𝑅 ,

( 0-9)

where 𝑥 is the signal sent from the reader, 𝑠 is the confidential message from the tag
carrying its secret information, ℎ𝑅𝑇 is the channel from reader to tag, ℎ 𝑇𝑅 is the channel
from tag to reader and 𝑁𝑅 and 𝑁𝑇 are the additive white Gaussian noise (AWGN) at the
reader and tag receivers, respectively. The signal-to-noise ratio (SNR) at the reader
following [9] is:
𝛾𝑅 =

𝑃𝑥 Γ𝐺2𝑅𝑇 𝐾2 𝑑−4
𝑅𝑇
𝜎2𝑅 + 𝜎2𝑇 𝐺𝑅𝑇 𝐾𝑑−2
𝑅𝑇

,

( 0-10)

where 𝑃𝑥 is the signal power from reader to tag. Γ is the coefficient of the reflected
signal radiated from the tag side, 𝐺𝑅𝑇 is the combined antenna gain of the reader-tag
link, 𝑑𝑅𝑇 is the distance between reader and tag, 𝐾 is a constant which depends on the
𝜆

carrier wavelength 𝜆, where 𝐾 = (4𝜋 )2 , and 𝜎𝑅2 and 𝜎𝑇2 are the AWGN variances at the
reader and tag receivers, respectively.
The signal received at the eavesdropper is:
𝑦𝐸 = ℎ𝑅𝑇 ℎ𝑇𝐸 𝑥𝑠 + ℎ𝑇𝐸 𝑁𝑇 𝑠 + 𝑁𝐸 ,

(
0-11)

where ℎ 𝑇𝐸 is the channel between the tag and the eavesdropper and 𝑁𝐸 is the AWGN
noise at the eavesdropper’s receiver.
The SNR at the eavesdropper is:
𝛾𝐸 =

−2
𝑃𝑥 Γ𝐺𝑅𝑇 𝐺𝑇𝐸 𝐾2 𝑑−2
𝑅𝑇 𝑑𝑇𝐸

𝜎2𝐸 + 𝜎2𝑇 𝐺𝑇𝐸 𝐾𝑑−2
𝑇𝐸

(
0-12)

where 𝐺𝑇𝐸 is the combined antenna gain of the tag-eavesdropper link, 𝑑 𝑇𝐸 is the
distance between the tag and the eavesdropper and 𝜎𝐸2 is the AWGN noise variance at
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the eavesdropper’s receiver.
The artificial noise injection scheme for RFID was developed in [9]. let 𝑧 be the noise
injected from the reader side. The signal received at the tag is:
𝑦𝑅𝑇 = ℎ𝑅𝑇 𝑥 + ℎ𝑅𝑇 𝑧 + 𝑁𝑇 .

( 0-13)

The backscattered signal from the tag to the reader is:
𝑦𝑇𝑅 = ℎ𝑇𝑅 𝑦𝑅𝑇 𝑠 + 𝑁𝑅

( 0-14)

𝑦𝑇𝑅 = ℎ𝑇𝑅 ℎ𝑅𝑇 𝑥𝑠 + ℎ𝑇𝑅 ℎ𝑅𝑇 𝑧𝑠 + ℎ𝑇𝑅 𝑁𝑇 𝑠 + 𝑁𝑅 .

( 0-15)

The SNR at the reader is modified after adding the artificial noise following [9] and can
be written as:
𝛾𝑅 =

𝑃𝑥 Γ𝐺2𝑅𝑇 𝐾2 𝑑−4
𝑅𝑇
−2
2
2
𝜒𝑃𝑧 Γ𝐺2𝑅𝑇 𝐾2 𝑑−4
𝑅𝑇 + 𝜎𝑅 + 𝜎𝑇 𝐺𝑅𝑇 𝐾𝑑𝑅𝑇

,

( 0-16)

where 𝑃𝑍 is the power of the injected noise from the reader side. The reader can
attenuate the injected noise (since it is known to the reader) by a factor 𝜒, where 0 ≤
𝜒 ≤ 1, while the eavesdropper cannot eliminate the noise (unknown to eavesdropper)
and therefore receives a distorted signal.
The tag's signal received at the eavesdropper after adding the artificial noise is:
𝑦𝐸 = ℎ𝑅𝑇 ℎ𝑇𝐸 𝑥𝑠 + ℎ𝑇𝐸 ℎ𝑅𝑇 𝑧𝑠 + 𝑛𝐸 + 𝑛𝑇 ℎ𝑇𝐸 𝑠

( 0-17)

and the SNR received at the eavesdropper is:
𝛾𝐸 =

3.3

−2
𝑃𝑥 Γ𝐺𝑅𝑇 𝐺𝑇𝐸 𝐾2 𝑑−2
𝑅𝑇 𝑑𝑇𝐸
−2
−2
2
2
𝑃𝑧 Γ𝐺𝑅𝑇 𝐺𝑇𝐸 𝐾2 𝑑−2
𝑅𝑇 𝑑𝑇𝐸 + 𝜎𝐸 + 𝜎𝑇 𝐺𝑇𝐸 𝐾𝑑𝑇𝐸

.

( 0-18)

System Model for RFID with Beamsteering
Adding the BS technique to RFID system allows the tag to transmit its secret

information only at the desired direction at 𝜃𝑅 and attenuated/eliminates it at all other
directions. In order to conduct BS, a beamforming vector can be constructed following
the model in [76, 77] as described below:
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Let the desired channel between the tag and the reader be:
𝐻𝜃𝑅 = [𝑒𝑗2𝜋 cos 𝜃𝑅 𝑒𝑗𝜋 cos 𝜃𝑅 𝑒𝑗0 𝑒−𝑗𝜋 cos 𝜃𝑅 𝑒−𝑗2𝜋 cos 𝜃𝑅 ].

( 0-19)

Choose the beamforming vector to be:
𝑃=

ℎ 𝑇𝑅 (𝜃𝑅 )
.
||ℎ 𝑇𝑅 (𝜃𝑅 )||

( 0-20)

If the signal is received at any other direction other than 𝜃𝑅 , 𝑃 will not be normalized
and thus distorts the signal.
In the next section, the implementation of NI and BS combined will be analyzed.
3.4

BER Analysis for RFID with Beamsteering and Noise Injection
The novel proposed PHY layer security technique for RFID system, deploys

combined NI and BS schemes. The BS scheme is exploited at the tag side, while the
artificial noise is injected from the reader side. The BS technique assures that the signal
is correctly received at the reader direction only and the injected noise assures that;
even if the eavesdropper has knowledge of the reader location, the signal will still be
distorted due to the injected AWGN noise. The injected noise does not affect the signal
received at the reader, because the reader is equipped with noise elimination capability
with factor 𝜒 where 0 ≤ 𝜒 ≤ 1 since it has knowledge of its own injected noise. By
appending the combined technique to RFID system, the signals received at the reader
and eavesdropper will be according to the following:
Signal received at the reader:
𝑦𝑅 = ℎ𝑅𝑇 ℎ𝑇𝑅 𝐻𝜃𝑅 𝑃𝑥𝑠 + ℎ𝑅𝑇 ℎ𝑇𝑅 𝐻𝜃𝑅 𝑃𝑧𝑠 + 𝑁𝑅 + 𝑁𝑇 ℎ𝑇𝑅
𝑦𝑅 = ℎ𝑅𝑇 ℎ𝑇𝑅 𝐻𝜃𝑅

𝐻𝜃𝑅
𝐻𝜃𝑅
𝑥𝑠 + ℎ𝑅𝑇 ℎ𝑇𝑅 𝐻𝜃𝑅
𝑧𝑠 + 𝑁𝑅 + 𝑁𝑇 ℎ𝑇𝑅 .
∥ 𝐻𝜃𝑅 ∥
∥ 𝐻 𝜃𝑅 ∥

( 0-21)
( 0-22)

Signal received at eavesdropper:
𝑦𝐸 = ℎ𝑅𝑇 ℎ𝑇𝐸 𝐻𝜃𝐸 𝑃𝑥𝑠 + ℎ𝑅𝑇 ℎ𝑇𝐸 𝐻𝜃𝐸 𝑃𝑧𝑠 + 𝑁𝐸 + 𝑁𝑇 ℎ𝑇𝐸

( 0-23)
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𝑦𝐸 = ℎ𝑅𝑇 ℎ𝑇𝐸 𝐻𝜃 𝐸

𝐻𝜃𝑅
𝐻𝜃𝑅
𝑥𝑠 + ℎ𝑅𝑇 ℎ𝑇𝐸 𝐻𝜃 𝐸
𝑧𝑠 + 𝑁𝐸 + 𝑁𝑇 ℎ𝑇𝐸 ,
∥ 𝐻𝜃𝑅 ∥
∥ 𝐻𝜃𝑅 ∥

( 0-24)

where 𝜃𝐸 is any undesired direction from the tag where the eavesdropper is located.
Accordingly, the SNR at the reader and eavesdropper are given according to the
following:
The SNR of the signal received at the reader:
𝛾𝑅 =

∥ 𝑃𝑥𝑠 ∥2 𝐺𝑅𝑇 𝐺𝑇𝑅 𝐾2 𝑑−4
𝑅𝑇
−2
2
2
𝜒 ∥ 𝑃𝑧𝑠 ∥2 𝐺𝑅𝑇 𝐺𝑇𝑅 𝐾2 𝑑−4
𝑅𝑇 + 𝜎𝑅 + 𝜎𝑇 𝐺𝑅𝑇 𝐾𝑑𝑅𝑇

.

( 0-25)

The SNR of the signal received at the eavesdropper:
𝛾𝐸 =

−2
∥ 𝑃𝑥𝑠 ∥2 𝐺𝑅𝑇 𝐺𝑇𝐸 𝐾2 𝑑−2
𝑅𝑇 𝑑𝑇𝐸

−2 .

( 0-26)

−2
2
2
∥ 𝑃𝑧𝑠 ∥2 𝐺𝑅𝑇 𝐺𝑇𝐸 𝐾2 𝑑−2
𝑅𝑇 𝑑𝑇𝐸 + 𝜎𝐸 + 𝜎𝑇 𝐺𝑇𝐸 𝐾𝑑𝑇𝐸

There are several metrics to measure the performance of the system, for this design,
BER will be used to assess the performance of the system. BER for QPSK scheme is:
𝐵𝐸𝑅𝑄𝑃𝑆𝐾 = 𝑄(√2𝛾𝑏 )

( 0-27)

where 𝛾𝑏 is the SNR per bit.
3.5

Numerical Result and Discussions
In this section some numerical results are presented, to show the performance

of the proposed combined beamsteering and noise injection technique. Prior to
discussing the results, the design parameters are defined as the following. The reader is
on spatial direction 𝜃𝑅 = 800 from the tag, the SNR along the desired direction is
15𝑑𝐵, the injected noise is 10𝑑𝐵𝑚, the reader is able to cancel 90% of the injected
noise (i.e 𝜒 = 0.1) and the size of data stream is 103 modulated symbols. The BER of
the eavesdropper is evaluated at two different locations close to the reader; 𝜃𝐸1 = 900
and 𝜃𝐸2 = 650 . The proposed approach beam steering/noise injection will be referred
to by (BS-NI).
53

The presented results in Figure 14-Figure 19 have been obtained by averaging
the BER over 100 runs with 103 symbols. The fading of the channels is not considered
in this approach and thus, the performance is evaluated in free space (upper bound on
fading channel performance). Moreover, quadrature phase shift keying (QPSK)
modulation scheme is assumed.
Figure 14 compares the BER performance of the proposed approach of BS-NI
at the eavesdropper side with the BS-only and the injected noise only techniques. The
comparison is accomplished by evaluating the BER versus SNR for each technique.
Also, the BER versus SNR is analyzed at different locations of the eavesdropper. The
performance of the noise injection scheme does not depend on the location of the
eavesdropper but on the value of 𝑃𝑧 . This is why it is only shown at one arbitrary angle.
The performance of NI is better than that of BS-only but worse than that of BS-NI with
the same value of 𝑃𝑧 . It shall be noted that, if the eavesdropper has more antenna than
that of the tag, NI would fail as a securing technique [68].
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Figure 14 BER at Eavesdroppers vs SNR for different techniques and eavesdropper
locations

Figure 15 illustrates the BER versus the spatial direction of the eavesdropper
which complies with the results presented in Figure 14 and shows that even a close
eavesdropper will not be able to retrieve the tag's signal.
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Figure 15 BER vs θ in degress for different SNR

Figure 16 illustrates the minimum required power level of the injected noise
from the reader that keeps the tag's signal secret. As expected, the required power of
the injected noise in the proposed BS-NI approach is less than the required power of
the noise injection scheme and this verifies that the proposed system overcomes the
power limitations faced in noise injection scheme [9].
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Figure 16 The minimum required noise power vs the attenuation factor χ for NI and
BS-NI.

To investigate the benefit of the proposed BS-NI scheme, a comparison is
conducted between two scenarios where the eavesdropper knows the location of the
reader and tag. The comparison is developed for BS-only and BS-NI schemes. Figure
17 illustrates the BS-only technique in two cases; one where the eavesdropper is capable
of determining the location of the reader and the tag, the second case is where the
eavesdropper cannot detect the location of the reader and tag. As shown in the figure,
if the eavesdropper is capable of tracking the location of the reader and tag, it can easily
retrieve the tag's data. While in Figure 18, the performance of BS-NI has the advantage
that even if the eavesdropper is capable of tracking the reader and the tag, it will not be
able to retrieve the tag's data due to the presence of the injected noise.
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Figure 17 BER vs θfor BS technqiue

Figure 18 BER vs θfor BS-NI technique

Finally, Figure 19 presents the relation between the noise attenuation factor 𝜒
and the BER. As shown in the figure, the BER improves when the ability of the reader
to attenuate the noise is higher, hence when the residual part of 𝜒 is lower.
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Figure 19 BER Vs theta for different χ

3.6

Applications for this approach
The proposed technology can be used in healthcare application to secure a

network that deploys RFID systems. By using BS-NI, it is guaranteed that the tag's data
is secure and used only by the legitimate receiver (reader). Due to the advanced
processing and circuitry required to achieve BS-NI, its more adequate to be used for
applications where the enhancement of tag’s characteristics will not affect the execution
of the system, such as home assist sensors and components in healthcare applications.
The devices used in such applications have relatively expensive resources and advanced
processing capabilities and thus using an advanced tag will not be an issue in terms of
cost. Also, in home assist applications, the devices are placed far from the patient,
therefore, there will not be an issue in terms of space required to implement multiple
antennas at the tag.
3.7

Conclusion
In this chapter, a novel PLS technique is developed to secure RFID systems.

The approach consists of two parts, first, artificial noise is injected from the reader side
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and the second part deploys BS at the tag side. The proposed BS-NI technology
overcomes the limitations of the already existing techniques such as injecting artificial
noise only presented in [9]. The numerical results show that the proposed BS-NI
technique outperforms the conventional noise injection scheme.
In the next chapter, another technique is developed to secure RFID systems.
That technique is more adequate for all RFID tags including the implanted medical
devices, because it does not require any modifications to tag circuitry or capabilities.
This is achieved by designing the security attributes to be completely handled from the
reader side.
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CHAPTER 4: DIRECTIONAL MODULATION FOR RFID
This chapter presents another novel technique to secure RFID tags, aiming to
exploit the reader capabilities to accomplish system security. In this system, DM
technology is deployed to secure RFID passive tags while maintaining their simple
circuity and processing nature. Specifically, the contributions of this chapter can be
summarized as follows:
•

The data of RFID tags is secured by exploiting the capabilities of the RFID
reader. To achieve system security, Directional Modulation (DM) is
implemented at the reader side. By using DM, the reader's signal is transmitted
correctly to the legitimate tag only and other receivers will get a distorted signal
due to the beam steering vector and the artificial noise which is designed to be
orthogonal to the desired tag channel.

•

The proposed approach maintains the simplicity of the tag’s processing
capabilities and circuity, which makes the approach suitable for any RFID tag.

•

The performance of the proposed technique is analyzed, and numerical results
are obtained to demonstrate the value of the proposed technique in terms of
securing tag’s data against eavesdropping readers.

4.1

Directional Modulation System Model
This section focuses on implementing DM technique in RFID system to secure

the tag's signal. To illustrate, the DM methodology is exploited at the reader side, given
that the reader already has a processor and is more likely to accommodate multiple
antennas. In addition, this technique also embeds secrecy on the reader’s signal which
is transmitted with higher power and thus is subjected to eavesdropping even at large
distances. As discussed in literature survey earlier, DM is developed using various
synthesis methods. However, in this thesis the focus will be on the artificial orthogonal
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noise synthesis method is used to construct the DM system. This type of synthesis
provides a noise signal that distorts the reader’s signal at the eavesdropper’s location
but is null in the direction of the legitimate tag. In addition, there are two types of DM
technique; Static and Dynamic. However, the dynamic method is considered in the
proposed DM method, where the beamforming vector and the noise vector vary with
each QPSK symbol [76].
Figure 20 illustrates the typical active DM transmitter array architecture that
consists of baseband information controlled by phase shifters and attenuators. Also,
Figure 21 illustrates how the signal is directed to the desired receiver and noise is
nulled.

Figure 20 DM Transmitter array architecure
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Figure 21 Secure DM modeled as beamforming with noise injection

The basic representation of DM using artificial orthogonal noise is [80],
𝑆 = 𝑃𝑋 + 𝑊,

( 0-28)

where 𝑃 is the beamforming vector and 𝑊 is the noise signal that is constructed in the
null space of the desired channel. The AWGN vector is assumed to have i.i.d
distribution with zero-mean and unit variance, i.e, 𝑊~𝐶𝑁(0, 𝐼𝑛𝑑 ). The signal delivered
to any receiver is given by:
𝑦 = 𝐻𝜃 𝑆
𝑦 = 𝐻𝜃 (𝑃𝑋 + 𝑊 ),

( 0-29)
( 0-30)

where 𝐻𝜃 is the spatial communication channel described in the DM system. If the
receiver is located at the desired direction of the system, then the noise term will be
eliminated, and the beamforming vector will be normalized. Otherwise, the signal will
be distorted by the injected noise.
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The signal at the legitimate receiver located at 𝜃𝑅 can be represented as:
𝑦 = 𝐻𝜃 𝑅 (𝑃𝑋 + 𝑊)
𝑦 = 𝐻𝜃𝑅

𝐻𝜃𝑅
𝑋 + 𝐻𝜃𝑅 𝑊
∥ 𝐻𝜃𝑅 ∥

𝑦 =∥ 𝐻𝜃𝑅 ∥ 𝑋.

( 0-31)
( 0-32)
( 0-33)

The signal at undesired receivers located at 𝜃, where 𝜃 ≠ 𝜃𝑅 :
𝑦 = 𝐻𝜃 (𝑃𝑋 + 𝑊)
𝑦 = 𝐻𝜃
4.2

𝐻𝜃𝑅
𝑋 + 𝐻𝜃 𝑊.
∥ 𝐻𝜃𝑅 ∥

( 0-34)
( 0-35)

RFID with DM System Model
For DM in RFID, the communication links between reader, tag and

eavesdropper are presented in Figure 22. In this thesis, 𝑋 is considered as the signal
sent from the reader. The equations described in the previous section represents the
DM technique modeled in one-way communication systems and analyzed in free space.
To introduce DM for RFID technology, the half-duplex communication mode is
modeled by adding the forward and backward links of the RFID to the equations, where
ℎ 𝑓 and ℎ𝑏 are introduced denoting the forward and backward links for of the RFID
system, respectively.
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Figure 22 Communication links between reader, tag and eavesdropper

The desired channel between the reader and the tag is given as:
𝐻𝜃𝑅 = [𝑒𝑗2𝜋 cos 𝜃𝑅 𝑒𝑗𝜋 cos 𝜃𝑅 𝑒𝑗0 𝑒−𝑗𝜋 cos 𝜃𝑅 𝑒−𝑗2𝜋 cos 𝜃𝑅 ].
𝐻𝜃𝑅

Therefore, 𝑃 = ∥𝐻

𝜃𝑅 ∥

( 0-36)

will be normalized by the channel and 𝑊 will be generated to be

in the null space of 𝐻𝜃𝑅 .
The model of this system is presented in Figure 23, where DM is deployed at
the reader. To achieve this, the reader is equipped with multiple antennas to transmit
the signal to the tag, while the tag and the eavesdropper are passive devices with a single
antenna. Noting that the eavesdropper has Channel State Information (CSI) about the
channel between the reader and the eavesdropper ℎ𝑅𝐸 and the combined channel
ℎ𝑅𝑇 ℎ 𝑇𝐸 . The eavesdropper is able to estimate ℎ𝑅𝐸 channel since the power sent from
the reader is standardized and can be easily estimated by any device. It is exactly the
same way the eavesdropper can estimate the combined channel ℎ𝑅𝑇 ℎ 𝑇𝐸 . Fortunately,
the eavesdropper cannot estimate the channel between itself and the tag since it does
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not know the tag’s circuit and how much it can reflect. The signal is received by both
the tag and the eavesdropper but at different spatial communication directions. On the
link between the reader and tag, the beamforming vector is normalized, and the injected
noise is nulled. While on the link between the reader and eavesdropper, the
beamforming and noise term remain present and cause signal distortion. Therefore, the
tag will receive a decodable signal while the eavesdropper will receive a distorted
(scrambled) signal.

Figure 23 System model where DM is exploited at the reader

In general RFID system, the received signal at the reader is:
𝑦𝑅 = ℎ𝑅𝑇 ℎ𝑇𝑅 𝑥𝑠 + 𝑛𝑅 + 𝑛𝑇 𝑠ℎ𝑇𝑅 ,

( 0-37)

where ℎ𝑅𝑇 is the channel gain from reader to tag, ℎ 𝑇𝑅 is the backscatter channel gain
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from the tag to reader, 𝑠 is the information signal generated by the tag and 𝑛𝑅 and 𝑛 𝑇
are the AWGN at the reader and tag receivers, respectively. From practical point of
view, the overall channel between reader and tag is an addition of i.i.d complex
Guassian products [19]. Thus, the amplitude of each channel link follows Rayleigh
distribution and the overall channel between reader and tag follows double Rayleigh
distribution [17, 22]. The development of DM under fading channels effect is an
interesting extend of this work and shall be addressed in future work, however, in this
thesis, the RFID system will be modeled and analyzed in free space; hence, presenting
an upper bound on performance in practical fading systems.
By adding the DM technique to RFID system, which is exploited at the reader
side where the reader transmits a QPSK signal that is received correctly only by the tag
located at 𝜃𝑅 and scrambled in any other direction. Hence, the eavesdropper cannot
decode the reader’s signal unless it is aligned on the same path of the tag. Figure 24
illustrates two constellation patterns of the reader signal received by the tag located at
𝜃𝑅 and the eavesdropper located at 𝜃𝐸 .
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Figure 24 Constellation pattern at the desired tag and eavesdropper

The signals received from the reader to tag and eavesdropper are:
𝑦𝑅𝑇 = 𝐻𝜃𝑅 ℎ𝑅𝑇 (𝑃𝑋 + 𝑊) + 𝑁𝑇

( 0-38)

𝑦𝑅𝐸 = 𝐻𝜃𝐸 ℎ𝑅𝐸 (𝑃𝑋 + 𝑊) + 𝑁𝐸 .

( 0-39)

Although DM is designed on the reader’s signal, the system security is evaluated from
the tag’s signal perspective, since the secret information is carried by the tag’s signal.
Therefore, the signal transmitted is analyzed from the signal transmitted from the tag
to reader and from tag to eavesdropper.
The noiseless signal received from the tag located at 𝐻𝜃𝑅 is:
𝑦𝑇𝑅 = ℎ𝑇𝑅 (𝐻𝜃𝑅 ℎ𝑅𝑇 (𝑃𝑋 + 𝑊)𝑠 + 𝑁𝑇 𝑠) + 𝑁𝑅

( 0-40)

𝑦𝑇𝑅 = ℎ𝑇𝑅 (𝐻𝜃𝑅 ℎ𝑅𝑇 𝑃𝑋𝑠 + 𝐻𝜃𝑅 ℎ𝑅𝑇 𝑊𝑠 + 𝑁𝑇 𝑠) + 𝑁𝑅

( 0-41)

𝑦𝑇𝑅 = ℎ𝑇𝑅 (∥ 𝐻𝜃𝑅 ∥ ℎ𝑅𝑇 𝑋𝑠 + 𝑁𝑇 𝑠) + 𝑁𝑅

( 0-42)

𝑦𝑇𝑅 =∥ 𝐻𝜃𝑅 ∥ ℎ𝑅𝑇 ℎ𝑇𝑅 𝑋𝑠 + ℎ𝑇𝑅 𝑁𝑇 𝑠 + 𝑁𝑅 .

( 0-43)

In ( 0-43), the signal is transmitted to a legitimate tag which is located at the desired
direction 𝜃𝑅 , hence the artificial noise 𝑊 is eliminated and the beamforming vector is
normalized.
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The distorted signal received at the eavesdropper can be presented as:
𝑦𝑇𝐸 = ℎ𝑇𝐸 ℎ𝑅𝑇 𝐻𝜃𝑅 (𝑃𝑋 + 𝑊)𝑠 + 𝑁𝑇 ℎ𝑇𝐸 𝑠 + 𝑁𝐸

( 0-44)

𝑦𝑇𝐸 = ℎ𝑇𝐸 ℎ𝑅𝑇 𝐻𝜃𝑅 𝑃𝑋𝑠 + ℎ𝑇𝐸 ℎ𝑅𝑇 𝐻𝜃𝑅 𝑊𝑠 + 𝑁𝑇 ℎ𝑇𝐸 𝑠 + 𝑁𝐸 ,

( 0-45)

where 𝜃𝐸 is the direction of the eavesdropper from the reader, ℎ 𝑇𝐸 is the channel from
tag to eavesdropper and 𝑁𝐸 is the receiver noise generated at the eavesdropper.
Accordingly, the only way for the eavesdropper to obtain the secret signal
transmitted by the tag is to divide the signal it received from the tag by the signal that
is previously received from the reader. At this point, the eavesdropper has the signal
𝑋𝑠 from the tag and is trying to estimate the signal 𝑋 sent from the reader to obtain tag’s
secret signal 𝑠. However, the reader’s signal received by the eavesdropper is a
scrambled version of the actual signal 𝑋. Equation ( 0-46) describes the process where
the eavesdropper is trying to obtain 𝑠.
In the first step, the eavesdropper attempts to estimate 𝑋𝑠 from ( 0-45), where the
̂ can be presented as:
eavesdropper knows the combined channel ℎ𝑅𝑇 ℎ 𝑇𝐸 , thus 𝑋𝑠
̂ = 𝐻𝜃 𝑃𝑋𝑠 + 𝐻𝜃 𝑊𝑠 + 𝑁𝑇 𝑠 + 𝑁𝐸
𝑋𝑠
𝑅
𝑅

̂ = ‖𝐻𝜃 ‖𝑋𝑠 + 𝑠 + 𝑁𝑇 𝑠ℎ 𝑇𝐸 (
𝑋𝑠
𝑅

ℎ∗𝑇𝐸
‖ℎ𝑇𝐸 ‖

(ℎ 𝑇𝐸 ℎ𝑅𝑇 )∗
(ℎ 𝑇𝐸 ℎ𝑅𝑇 )∗
) + 𝑁𝐸 (
)
‖ℎ 𝑇𝐸 ℎ𝑅𝑇 ‖2
‖ℎ 𝑇𝐸 ℎ𝑅𝑇 ‖2

( 0-46)

( 0-47)

In the next step, the eavesdropper attempts to estimate the reader signal defined in
( 0-39), where the eavesdropper knows the channel ℎ𝑅𝐸 ,thus 𝑋̂ is given as:
𝑋̂ = 𝐻𝜃𝐸 𝑃𝑋 + 𝐻𝜃𝐸 𝑊 + 𝑁𝐸
𝑋̂ = 𝐻𝜃𝐸

∗
ℎ𝑅𝐸
‖ℎ𝑅𝐸 ‖2

∗
‖𝐻𝜃𝑅 ‖
ℎ𝑅𝐸
𝑋 + 𝐻𝜃𝐸 𝑊 + 𝑁𝐸
‖ℎ𝑅𝐸 ‖2
𝐻𝜃𝑅

( 0-48)

( 0-49)

The main aim of the eavesdropper is to detect the tag’s secret signal 𝑠, to do so , it
̂ by 𝑋̂ which follows:
divides 𝑋𝑠
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̂
𝑋𝑠
𝑠̂ =
=
𝑋̂

‖𝐻𝜃𝑅 ‖𝑋𝑠 + 𝑠 + 𝑁𝑇 𝑠ℎ 𝑇𝐸 (

(ℎ 𝑇𝐸 ℎ𝑅𝑇 )∗
(ℎ 𝑇𝐸 ℎ𝑅𝑇 )∗
)
+
𝑁
(
𝐸
‖ℎ 𝑇𝐸 ℎ𝑅𝑇 ‖2
‖ℎ 𝑇𝐸 ℎ𝑅𝑇 ‖2 )

( 0-50)

∗
‖𝐻𝜃 ‖
ℎ𝑅𝐸
𝐻𝜃𝐸 𝐻 𝑅 𝑋 + 𝐻𝜃𝐸 𝑊 + 𝑁𝐸
‖ℎ𝑅𝐸 ‖2
𝜃𝑅

The signal in ( 0-50) is received at the eavesdropper at undesired location 𝜃𝐸 , where
𝑊 is not orthogonal to 𝐻𝜃𝐸 and hence the term 𝐻𝜃𝐸 𝑊 is nonzero, which distorts tag’s
secret information 𝑠. Thus, the eavesdropper cannot decode the tag’s signal unless it is
aligned with the tag at 𝜃𝑅 , where the signal will be the same as in ( 0-43).
From the above equations, the SNR term for the signal received at the reader
and at the eavesdropper in free space can be derived and represented as:
The SNR received at the reader in free space is:
2

𝛾𝑅 =

‖𝑋𝑠‖2 ‖𝐻𝜃𝑅 ‖ 𝐺𝑅𝑇 𝐺𝑇𝑅 Γ 𝐾2 𝑑−4
𝑅𝑇
−2

𝜎2𝑅 + 𝜎2𝑇 𝐺𝑇𝑅 𝑑𝑅𝑇 𝐾

( 0-51)

,

𝜆

2

where 𝐾 is a constant that depends on the carrier wavelength 𝜆, where 𝐾 = (4𝜋 ) , 𝐺𝑅𝑇
and 𝐺𝑇𝑅 are the antenna gain of the reader and tag, respectively,Γ is the partial of the
−4
power reflected back from the tag, 𝑑𝑅𝑇
is the distance between the reader, and tag and

𝜎𝑅2 and 𝜎𝑇2 are the noise power at the reader and tag receivers, respectively.
The SNR at the eavesdropper is the same of that of the reader but with different
channel annotation. The signal at the eavesdropper is degraded by the estimated
reader’s signal derived in ( 0-51). The SNR received at eavesdropper in free space is:
2

𝛾𝐸 =

‖ 𝑋𝑠‖2 ‖𝐻𝜃𝑅 ‖ 𝐺𝑇𝐸 Γ 𝐾2 𝑑−2
𝑇𝐸

𝜎2𝐸 + 𝜎2𝑇 𝐺𝑇𝐸 𝑑−2
𝑇𝐸 𝐾

( 0-52)

There are several metrics to evaluate the performance of the DM technique in
any wireless communication system [84]. For this system and to be inline with the
previous proposed system model, BER will be used to evaluate the performance at the
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reader and eavesdropper. BER for QPSK modulation is:
𝑃𝑏 = 𝑄(√2𝛾),
where 𝛾 is the SNR per bit.
4.3

Numerical Results and Discussions
This section presents the numerical results of the system to illustrate the

performance of the DM technique applied in the RFID system. Prior discussing the
results, the design parameters are defined as the following. The tag is on spatial
direction 𝜃𝑅 = 800 from the reader, the SNR along the desired direction is 15𝑑𝐵 and
antenna gains are assumed to be 1. The BER of the eavesdropper is evaluated at two
different locations from the reader 𝜃𝐸1 = 900 and 𝜃𝐸2 = 450 .
Figure 25-Figure 27 present the obtained results following the same simulation
parameters mentioned in Section 3.5 ,where a quadrature phase shift keying (QPSK)
modulation scheme is assumed.
Figure 25 illustrates the performance of the proposed system by plotting the BER
against 𝜃 ranging from 00 𝑡𝑜 1800. The results show that the BER is at its lowest value
at the desired direction of the tag at 𝜃 = 800 , where the BER reaches a value below
10−4 , while the BER for other directions has an average value of almost 0.5 (perfect
secure system).
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Figure 25 BER vs θ, tag at θ=80°

Figure 26 illustrates the BER versus the spatial direction of the eavesdropper at
different SNR values. It can be seen from Figure 27 that even at high SNR of 15dB, the
BER curve remains almost constant at the eavesdropper locations at value of 0.554.
However, the BER value improves at the tag located at 𝜃 = 800 , where it reaches a
value below 10−4 at 15 𝑑𝐵.
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Figure 26 BER vs θ for different SNR values

Figure 27 presents the BER at eavesdropper located at different angles vs SNR
values. The results show that even at high SNR, the eavesdropper still have high BER,
which complies with the results obtained in Figure 26. However, it is important to
mention that the eavesdropper located near the tag has better performance than others.
This can be shown in Figure 27, where the eavesdropper located at angle 𝜃 = 450 ,
remains almost constant. While for the eavesdropper located at 𝜃 = 900 , its
performance improves at higher SNR values.
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Figure 27 BER at eavesdropper Vs SNR for different eavesdropper locations

The results obtained in Figures 4-6 to 4-8 prove that the system is functional,
and it can secure the tag’s signal where the BER is high at eavesdropper location and
low only at the legitimate tag’s location. In addition, even at high SNR, the
eavesdroppers still cannot decode the reader’s signal which is one of the features of
DM. On the contrary, the performance at the eavesdropper in conventional
beamsteering improves as the SNR increases.
4.4

Application of the proposed Approach
This novel approach provides RFID security, where it ensures secrecy of the tag’s

information signal by using DM technique. Since this approach does not require any
extra resources or advancement of the tag’s capabilities, it can be easily deployed in
multiple applications. Mainly in IoT technology and medi92cal devices, especially for
implanted devices that require powerless, small size and secure tags. Moreover, it can
be employed in inventory and supply chain applications. In fact, this approach is
adequate for most RFID applications but presents more importance in applications that
requires more security while maintaining the simple characteristics of passive tags, such
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as healthcare applications.

4.5

Conclusion
In this chapter, a novel DM technique has been proposed, aiming to secure RFID

passive tags through the physical layer without any modification or enhancement of the
tag’s circuity or processing capabilities. The DM scheme used in this work is dynamic
where the beamforming and injected noise are updated for each QPSK symbol. DM
scheme is exploited at the reader side which is equipped with 5-element antennas,
where the reader transmits a QPSK signal. This signal is received correctly at the tag’s
direction and distorted at any other locations. This distortion is caused by two factors,
the first factor the beamforming vector that only normalizes in the desired direction,
while the second factor is the injected artificial noise which is designed at the null space
of the desired link between the reader and tag. The results obtained in the previous
section show that the system achieve tag’s signal security where, the BER is low only
at the tag’s direction.
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CHAPTER 5: CONCLUSION AND FUTURE WORK
In this chapter, the main conclusions of this thesis are summarized, and the
concerns for future work are determined and discussed. The main motivation of this
thesis has been the investigation of novel security schemes suitable for RFID and
backscatter systems, where related research is very limited in this area. In this context,
the aim was to develop a novel robust security technique to secure RFID tags while
considering the restricted resources of the RFID tags.
In the first contribution of the thesis, novel beamsteering and noise injection
scheme has been proposed, in order to secure tag’s secret information signal by
exploiting BS technique at the tag side and exploiting the noise characteristic of
physical layer at the reader side. To develop this technique, the tag was equipped with
5 element 1-D antenna array and the reader injected artificial noise while it had noise
attenuation capabilities. This scheme requires the tag to have a specific hardwired
circuit to accommodate multiple antenna technology. Also, this proposed approach was
designed for single reader, single tag system model. The system analytical and
performance model has been derived in the contribution. Moreover, numerical results
have been presented, showing how the proposed scheme outperforms the state-of-theart in RFID security techniques, in terms of the required power and the security rate
while considering intelligent eavesdroppers. This contribution can be deployed in
multiple healthcare applications. Due to the advanced processing and circuitry required
to achieve BS-NI, its more adequate to be used for applications where the enhancement
of tag’s characteristics will not affect the execution of the system, such as home assist
sensors. In order to deploy RFID system in various healthcare application, a more
adequate scheme that maintains the simplicity of tag’s circuit and processor is required,
which is developed in chapter 4.
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In the second contribution of the thesis, a novel DM technique has been proposed
to secure tag’s secret information while maintaining its simple circuitry and processing
capabilities. This approach is constructed by exploiting DM technology at the reader
which is equipped by 5 element 1-D antenna array and it is assumed that both the tag
and the eavesdropper are passive devices. The approach was designed for single reader,
single tag system model. The system mathematical model has been presented in this
thesis. The proposed approach operates using dynamic DM based on combined
beamsteering and orthogonal noise injection. The beamstearing is selected such that it
is normalized by the tag’s channel while the noise is in the null space of the tag’s
channel. Numerical results have been presented, showing how the proposed scheme is
capable of securing the tag’s secret information. Moreover, the results highlight the fact
that even at high SNR values, the eavesdropper cannot detect the tag’s signal. For an
eavesdropper located at an angle that is relatively far from the tag’s angle, the BER
value remains almost constant across different values of SNR, while for eavesdropper
located close by the tag, their performance slightly improves at high SNR values. In
this contribution, the tag’s signal is secured while maintaining the simplicity of tag’s
circuit and processing capabilities which facilitates the deployment of RFID system in
various healthcare applications including implanted devices.
The work developed in this thesis can be extended in multiple different directions.
The main concerns for future work are mentioned below:
•

Design DM technique for RFID system while considering multi-path fading
channels, where RFID channels are modeled by double Rayleigh distribution.

•

Derive the BER equations for double Rayleigh distributed channels, and
develop theoretical results.

•

Develop advanced methods in DM such as adaptive beamforming technique .
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•

Inspect the performance of the proposed approaches by using different metrics
schemes such as EVM and secrecy rate and determine if all the metrics are
applicable for DM and BS-NI techniques.

•

Investigate the robustness of the proposed schemes in the presence of intelligent
eavesdroppers equipped with directional antennas.

•

Designing secure network for RFID system in MIMO or SIMO model, where
there will be multiple tags and single reader or multiple readers and multiple
tags. Also, designing a secure network in the presence of multiple
eavesdroppers.

•

Develop secure network for active tags, while considering the collision between
readers and tags among themselves, since active tags can communicate with
each other.
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