Stego-eHealth: An eHealth System for Secured Transfer of Medical Images
Using Image Steganography.
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Introduction

COVID pandemic which has spread to all parts of r
the world has necessitated the need for virtual and
online health care systems to avoid contacts and
hence the spread of the virus.
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The transfer of sensitive medical information
including the chest and lung X-ray happens through
untrusted channels making it prone to many
possible attacks.
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This paper aims to secure the medical data of the
patients using image steganography when
transferring through untrusted channels.
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embedded in a normal natural scene image and at
the receiving end the embedded medical image is
extracted for easy access.

Image result of the Proposed Method
on real time lung X-ray images

At the sending end, the medical images are i 8 (a) Cover  (b)Secret  (c)Stego  (d) Extracted

Research Questions

1. Is it possible to develop an end-to-end image
steganography using deep learning method? Can
a simple, light-weight produce secure, robust
and imperceptible stego image?

2. Is it possible to embed a 3-channel secret image
inside a 3-channel cover image of the same size
without image distortion?
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System Overview
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Embedding Network |Extraction Network PSNR value of the proposed method shows higher
security and robustness compared to the traditional
LSB methods.

MSE PSNR MSE
Proposed IV 32.16 44.64 31.96

Methodology

Preprocessing Module : Features from the cover Method
image and the secret image are extracted by
passing it concurrently through three convolutional
layers in the preprocessing module.

A simple and light-weight architecture is proposed
without any compromise on the performance of the
method.

ComPARISON OF PSNR AMONG THE PROPOSED AND Sensitive data is secured and the privacy is
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untrusted channel.
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