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ABSTRACT Internet of Things (IoT) environments are widely employed in industrial applications including
intelligent transportation systems, healthcare systems, and building energy management systems. For such
environments of highly sensitive data, adapting scalable and flexible communication with efficient security
is vital. Research investigated wireless Ad-hoc/mesh networking, while Attribute Based Encryption (ABE)
schemes have been highly recommended for IoT. However, a combined implementation of both mesh
networking and Key-Policy Attribute Based Encryption (KPABE) on resource-constrained devices has been
rarely addressed. Hence, in this work, an integrated system that deploys a lightweight KPABE security built
on wireless mesh networking is proposed. Implementation results show that the proposed system ensures
flexibility and scalability of self-forming and cooperative mesh networking in addition to a fine-grained
security access structure for IoT nodes. Moreover, the work introduces a case study of an enabled scenario
at a school building for optimizing energy efficiency, in which the proposed integrated system architecture
is deployed on IoT sensing and actuating devices. Therefore, the encryption attributes and access policy are
well-defined, and can be adopted in relevant [oT applications.

INDEX TERMS Attribute based encryption, constrained-resources, cybersecurity, elliptic curves cryptog-

raphy, Internet of Things, mesh networking.

I. INTRODUCTION

Recent research has greatly shed light on lightweight
deployments, in which Internet of Things (IoT) devices
are employed. IoT solutions have been developed for a
wide range of applications, such as Vehicular Ad-hoc
networks (VANETSs) for intelligent transportation systems
[1]-[3], medical sensor networks for healthcare systems [4],
and building energy management systems [5]. Such net-
works collect sensitive information over time that repre-
sent users’ behavioral patterns necessitating the need for
safe data communication. Consequently, different flexible
and scalable communication and cryptographic mechanisms
have been proposed to overcome challenges accompanied
with resource-constrained IoT devices. These challenges

The associate editor coordinating the review of this manuscript and

approving it for publication was Tawfik Al-Hadhrami

include limitations in computational and storage capabilities
in addition to restricted battery lifetime affecting deployment
scalability [6], [7].

The literature has defined resource-constrained devices
as of devices limited capabilities in terms of computational
power and memory, or unable to perform costly opera-
tions, such as encryption operations [7], [8]. Similarly,
Kirilline et al. [9] have defined resource-constrained devices
as devices of restricted memory, processing power, and/or
graphical capabilities. Examples include mobile devices,
pagers, and personal digital assistants. Sudharsan et al. [10],
amongst many others, have particularly specified Micro-
controller Units (MCUs) as resource-constrained devices
due to their limited memory footprint, fewer computation
cores, and low clock speeds. Their work considered the
ESP32 MCU as an example. In this work, ESP32 MCUs,
widely known in IoT development frameworks, are
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leveraged as resource-constrained devices with a dual-core
of 240 MHz MCU, 520 KB of SRAM, and 448 KB of
programmable ROM.

In a traditional Wi-Fi network, every single node, or device,
is connected directly to a single Access Point (AP) for
data transmission to the cloud. However, this requires every
device to be within a certain range to connect to the AP;
a disadvantage to the network when devices suffer from
limited coverage as in distributed IoT environments. One of
the widely adopted solutions is mesh networking for data
transmission, which is a local network topology such that
nodes link directly to as many other nodes as possible, and
collaborate with each other to effectively route data between
network nodes [11].

On another hand, according to the National Institute of
Standards and Technology (NIST) [12], resource-constrained
devices encounter challenges, such as inefficient comput-
ing performance and computational complexity that are not
incurred by conventional cryptography in computer envi-
ronments. Fig. 1 summarizes various challenges from the
device and network perspectives in terms of device computa-
tional power capabilities, connection coverage, and security
schemes compatibility.
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FIGURE 1. Challenges encountered in secure and interconnected loT
devices.

Attribute Based Encryption (ABE) has been designed as a
reliable solution offering expressive and flexible fine-grained
access control based on attributes to identify each authorized
user [13]. There are two major types of ABE schemes that are
widely investigated, and still under continuous development.

The first is the Cipher-text Policy Attribute Based Encryp-
tion (CPABE) [14], in which an encrypted cipher-text is asso-
ciated with an access policy that should be satisfied by a set of
attributes associated within the private key of the decrypting
entity. The second type is the Key-Policy Attribute Based
Encryption (KPABE) [15], in which a decrypting entity can
successfully decrypt data when the access policy embedded
in its private key is satisfied by the set of attributes associated
with the cipher-text. In both ways, the access policy is needed
to be satisfied by a set of intrinsic attributes for successful data
recovery.

Tan et al. [16] compared between CPABE and KPABE
schemes in terms of encryption efficiency, employment of
attribute and access policy, access control, and hardware
deployment. They concluded that KPABE is more promising
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for resource-constrained devices, as encryption associated
with attributes performed on these devices is of less compu-
tational power when compared against encryption associated
with an access policy. Therefore, KPABE provides efficient
and lightweight security in IoT.

In conjunction, Elliptic Curve Cryptography (ECC) is
widely known for computationally efficient implementations,
as it produces much smaller key bit sizes when compared
to other cryptosystems, such as Rivest-Shamir—Adleman
(RSA) at the same security level. The arithmetic definition
of an elliptic curve E defined over a finite prime field Fp is
given by satisfying the equation y> = x> + ax + b, where
4a® 4 27b% # 0, and determined by a set of domain param-
eters that are common between the involved communicating
parties. Although the performance is not affected by key size,
key size can be costly when it comes to storing security
keys [17].

The KPABE security scheme has been originally devised
by Goyal et al. [15], however, it was not applied to mesh com-
munication networks, which are defined as wireless devices
organized in a mesh topology. In this article, a practical
solution is proposed for resource-constrained devices that
collect, transmit, and receive data in IoT-based applications.
Explicitly, the main contributions of this article are:

o Effectively deploying an integrated system of a
self-organizing and cooperative mesh network with
lightweight and no-pairing ECC-based KPABE security
scheme.

« Developing an integrated, full architecture specifically
for resource-constrained IoT devices for distributed
areas. This is a novel contribution compared to other
works that implement the cybersecurity scheme on a
single/standalone device, rather than a complete system
as in a multi-device mesh network.

« Presenting an ambitious case study in a school build-
ing, in which the proposed mesh network inte-
grated with the KPABE architecture are deployed for
resource-constrained devices.

« Benchmarking the proposed system from a communica-
tions, security, and performance standpoints in contrast
to state-of-the-art.

The remainder of this article is organized into six sec-
tions: Section II presents related work, Section III describes
the proposed mesh communication architecture, Section IV
describes the proposed ECC-based and no-pairing KPABE
security architecture, and Section V presents a case study
of Qatar Greener Schools scenario, in which the pro-
posed mesh and security architectures are integrated and
deployed. Section VI discusses the implementation results,
and Section VII concludes the paper.

Il. RELATED WORK

To facilitate continuous connection and exchanging content
data, Sudarsono and Nakanishi [18] have deployed wireless
Delay Tolerant Networks (DTNs) that are secured based on
ABE. In this work, rather than focusing on the security of
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content data as in existing ABE schemes, the ABE-based
security of routing messages, which are important to update
the routing table of all nodes in the DTN, is addressed.
Routing messages are authenticated using Advanced
Encryption Standard (AES). Nevertheless, this work has been
implemented in laptop PCs environment, and not on resource-
constrained devices.

Another work by Kang et al. [1] introduces VANETS in
a security architecture addressing confidentiality, authenti-
cation, and access control for specific vehicles. In vehicu-
lar communication, messages are authenticated by adopting
Identity-Based Signature (IBS), and messages confidentiality
is preserved by deploying the CPABE scheme.

Rao and Dutta [2] have also targeted an ABE scheme in
VANETS for vehicular communications, and addressed the
problem of large cipher-text size that leads to large commu-
nication overhead. Reducing communication overhead was
approached by adopting Disjunctive Normal Form (DNF)
for the access policy. In doing so, the length of cipher-text
is directly proportional against the number of conjunctions
instead of the number of attributes. In addition, during the
encryption and decryption operations, the number of pairings
remains constant.

Xia et al. [3] have implemented CPABE to secure vehi-
cles in VANETSs, which communicate in vehicular ad-hoc
networks. However, to maintain efficient privacy preservation
in resource-constrained units in VANETS, the work proposes
a CPABE delegation scheme. In this scheme, the decryption
operation is delegated to another unit of higher computational
capabilities in order to enhance efficiency, and most of the
computation is carried by the nearest Road Side Units (RSUs)
without jeopardizing confidentiality of data.

Kwon et al. [19] have specifically addressed
man-in-the-middle and replay attacks that occur due to
vulnerabilities in existing mobile multi-hop networks. The
work introduced a novel Device-to-Device (D2D) authenti-
cation protocol exploiting the CPABE scheme. In different
mobile multi-hop network scenarios, the involved entities (or
member nodes) in the network are enabled to authenticate
each other and pre-share initial secret keys in a scalable
environment. The proposed work has mainly targeted mobile
devices, such as smartphones and tablet PC.

Seo et al. [20] have targeted home automation only oper-
ated in ZigBee networking, and applied CPABE on the
ZigBee technology. Wang and Chu [21], on the other hand,
have applied CPABE in Personal Health Record (PHR)
systems, where Linear Secret-Sharing Schemes (LSSS) is
adopted to support monotonic access structure. The work is
mainly based on a mediated-CPABE system, in which a semi-
trusted mediator is assigned to carry heavy computations that
cannot be performed on the mobile devices.

Ponomarev [11] has introduced a service mesh network-
ing, in which ABE methods are applied for highly dynamic
environments. Several related factors are addressed, such
as complex key management and fine-grained access con-
trol, however, the solution presents an abstract model that
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does not address computational capabilities. Another solution
proposed by Huda et al. [22] has introduced CPABE with
authentication. However, the work has been implemented on
two laptop PCs (one for encryption, and the other for decryp-
tion). The two laptops were communicating with each other
wirelessly, but without adopting any Ad-hoc-based commu-
nication topology.

ECC has been adopted in the work of Chatterjee and
Das [23] along with the ABE scheme for real-time access in
hierarchical wireless networks. The proposed solution claims
invulnerability against several types of attacks. The security
scheme was simulated using the AVISPA tool for validation.

The work of Yao et al. [24] was one of the first contribu-
tions to address a KPABE scheme with no-pairing ECC to
adhere to resource-constrained IoT environments. This was
approached by placing point scalar multiplications instead of
the expensive bilinear pairings in ECC. A later enhancement
of Yao et al.’s [24] work was proposed by Tan et al. [25] that
addresses a security vulnerability in one type of attack.

Overall, previous work in [1]-[3], [11], and [19]-[24] have
widely discussed different variations of ABE schemes; how-
ever, they have not addressed both mesh network commu-
nications and ABE schemes for lightweight implementation
on resource-constrained IoT devices. Similarly, other works
that deployed ABE schemes for lightweight security in IoT
environments are Touati et al. [7], Oualha and Nguyen [26],
Girgenti et al. [8], and Ali et al. [27]. However, none of these
schemes or the aforementioned works have addressed the
topology and architecture of ad-hoc mesh communication,
in which ABE schemes are applied for IoT environments.

Combining the three factors altogether, i.e., a collaborative
and self-forming mesh communication with an ABE scheme
performed on resource-constrained devices, is the main focus
of this paper. Unlike implementing the cybersecurity scheme
on a single/standalone device as in related works, this work
proposes an implementation on an integrated system as a
multi-device mesh network for distributed areas. This com-
bination enables the deployment of a wide range of practi-
cal IoT applications adopting cutting-edge technologies in
communication and security. Table 1 presents a summary and
commentary on the reviewed related work.

IIl. PROPOSED MESH NETWORK ARCHITECTURE

A. OVERVIEW

As described earlier, it is aimed to solve cyber-security chal-
lenges related to wireless communication between resource-
constrained devices by creating a secure mesh network that
uses Attribute-Based Encryption as an encryption scheme.
Consequently, in a wireless IoT network, every physical loca-
tion is equipped with sensing units that need to communicate
with each other and with the router.

On that account, the sensors in an IoT network can
be interconnected through a mesh network. Hence, every
sensing unit, referred to as the device, can route its data
and its neighbor’s data to another device in intermediate
paths, or wireless multi-hops, to eventually reach the sink,
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TABLE 1. A summary of related work.

Work Type of ABE Networking Used Nature of Hardware Commentary
Kang et al. [1] CPABE VANETSs Vehicles Devices (VANETS) not specified as resource-
constrained devices.
Rao and Dutta Generic VANETs Vehicles Devices (VANETS) not specified as resource-
[2] constrained devices.
Xia et al. [3] CPABE VANETs Vehicles Devices (VANETS) not specified as resource-
constrained devices.
Touati et al. [7] CPABE N/A Resource-Constrained Devices No IoT-based communication (e.g., Ad-Hoc
network) has been used.
Girgenti et al. [8] GPSW-KPABE, N/A Resource-Constrained Devices No IoT-based communication (e.g., Ad-Hoc
BSW-CPABE, and network) has been used.
YCT-KPABE
Ponomarev [11] Generic Mesh N/A (abstract model) Only abstract model is presented without
implementation. Resource-constrained
devices not specified.
Sudarsono and Generic Delay Tolerant N/A Resource-constrained devices not specified.
Nakanishi [18] Networks (DTNs)
Kwon at al. [19] CPABE Device-to-Device Smartphones and tablets Adopts peer-peer communication, but not
(D2D) mesh network functionality.
Seo et al. [20] Generic ZigBee mesh ZigBee devices Only compatible with resource-constrained
networks ZigBee devices and protocol.
Wang and Chu Mediated-CPABE Generic Personal Health Record (PHR) Implemented on computers and not resource-
[21] (mCPABE) systems (computers) constrained devices. Lacks mesh network
functionality.
Huda et al. [22] CPABE with HMAC  Wireless Network ~ Laptop Computers No Ad-Hoc based communication has been
used.
Chatterjee and Generic Wireless Network ~ Resource-Constrained Devices Invulnerability against several types of
Das [23] attacks, simulated with AVISPA.
Yao et al. [24] KPABE with No- N/A Resource-Constrained Devices Foundational work for resource-constrained
Pairing ECC ABE implementation.
Oualha and CPABE N/A Resource-Constrained Devices No IoT-based communication (e.g., Ad-Hoc
Nguyen [26] network) has been used.
Ali et al. [27] Lightweight N/A Mixture of unlimited storage and ~ No IoT-based communication (e.g., Ad-Hoc
Revocable computational resources for network) has been used. Moreover, not all
Hierarchical ABE expensive computations, and computational operations are performed by
(LW-RHABE) recourse-constrained IoT devices  the resource-constrained IoT devices.
This work KPABE with No- WiFi Mesh Resource-Constrained Devices A lightweight KPABE-enabled mesh
Pairing ECC Network (ESP32) networking on resource-constrained devices.

referred to as the root node or the destination. The mesh
network creates self-forming downstream hierarchal connec-
tion layers joining all available authorized devices. The mesh
network has been implemented successfully on ESP32 [29]
devices. An Ad-Hoc mesh network is considered as one of the
state-of-the-art communication technologies for scalable IoT
architectures. An overview of the adopted mesh networking
topology presented from its hierarchal topology structure
and compatibility with the KPABE security scheme through
serialization follows below.

B. TREE TOPOLOGY AND NODE TYPES

The root node acts as the sink that communicates with the
wider wireless network. In cases where some of the devices
are within the rage of the root node, they still can com-
municate with it directly and avoid a hop, unlike devices
that are out of its range and still need to rout through the
wireless hops.

In the proposed implementation, the mesh network creates
self-forming downstream hierarchal connection layers join-
ing all available authorized devices as presented in Fig. 2.
Data are aggregated to the root node, of which in return,
transmits collected data to the cloud.

The deployed mesh communication architecture is based
on the ESP-MESH [29] in the ESP-IDF following the
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FIGURE 2. Adopted mesh networking topology.

hierarchal structure presented in Fig. 2. ESP-MESH itself is a
networking protocol built based on the Wi-Fi protocol. Under
an application layer protocol, such as HTTP, MQTT, and
JSON, data can be encoded [29]. In this work, the HTTP
application layer protocol is used. Authorized devices within
one zone share a common MESH network name (SSID)
and password that identify the zone’s MESH network from
another. The root node of the MESH network can be auto-
matically selected based on its signal strength, or the user,
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despite of its signal strength, can manually set it as the fixed
network’s root node.

C. SERIALIZATION AND DESERIALIZATION

To make this scenario applicable for [oT communications, all
communications must be prepared to go through the KPABE
scheme. All data and metadata must be converted into a suit-
able format to prepare data for transmission over the network.
This process is called serialization [30].

Serializing KPABE objects (to be described in Section IV)
involves the following components: the ciphered message,
the decryption key, the encryption parameters (Cw), and the
private key. To serialize basic data types, such as characters,
integers, or floats, the format is converted into its binary form.
This can be done readily for the above data types, notwith-
standing, converting a complex data type, such as components
of the list above, can be quite challenging. Therefore, a serial-
izer for KPABE tailored for constrained devices (e.g., ESP32)
has been developed. The serializer comprises a multi-stage
binarizer that breaks down each component into its low-level
counterparts. Following, the low-level counterparts are con-
verted into a simple container data type (e.g., a character
vector), which can be easily transmitted. After binarizing all
components, an aggregator combines all of them into a single,
large character vector that can be transmitted in one shot.

After the serialization is successfully transmitted over the
network, the corresponding entity receives the data object.
To convert it back into the components mentioned in the
list, a deserializer is required. In conjunction with the pro-
posed serializer, a deserializer has been developed to convert
the serialized components back into their respective data
types. The deserializer is composed of a disaggregator and
a multi-stage debinarizer.

To deserialize the received data object, the character vector
is disaggregated into the character vectors corresponding to
each component. After that, the vectors are further deserial-
ized into their original complex objects with the use of special
debinarization functions.

IV. IMPLEMENTED ECC-BASED AND NO-PAIRING KPABE
SECURITY ARCHITECTURE
The implementation of the KPABE scheme is based on
Yao et al. [24] proposal, in which the computationally expen-
sive bilinear operations are replaced by one point-scalar
multiplication for each attribute in the encryption process,
and another point-scalar multiplication for each leaf in the
access policy. Moreover, the enhancements introduced by
Tan et al. [25] are reflected in this architecture in a future
work. Therefore, the scheme provides a no-pairing crypto-
graphic solution. A previous work [31] has been presented
assessing the scheme’s performance in terms of execution
time with increasing number of attributes.

As depicted in Fig. 3, the security architecture of the
enabled scenario is described.

First, the Private Key Generator (PKG) generates a Pub-
lic Key (PK) that is public to all member entities, and the
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FIGURE 3. The proposed security architecture in the loT enabled scenario.

Master Key (MK) that is private only to itself. Based on the
KPABE scheme, it then generates a Decryption Key (DK) for
each member entity based on its unique attributes associated
with the access policy, and sends the DK to the correspond-
ing entity. The PKG uses the key generation function, i.e.,
KeyGen(), to generate the corresponding DKs, and uses a
manually stored MK to avoid exploitation. Until this point,
these processes are done in the pre-installation phase, where
the entities are offline and not connected in a mesh network,
nor connected with the cloud server. The architecture shown
in Fig. 3 is illustrated in an end-to-end fashion focusing on
the type of entity (i.e., sensor, actuator, TTP), rather than the
type of network (i.e., mesh network).

In the operational phase, all entities are alive, and start
self-forming a mesh network to collect data. The architec-
ture includes (a) a Trusted Third Party (TTP), or sink, that
aggregates data from the sensors and transfers it to the cloud
server. It also passes control commands from the cloud server
back to the sensors. Therefore, it both encrypts and decrypts
sensor data; (b) sensors, which are encryptors of their sensing
data; (c) actuators, which are decryptors of control commands
they receive from the TTP; and sensors/actuators, which have
the functionalities of both (b) and (c).

A common distinction can be made between sensors, actu-
ators, and sensors/actuators. Sensors only transmit data to
the TTP and do not receive any communication from this
specific entity. On contrary, actuators only receive com-
mands from the TTP. The sensor/actuator, however, can both
send to and receive from the TTP. Sensors are expected
to collect real-time simple numeric data (e.g., temperature,
humidity, presence, energy consumption, etc.), while actu-
ators receive commands in the form of simple strings or
numbers.

The TTP communicates with the assigned cloud server
(i.e., EmonCMS) the aggregated data for further analysis and
monitoring. EmonCMS is a powerful open-source platform
for processing and logging energy, and other environmental
data [32]. It is also connected to a mobile application and
web portal for analyzing and visualizing the stored data.
The cloud employs a secure firewall in order to protect data
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against different attacks. It also encrypts all stored data for
further protection. It is considered as a backup endpoint for
the data. Besides, the TTP (i.e., the sink) can be a single-board
computer (e.g., a Raspberry Pi) that has the ability to com-
municate with entities through a secure channel. It also can
be a personal computer, or a server depending on the scale of
deployment and complexity of data.

A. PRE-INSTALLATION PHASE

In this phase, the following algorithms are executed offline;
when the mesh network is not established yet. By the end of
this phase, each device is equipped with the needed encryp-
tion and/or decryption keys, and is ready for installation in
the enabled scenario.

1) SETUP — {PK, MK}

The setup function, i.e., Setup(), is performed by the PKG
initializing the algorithm. It randomly generates the Public
Key (PK) and Master Key (MK) from a security parameter.
PK is publicly known by all entities, and is used for encryp-
tion purposes throughout the architecture, whereas the MK is
kept secret to the PKG only.

2) KEYGEN(z, MK) — {DK}

The key generation function, i.e., KeyGen(), is performed by
the PKG. It takes MK and the access policy 7 as inputs,
and produces the Decryption Key (DK). The access policy
is associated with the unique attributes related to each entity.

B. OPERATIONAL PHASE

In this phase, sensors start collecting electric energy con-
sumption and environmental data in each physical location
to be aggregated in the TTP, the sink, and eventually trans-
mitted to the cloud server. Based on the type of these entities
(sensor, sensor/actuator, actuator, TTP), the below algorithms
are executed.

1) ENCRYPT(M, W, PK) — {CT}

The encryption function, i.e., Encrypt(), is performed by sen-
sors, sensors/actuators, and the TTP. PK is used for encrypt-
ing a message M that is associated with a set of attributes w
intrinsic to the encrypting entity. A cipher-text CT is pro-
duced carrying the attributes to be validated across the access
policy t.

2) DECRYPT(DK, CT) — {M OR 1}
The decryption function, i.e., Decrypt(), is performed by actu-
ators, sensors/actuators, and the TTP. It uses the private DK
to decrypt CT that contains attributes w for the corresponding
user. If w satisfies the access policy contained in the DK, the
message is successfully decrypted, otherwise, a null message
L is returned.

The security architecture’s algorithms are illustrated in the
sequence chart of Fig. 4 correspondingly.
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V. CASE STUDY: QATAR GREENER SCHOOLS ENABLED
SCENARIO

The mesh network integrated with the KAPBE scheme inves-
tigated above are applied in an enabled scenario of a school
building as an initiative for targeting energy efficiency and
eco-friendly electrical consumption as described below.

A. ZONE-DISTRIBUTED MESH NETWORKS

The wireless sensor network inside the school is divided with
respect to different physical zones, in which each physical
zone consists of several physical locations (e.g., classrooms,
stores, laboratories, etc.). Each physical location in a local
zone incubates two types of IoT devices: the environmental
sensing unit, and the smart power plug unit.

The first produces sensing data related to temperature,
humidity, presence status, and light intensity, whereas the sec-
ond produces data related to the electric power consumption
of appliances/switch boards connected to the plug. All IoT
devices are based on the ESP32 MCU [28]. The design and
implementation of the addressed IoT devices were introduced
in an earlier work [33]. Each zone has a TTP device, called the
sink, that aggregates all data collected from the IoT devices
in different locations of the zone, and transmits them to the
cloud server.

The aforementioned description is illustrated in Fig. 5,
in which one of the school building’s zone is structured to
constitute the security and communication topologies. Apply-
ing the previously described mesh network in Section III,
the IoT devices form a mesh network, in which data are sent
via a multi-hop pathway, and received by the sink securely.
The corresponding security architecture algorithms is previ-
ously illustrated in the sequence chart of Fig. 4.

Similarly, control commands delivered by the sink under-
take the multi-hop mesh network to reach a destined IoT
device for fulfillment. Control commands are originated from
either a mobile application, or EmonCMS, and then are sent
to the sink for delivery. Each zone has its own mesh network
of IoT devices, and each mesh network is identified by a
network name and password that distinguish each mesh net-
work from another. The IoT device that joins a certain mesh
network acquires these access credentials.

B. DEFINITIONS OF ENCRYPTION ATTRIBUTES AND
ACCESS PoLICY

In this section, the encryption and decryption processes
are described in detail with respect to the addressed
enabled scenario. As described in Section IV, DKs are
installed offline into the IoT devices as well as the TTP
to carry secure data transmission. TTP needs a DK to
decrypt sensor data aggregated from sensors and sen-
sors/actuators, whereas actuators and sensors/actuators need
DKs to decrypt control commands delivered by the TTP.
Intrinsic attributes of an encrypting entity, A, are associ-
ated within the encryption process, and they are defined as
follows.
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FIGURE 5. Elements of the security and communication topologies
constituting one of the school building’s zones.

1) UPSTREAM DIRECTION OF DATA TRANSMISSION

Set of intrinsic attributes A at an encrypting IoT device:
A={Device ID, Zone ID, School ID}. By default, each
ESP32 MCU has its own intrinsic Device ID number that
distinguishes it from any other Device ID number in the same
zone of Zone ID in school of School ID. As there are N
number of member IoT devices in a local zone, the TTP,
adecryptor, checks first if the device is an authorized member.
The Device, Zone, and School IDs are assigned offline in the
Pre-installation Phase.

Set of leaves in the access policy t at TTP: leaves are a
set of qualities possessed by the encrypting entity that should
be satisfied by the access structure in the Operational Phase
upon decryption. If one of the Device IDs is satisfied to be a
member of the mesh network with the required local Zone ID
and school ID, data can be decrypted successfully. The access
tree is designed as in Fig. 6.

2) DOWNSTREAM DIRECTION OF DATA TRANSMISSION

Set of intrinsic attributes A at the TTP for encryption:

A={TTP ID, Zone ID, School ID}. The TTP, Zone, and

School IDs are assigned offline in the Pre-installation Phase.
Set of leaves in the access policy T at a decrypting IoT

device: actuators and sensors/actuators can only decrypt con-
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Device Device Device
D1 ID2 IDN

FIGURE 6. Access tree design embedded within the decryption key of the
TTP for decrypting data coming from IoT devices.

trol commands received from the TTP, or the sink. The qual-
ities possessed by the sink should comply with the access
policy for successful decryption in the Operational Phase.
The access tree is designed as in Fig. 7. Note that, in this case,
the access tree is much simpler when compared to the access
tree in Section V.B.1). This enables the IoT device to con-
sume less time in the decryption process, whereas the access
policy is considered convenient for the TTP, as it is not occu-
pied with other tasks related to data collection or multi-hop
networking.

VI. RESULTS AND DISCUSSION
A. EXPERIMENTAL SETUP
In this implementation, a sample setup was deployed at Qatar
University. The setup included a PKG bundled with a TTP
along with a set of sensors and actuators. Simulated data
are used for both the sensors and actuators. The simulated
data include numbers and string messages, which are merely
used for the experiment’s purpose following an access policy
described later in this section.

The proposed architecture uses the ESP32, a dual-core
240 MHz MCU, 520 KB of SRAM, and 448 KB of
programmable ROM equipped with Wi-Fi and Bluetooth
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FIGURE 7. Access tree design embedded within the decryption key of an
actuator for decrypting control commands coming from the TTP.

networking that supports a broad variety of IoT applica-
tions, and ensures ultra-low power consumption. Alterna-
tively, other boards can be employed for this application,
although, the ESP32 supports a well-documented architecture
for mesh networking, namely ESP-MESH [29]. The KPABE
implementation, conversely, can be compiled for various
Arduino-compatible boards with WiFi connectivity features.
Also, our custom serializer/deserializer can run on any MCU
that supports C++ programming.

The goal of this section is to evaluate the current imple-
mentation the proposed solution in terms of mesh network
performance, KPABE performance, along with the serial-
ization/deserialization component. For the mesh network,
we are evaluating the network build time, network heal-
ing time, and per-hop latency. For the proposed KPABE
implementation, the setup time, encryption, and decryption
latencies are benchmarked while varying the number of
encryption attributes between 3, 6, and 9. For the custom seri-
alizer/deserializer, the serialization and deserialization speeds
are calculated.

In this implementation, the following access policy has
been used for the TTP using the case study described in
Section V:

R = AND{OR{node ID}, zone ID, school ID},
where node ID is {1,2,3,4,5,6,7,8,9}; a set of the member IoT
devices of the mesh network, zone ID is 1, and school ID is 2.
The values are chosen arbitrarily for demonstration purposes.

An average of five tests is calculated for the above bench-
marking metrics. In addition, the tests are repeated for dif-
ferent encryption attribute configurations, i.e., three, six, and
nine parameters. This is carried out to observe the system’s
performance with respect to data complexity.

A laptop computer running Ubuntu 18.1 is used for upload-
ing the code onto the used ESP32 boards in addition to dis-
playing the output of each board via a serial monitor software
package. For the purpose of this study, three ESP32 boards are
used, where one of them was assigned as the root note, i.e., the
TTP. In this implementation, the root node is manually set as
the fixed root node to establish the mesh network for security
and deployment purposes, instead of being automatically
chosen in the network.

B. IMPLEMENTATION RESULTS AND DISCUSSION
The performance of the implemented mesh network is illus-
trated in Fig. 8. It is evident that the increase of attributes’
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number does not affect the performance. This can be
explained by the fact that the encryption attributes do not
directly influence the operation of the mesh network.

Mesh Network Perfomance per Number of Attributes
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FIGURE 8. Mesh network performance with changing encryption
attributes.

Moreover, KPABE performance is depicted in Fig. 9,
where the number of attributes is increased with respect to
the setup time, encryption time, and decryption time. Note
that key generation was omitted from the plot as it revealed
very low values (e.g., 0.1 ms).
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FIGURE 9. KPABE performance with changing encryption attributes.

As the visualization portrays, the parameters most affected
by increasing attributes are the setup and decryption opera-
tions. On the other hand, encryption and key generation are
less influenced by the attributes’ number.

It is worthy to mention that the most computationally
expensive task is the decryption, averaging at 1.382, 1.510,
and 1.984 s for three, six, and nine parameters, respec-
tively. Accompanied by the encryption and decryption pro-
cess, a serialization and deserialization process is taken place
to prepare data for transmission/reception at a given node
accordingly. The serializer/deserializer components achieved
extremely high performance, reaching as low as 2 ms for
both serialization and deserialization for varying number of
attributes.

The proposed work has been compared against previous
work as presented in Table 1. In the proposed implemen-
tation, the three key differentiators: a lightweight KPABE
scheme, mesh networking topology, and adaptation for
resource-constrained devices have been holistically com-
bined in one system.
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On the other hand, limitations of the current implementa-
tion include the limited nature of data, i.e., a simple string
used as the message, in addition to using only integers as
attributes. It is also worthy to mention that the implementa-
tion takes a maximum of 10 integer-based attributes due to
both hardware and software limitations.

C. SECURITY OVERVIEW

KPABE, on its own, is merely a theoretical architecture; how-
ever, to implement such a security scheme in real-life appli-
cations, proper integration with both a hardware platform
and a communications system is necessary. In this subsec-
tion, we shed light on important challenges in implementing
KPABE.

From a hardware perspective, ESP32 devices can be vul-
nerable to a number of cyber-security attacks including leaky
noise, fault injection, Zero Pairwise Master Key (PMK)
Installation, ESP Access Point (EAP) client crash, beacon
frame crash, forever hack, etc., [34]-[39]. Some of those
vulnerabilities can be mitigated with upgrading firmware,
disabling the Analog-Digital Conversion (ADC) input,
in addition to software specific solutions [34]-[39]. However,
from a KPABE point of view, a security vulnerability related
to the scheme is assessed with a proposed mitigation. Security
proofs will be expanded in a future publication.

Moreover, from a communications standpoint, developing
a KPABE implementation on a mesh networking architec-
ture involves a number of challenges. First, the ESP-MESH
architecture sends messages as a fixed-size string packet.
Hence, all of the KPABE variables are required to be consol-
idated into one large string via a custom serializer. Second,
when a message is received, the obtained string must be
deconstructed into all the corresponding KPABE variables
to ensure successful decryption. In terms of security, this
additional step of serializing/deserializing can be a vulner-
ability if an eavesdropper captures the mesh packet, which
can be exploited to find out the encrypted message. Thus,
an integrated mesh-KPABE workflow is needed to mitigate
the risk caused by transmitting a large string of data.

In the current configuration of the KPABE, the entity’s
secret key is specified over the access policy, and has no one-
to-one correspondence with any individual user. As a result,
a registered entity is able to ““share” its secret key and abuse
the privilege of access. This kind of misbehavior is called
a key abuse attack. Such vulnerability requires developing
an improved scheme, which is proposed by Yu et al. [40].
There, the modified KPABE scheme discloses the ID of any
illegal key distributor when any key abuse is discovered.
Specifically, each user ID bit is characterized as an attribute,
and the entity’s secret key is linked with their unique ID. The
tracing algorithm deceives the pirate device into decrypting
the cipher-text linked with the corresponding bits of their
ID. In comparison, it does not allow the hidden keys of the
pirate tool to be easily exposed. Such security modifications
to the KPABE scheme are considered in this work as future
work.
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VIi. CONCLUSION

This article addresses the integration of a communication and
security topologies that comply with resource-constrained
IoT devices. The work has introduced a case study in which a
practical enabled scenario of greener schools is presented for
the deployment of IoT sensing devices in a secure and cooper-
ative architecture. Compared to the state-of-the-art, this work
focuses especially on KPABE-enabled and mesh-networked
resource-constrained IoT devices for distributed areas. Unlike
other works that implement the cybersecurity scheme on a
single/standalone device, this work proposes a novel contri-
bution through an implementation on an integrated system as
a multi-device mesh network. Results show exemplary per-
formance in terms of mesh networking, KPABE performance,
and the proposed serializer/deserializer.

Future work is extended to include the improvements exe-
cuted on the no-pairing KPABE scheme following by deploy-
ing the system at a number of schools, where richer data are
securely communicated along with attributes that are more
expressive.
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