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Industry Internet of Things (IIoT) has become the most evolving area over the last few years. The number of IoT
devices connected in industry has sharply elevated but this surge has led to the vulnerability and data breach
such as if a malicious entry is made to the secure network, it will forfeit all the network resources. For this
purpose a full pledged secure authentication method is essential to safeguard IIoT network. There is a bulky list
of number of authentications protocols available to keep network safe with a variety of features so but it becomes
herculean task for network administrator to pick the strong and secure authentication method due to huge
number of criteria, conflicting objectives and availability of authentication protocols in industry environment. It
has become imperative to get the most rational authentication method in devices operating in IIoT. To address
this issue, a feature-oriented assessment framework is put forward to provide a ground for ranking and selection
of best authentication mechanism. This framework uses a mathematic approach known as Graph Theory Matrix
Approach (GTMA) and selects the best authentication method based on the number of features. These features
are related to authentication and covers almost every aspect of authentication method and are used as bench-
mark for selection purposes. This framework takes into account the most important features and helps in
selecting the best and most ideal features-oriented authentication method that can be employed in IIoT to keep
the integrity and security of connected devices and overall network infrastructure.

exposures and obsolete application invite many risks (T. Micro). Simi-
larly, physical access to controlling system known as industrial control

1. Introduction

IoT devices are covering almost every sphere of human’s life such as
healthcare, transportation, supply chain management, quality assur-
ance, energy management, retailing and agriculture (Boyes, Hallag,
Cunningham, & Watson, 2018; Chaudhary, Aujla, Garg, Kumar, &
Rodrigues, 2018; Suresh, Nandagopal, Raj, Neeba, & Lin, 2020). But,
still are some security challenges in the deployment of IoT devices. For
example the existing communication methods are not equipped with
security due to the conventional architecture of TCP/IP network
(Chaudhary et al., 2018). Similarly, the introduction of IoT devices
made significant revolution in the operating procedure, manufacturing,
quality enhancement and productivity of IIoT domain but still some
security issues must be taken into account before the deployment of IoT
devices. The effects of threats in IIoT can be more severe and jeopardized
due the sensitive nature of data and network. There are several other
security issues such as inadequate authentication practices, port
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system (ICS) or manufacturing bolt will not lead to products failure and
physical damage but can also risk human’s life. IoT device authentica-
tion, device identity validation and integrity of data have become
serious concern in the industries. Its impact becomes more lethal in case
of manufacturing industries like steel, petrol and chemical due to high
temperature and unstable chemicals where any leakage of data through
sending false commands to endpoints and cyber-attack can lead to the
disastrous situations. This disastrous situations include the loss of life,
causing injuries and even halting of the system. Improper and poor
authentication mechanism employed in the industrial environment will
create these problems (Thales).

There are multiple reasons for the unavailability of strong authen-
tication mechanism in manufacturing industries such as the communi-
cation protocols do not go under authentication process. For example
Modbus is one of the most commonly communication protocols used for
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as industrial automation solution lacks any kind of authentication. This
lack of authenticity leads to integrity issues in communication. Simi-
larly, the current equipments in manufacturing industries have been
installed ten to twenty (10 to 20) years back and they are not designed
with enough computation and security abilities like cryptographic
authentication in mind. The industries especially manufacturing require
low latency to complete all the operations of critical processes in real
time fashion. Sometimes, the manufacturing team and engineers feel
intimidating and becomes reluctant to implement such a security
methods of authentication that suffer from latency. Other security
concerns are related to number and nature of IoT devices deployed in
IIoT domain. As, a huge amount of data is sent to the cloud for decision
making from IoT or edge devices in IIoT environment. This data is used
by various applications and operating systems residing in these devices.
Attackers can compromise the security of network as the IoT devices are
not equipped with major security in mind and physical access to these
devices is more easily possible. Therefore, every device must be
authenticated before joining an IIoT network.

Aauthentication is a procedure through which a user or computer
will have to prove its identity to server or client (Donegan, 2019).
Hence, IoT devices or equipments are required to be authenticated prior
to connecting them to the network (Gatto; Sadeghi, Wachsmann, &
Waidner, 2015). This can be only achieved by selecting efficient and
robust authentication method or scheme. Over the last few years, many
authentication schemes have been introduced to provide a full-pledged
access control mechanisms to the IIoT network and preventing the
illegal to protect the network resources and infrastructure. The design of
the authentication scheme must be efficient and secure and error-prone
(Gollmann, 1996). The efficiency and security of authentication
schemes employed for IIoT devices can be characterized or measured by
the authentication features. In this context, the proposed features-
oriented evaluation framework is presented to check the design and
functionalities of different authentication schemes with respect to the
features. These features are used as benchmark in proposed evaluation
framework for selecting the best authentication approach that can be
employed for [oT devices in the industrial environment. These features
include session key agreement, password change, access control, confi-
dentiality, integrity, availability, scalability, known key secrecy, pri-
vacy, efficient wrong password, data freshness, secure functions etc. The
security features are not only important for any connectivity based
system but they are also known as building blocks of connected systems.
Similarly, the importance of these features can be judged by the fact that
the internet data security is defined by three major features known as
availability, privacy and integrity (Hamidi, 2019; Kanjee, Divi, & Liu,
2010).

The authentication features have significant role in evaluating the
authentication mechanisms employed in any IoT-based system. Due to
huge number of authentication protocols, conflicting criteria and huge
list of features supported by the schemes, it becomes a challenging task
for network administrator and developers to select the best choice of
security or authentication scheme for manufacturing industry. This is
due to the reason that the people working in industry environment have
less technical skills and knowledge about security deployment. Thus,
there is a strong need of designing an evaluation framework that can be
applied to evaluate the existing authentication solutions to provide
timely solutions to the authentication challenges. Therefore, we present
a proposed evaluation framework will enable them to get the best
authentication method based on their features for the security demands.
This proposed features-oriented evaluation framework is preliminarily
designed to assess and assign quantification score for ranking of the
authentication mechanisms by using Graph Theory Matrix (GTM)
approach that can be applied for authentication purposes in IIoT based
system. GTM approach is decision making and qualitative procedure
that makes decision based on decision variables. It can be applied for
analysis and evaluation due to its logical and systematic nature (Geetha
& Sekar, 2017). This model involves three major components such as
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graph representation, matrix building and permanent index represen-
tation. Digraph representation has advantage of visual analysis and
modelling. Matrix representation is also helpful in analysis and mathe-
matical modelling and computer processing (Attri, Dev, & Sharma,
2013). The proposed evaluation model produces the most promising
results and is applicable in IIoT environment to fulfil the security gaps.

1.1. Motivation

The major motivations behind the proposed research work are given
below as.

e We did not find any significant evaluation framework that is inten-

ded to provide solution towards the authentication issues in the in-

dustrial environment. A benchmark for assessment and ranking of
authentication schemes in industrial environment is imperative to be
introduced to strengthen the security of industrial applications.

The existing works in literature are more focusing on methods such

as AHP and TOPSIS techniques for the security assessment. There is

need of application of a new technique to provide a decision support
system or evaluation framework for assessment of authentication
schemes in IIoT.

e The IoT devices operating in industrial environment require a serious
security attention due to the existence of legacy technologies and
nature of data. The list of authentication schemes available need to
be thoroughly investigated before implementing them as authenti-
cation security solution. A resilient and ubiquitous authentication
method is imperative. The proposed framework provides an ideal
platform for implementing the most rational procedure/scheme for
authentication of IoT-based industrial system.

e The IoT network managers find it hard to get the most secure and
absolute authentication scheme due to the array of authentication
schemes available. Picking the right security solution without proper
knowledge and understanding become complex and daunting task.
There is need of assessment model in this domain to provide a
guideline to the network managers to tackle this situation.

e The features and functionalities of authentication schemes are
rapidly evolving so the need of feature based evaluation framework
will help the decision makers to select the right security option based
on the most essential security features in industrial field.

This draft is divided into four remaining sections such as the
contribution of proposed work in comparison to literature work is given
in in section (2). Section (3) is related to discussing the designing
benchmark and proposed evaluation framework procedure. Section (4)
describes the results and discussion of the proposed model. Section (5)
discusses the managerial implication of proposed work and finally sec-
tion (6) concludes this research by giving the final thoughts.

2. Contribution based on literature study

According to our literature study, we failed to identify any evalua-
tion framework that is intended for the evaluation and selection of right
secure authentication in industrial environment. Although, there exist
many works in other domains focusing on addressing the selection issues
related to authentication schemes. This is first attempt to present such an
evaluation framework for secure authentication in IIoT. We also failed to
find any evaluation framework based on same selected criteria features,
application methods and scenario in industrial environment. But, still
we are going to discuss and compare our proposed evaluation frame-
work with the similar works in other application areas. According to our
literature study, many evaluation models are using Analytic Hierarchy
Process (AHP), Technique for Order of Preference by Similarity to Ideal
Solution (TOPSIS), Analytic Network Process (ANP) method or DEMA-
TEL method for the purpose of evaluating the authentication schemes in
different areas. First, we are highlighting these studies then we will
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discuss the existing limitations in the proposed approaches. Finally, we
will compare the existing studies with our proposed features-oriented
evaluation model to provide reasonable solutions towards the existing
shortcomings in the literature work.

The work presented by Kumar (Kumar et al., 2020) is focused on
building evaluation framework based on using Fuzzy logic, AHP and
TOPSIS methods to address the usable security for web applications.
They focused on the usable security features for web based applications
evaluation. Similarly, the work presented by Kaur et al (Kaur, Singh, &
Kumar, 2018) work is similar to our study but it is targeted towards
detecting security breaches in social networks. They also used AHP-
TOPSIS selection techniques for assigning weights to the features.
Johnson et al (Johnson, Isaksson, Fiedler, & Wu, 2006) only applied
AHP method to build a decision making model to determine the
authentication level based on six (6) features such as threat level, re-
sources, position, content, throughput and user’s assessment based on
two (2) authentication alternatives. The study conducted by Zhang et al
(Zhang, Deng, Wei, & Deng, 2012) is also presenting a decision making
model to assess the security of E-commerce. They also applied the AHP
technique for evaluation and decision making. Mayer et al (Mayer,
Neumann, Storck, & Volkamer, 2016; Mayer, Neumann, & Volkamer,
2016) also put forward their decision making model based on using AHP
method for feasibility analysis. They adopted AHP method to the AC-
CESS (Authentication ChoiCE Support System) framework already sug-
gested by Renaud et al (Renaud, Volkamer, & Maguire, 2014). AHP
method along with the support of fuzzy set approach is also applied by
Liu et al (Liu, Wang, Peng, & Shyu, 2015) for the evaluation of biometric
technologies. They classified features into three main different cate-
gories such as technology assessment, biometric competence and bio-
metric key elements. Han et al (Han, Li, Huang, & Feng, 2018) also
developed an end-to-end security assessment framework based on
Software Defined Network (SDN) for the evaluating the security levels
for the CloudIoT offerings. AHP method is applied in the context of
decision making and ranking purposes. They used twenty three (23)
security feature as evaluation criteria in their proposed assessment
model. Sari et al (Sari, Ratnasari, & Prasetio, 2016) conducted a survey
based on a questionnaire to evaluate the authentication of smartphone
by focusing on the user preferences. They only performed descriptive
analysis. The major limitation of this work is that the quantitative
assessment is missing and they did not apply any decision making
method in their evaluation. Another similar study is also conducted by
Eliasson et al (Eliasson, Fiedler, & Jgrstad, 2009) to evaluate the
authentication schemes theoretically by conducting survey based on
questioning and answering technique. Park et al (Park & Shin, 2017)
conducted study that is using DEMATEL and Analytic Network Process
(ANP) methods for the evaluation. They have designed good criteria by
selecting the most pertinent security features but the proposed model is
built to take into account the generic security capabilities.

According to the literature, it has been observed that all the decision
support systems or evaluation models are based on applying the AHP or
TOPSIS approaches. But, these multi criteria decision making methods
as AHP and ANP are applicable only when the features are independent
of each other. Furthermore, according to the recent study conducted by
Munier et al (Munier & Hontoria, 2021), AHP method is not ideal for
complex projects, where the large number of criteria and sub-criteria are
involved. These methods are also failing to provide visualization among
the interrelationship of the features. It is also noticed that previously
similar proposed frameworks require a sensitivity analysis and
validation.

To address the limitations in the previously presented approaches or
models, we present an evaluation framework for secure authentication
in industrial environment. The proposed evaluation model is based on
multi-methods such as the feature extraction, analysis and categoriza-
tion is achieved by the Delphi method. This is first attempt to perform
the feature analysis based on a systematic approach. Our evaluation
criteria of features is focusing on sheer security aspects of IoT devices in
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industrial environment. It is covering the most essential and core fea-
tures related to the authentication security. For evaluation and decision
making GTM approach is adopted in IIoT field. Similarly, the proposed
framework is also verified and tested by Simple Additive method (SAW)
method and performance evaluation parameters like accuracy, precision
and recall after conducting a systematic field study. The existing models
are based on using traditional methods for authentication assessment
but the application of GTM approach is new concept for building a de-
cision making model and it is first attempt to apply it for the secure
authentication evaluation. Our proposed model also supports both hi-
erarchical and visualization among the attributes. It is based on math-
ematical and logical operation for analysing, evaluating and decision
making (Geetha & Sekar, 2017). Our proposed authentication evalua-
tion model is tested to check the effectiveness of the results and its
practicality is judged by a systematic case study scenario. We hope this
decision making model will be able to address all the decision making
issues related to the selection of most apposite authentication solution in
industrial environment for the decision makers, security designers, IIoT
managers and industrial organizations. The complete detail of our pro-
posed evaluation model in comparison to previously suggested ap-
proaches in terms of method, features and contribution is given in
Table 1.

3. Features-oriented evaluation framework

A features-oriented evaluation framework is presented to provide a
secure authentication solution based on the features collected from
literature. Features are used as benchmark for selection the authenti-
cation solution in IloT environment. The proposed framework completes
in two phases. In first phase, the features related to authentication are
identified and in second phase GTM approach is applied on features after
selecting the high ranked authentication alternative. The detail of
designing features based evaluation framework for secure authentica-
tion in industrial IoT based system is given below as.

3.1. Benchmarking

The proposed framework is based on building a criteria that can be
used as benchmark for selecting the strong authentication solution to
address the security issues in industrial environment. For this purpose,
features focusing upon identification and access control problems are
identified with intentions to allow only the legitimate devices in IIoT
network. The main reason of choosing the security features is as they
cover all aspects related to authentication. All features about authenti-
cations are collected from different sources. A comprehensive and rig-
ours literature review is conducted to identify and collection
authentication features for IoT devices. These features are the most
common as they are used by many authentication mechanisms. Initially,
97 features are identified from different sources then after removing
duplicates, only nine (9) features are selected for evaluation and deci-
sion making for different alternatives. The detail of all features selected
from literature study is given in Fig. 1. All features are discussed below
as.

e Mutual authentication (C;)
Mutual authentication is the procedure of verifying the identities of
two entities to each other in communication. A well-designed and
strong mutual authentication is imperative to avoid the man-in-the-
middle attacks in IIoT environment. Mutual authentication also
maintains data integrity and confidentiality. This feature is available
in a lot of literature (Deebak & Al-Turjman, 2020; Kumar, Lee, & Lee,
2012; Le, Khalid, Sankar, & Lee, 2011; Mehmood, Natgunanathan,
Xiang, Poston, & Zhang, 2018; Tahir, Sardaraz, Muhammad, & Saud
Khan, 2020; Verma & Bhardwaj, 2020).

e Non-repudiation (Cy)
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Table 1

Comparison of proposed evaluation framework with existing related models.
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Ref

Method/Approach

Evaluation Features

Contribution

Kumar (Kumar et al.,
2020)

Kaur et al (Kaur et al.,
2018)

Johnson et al (Johnson
et al., 2006)

Zhang et al (Zhang
et al., 2012)

Mayer et al (Mayer
et al., 2016; Mayer
et al., 2016)

Liu et al (Liu et al.,
2015)

Han et al (Han et al.,
2018)

Sari et al (Sari et al.,
2016)

Eliasson et al (Eliasson
et al., 2009)

Park et al (Park & Shin,
2017)

Mihajlov et al (
Mihajlov, Jerman-
Blazi¢, & Josimovski,
2011)

Sharma et al (Sharma &
Kaul, 2018)

Khan et al (Khan,
Atwater, &
Hengartner, 2014)

Forget et al (Forget,
Chiasson, & Biddle,
2015)

Alaca et al (Alaca,
Abdou, & Van
Qorschot, 2019)

Kora¢ et al (Kora¢ &
Simi¢, 2019)

Wiefling et al (Wiefling,
Patil, Diirmuth, &
Tacono, 2020)

Proposed work

Fuzzy logic AHP and TOPSIS
integrated method

AHP-TOPSIS approach

AHP technique

AHP and Dempster-Shafer (DS)
theory approach

AHP model for realization of ACCESS
model

Fuzzy AHP with set theory

AHP method

Survey based descriptive analysis

SWOT analysis method

Fuzzy DEMATEL and fuzzy AN

Conceptual framework

Hybrid Fuzzy AHP and TOPSIS

Comparative evaluation of implicit
authentication(IA) schemes

User-centred Feature authentication
framework

Framework for evaluating mimicry-
resistant

Fishbone model for multi factor
authentication

Evaluation model for risk-based
authentication methods

Features-oriented evaluation
framework using GTM approach
with the support of Delphi and SAW

Confidentiality, Authentication, Durability,
Accountability, Integrity, Recognisability,
Operationability etc.

Textual features Content-specific Non-textual
features, Content-free features

Threat level, Resources, Position, Content,
Throughput and User’s assessment

Technical features, environmental features and
managerial security features

Risk mitigation, Quality in use, User context and
Business context

Technology assessment, Biometric competence and
Biometric key elements

Secure booting, Firewall and IPS, Device hardware
physical security, Authentication,

Security and Convenience

Security, User-friendliness, Simplicity, Usability,
Awareness and Algorithm

Authentication, Integrity, Availability,
Confidentiality, Access control, Trust, Auditing,
Privacy, Non-repudiation, Replay attack, Anonymity,
Privacy, and Fault tolerance

Secrecy, Abundance, Revelation, Privacy and
Breakability

Vehicle Velocity, Social Contact, Integrity, Vehicle
Capability, Transmission Range, Direction, PDR, Past
CH duration history

Accuracy, training time, detection delay, processing
and memory complexity.

Persuasion, memory, input and output and
obfuscation

Usability, Deployability and Security

Security, usability, complexity, accessibility, privacy,
pricing and convenience.

Devices, Time, Perception (feelings), Authentication
duration

Mutual authentication, Non-repudiation, Key
agreement, Known attacks, Password change
Forward security, Scalability, Usability or user-
friendliness and Authorization

Authors addressed the usable-security of web
applications

Profile based technique of features selection for each
user in online social networking

They evaluated the authentication by selecting two
authentication alternatives

A model is presented to calculate the degree of security
of E-commerce

The major contribution to the realization of model
suggested (by Renaud et al) feasibility analysis to
understand about all the authentication alternatives
based on ranking.

This approach evaluates the biometric technologies
based on multi criteria

Authors developed and end-to-end security assessment
framework based on Software Defined Network (SDN)
for the evaluating the security level for the CloudloT
offering

This study conducted a survey to know about the
authentication methods based on user’s preferences.
Evaluating authentication schemes in IP Multimedia
Subsystem (IMS) by discussing their strengths,
weaknesses, opportunities and threats

An assessment model is presented for the security
assessment of IoT services.

Authors presented a theoretical framework to assess the
usable security in authentication schemes

The proposed work is intended to select the cluster
head in Vehicular Ad-hoc Network (VANET)

Authors evaluated six (6) IA authentication schemes
based on comparing evaluation parameters.

The proposed framework is applied to select the most
viable features for authentication schemes for different
applications.

The framework is intended to provide usability and
security properties related to web authentication
schemes.

This framework uses fuzzy methodology to evaluate the
multi factor authentications

This model evaluates the password based
authentication methods based on monitoring the extra
features.

The proposed framework evaluates the authentication
schemes based on authentication features by using
GTM approach in industrial domain. A feature analysis
is conducted by using Delphi approach.

It is process through which the sender confirms his/her identity
without denying its validity and authenticity. Non-repudiation is
related to authenticity that authenticity can be achieved without
non-repudiation but reverse is not true. It is the important property
as SSL and TCL protocols guarantee that client is talking to the server
but there is lack of session recording mechanism and authentication
has be the part of the mix but not overall of it (FInjan, 2017). It also
important feature based on our literature study (Deebak & Al-
Turjman, 2020; Kumar & Gandhi, 2020; Park & Shin, 2017; Shakil,
Zareen, Alam, & Jabin, 2020).
¢ Key agreement (Cg)

Key agreement is procedure in which two or more parties agree on
using same key for secure communication. It is used for achieving
implicit authentication. It allows parties to securely communicate
with each other. Key agreement is related with authentication in a
sense that modern authentication protocols such as authenticated
key agreement protocol (AKAP) (Kilciauskas, Butkus, & Sakalauskas,

2020) uses it for stronger security and sensitive data transmission.
Keywords, key size and number of rounds and session key are also
important considerations in key agreement (Kumar, Jangirala, &
Ahmad, 2018; Sree).

Known attacks (C4)

For any authentication scheme, it is necessary to know about the
attack and to avoid that authentication method or to make useless
the attack. If an authentication has known attack and not providing
any solution then the security will be compromised (Eliasson et al.,
2009). This feature is also used by different authors (Kumar et al.,
2012; Kumari et al., 2020).

Password change (Cs)

Password change becomes more important especially in password-
based authentication methods (Siddiqui, Abdullah, Khan, &
Alghamdi, 2014). The client should be able to change the old
credential in case of security breaches occur.
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e Forward security (Cg)
This feature is also known as forward secrecy and has become
important feature of specific key exchange and authentication pro-
tocols. The forward security in context of authentication that any
adversary or opponent who compromises the communication party
now should not be allowed to write a message that was at earlier time
(Boyd & Gellert, 2021). The latest authentication protocols and ap-
proaches are based on forward security (Saleem, Shamshad, Ahmed,
Ghaffar, & Mahmood, 2021; Yao, Wang, Gan, Lin, & Huang, 2021).
Scalability (Cy)
It is the ability of to produce the maximum number of key-block
parallel to the maximum amount of supported IoT devices (Fl
Mouaatamid, Lahmer, & Belkasmi, 2020). The modern approaches
or protocols related to authentication are emphasizing on scalability
and efficiency (Wu, Dai, & Wang, 2020; Xu, Zeng, Yang, & Shao,
2020).
Usability or user-friendliness (Cg)
Usability is defined as the ability of authentication scheme and how
it is acting. It is also important parameter in our selected list of
features. The usability of authentication scheme is measured by user-
friendliness, efficiency and effectiveness (Eliasson et al., 2009).
e Authorization (Co)
Authorization is related to determine the access of client access the
network resources or files. It is normally coupled with authentication
so server understands the identity of clients who are going to request
the access for particular data or network resources (Haghparast,
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Berehlia, Akbari, & Sayadi, 2020; Park & Shin, 2017; Tahir et al.,
2020).

3.2. Evaluation method

The proposed evaluation framework applies GTM approach for
evaluation, ranking and decision making based on the features. This
framework identifies the best authentication solution after the applica-
tion of mathematical procedure to produce the empirical proof. The
main idea is to remove the biasness and subjectivity. After finalizing the
list of features, we selected four Information Technology (IT) security
experts in the field of cyber security. They provided answers to the
questions related to the importance of features in authentication pro-
cedure. Delphi method is used to obtain the data related to the features
in designing criteria for selection of proper target authentication solu-
tion. It is the most appropriate method in selecting experts and collec-
tion of data related to particular study (Okoli & Pawlowski, 2004). The
stepwise detail of the application of Delphi method in context of our
research is given in Fig. 2. GTM method is applied after collection of data
related to features from cyber security experts.

There are three important steps involved in this method such as
digraph building, matrix creation and calculating permanent function
and index. This approach consists of the following phases after identi-
fying the criteria and alternatives (Geetha & Sekar, 2017; Geetha, 2016).
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Digraph model representation has proved to be useful in modelling
and analysing various kinds of systems in fields of science and tech-
nology. A digraph is also a graph but with directed edges. The nodes are
connected with each other through edges. A digraph is consisted of set of
nodes and edges.

Definition: A digraph is an ordered pairs of set “G” and it can be given
mathematically as:

=(V.E) )

“V” is set of vertices or nodes and “E” is set of edges or arcs. The set of
nodes and edges are given below mathematically as in equation (2).

V = {v;}wherei = 1,2, 3--- mandE = {E;} 2

ii. Matrix representation

The matrix representation of performance attributes digraph gives a
detailed picture of one-to-one representation. The matrix approach is
useful in analysing the digraph expeditiously to derive the system
function. A matrix called as performance attributes matrix (B) is defined,
which is M x M matrix and considers all of the attributes (Bi) and their
relative importance. Performance attributes matrix (B) is shown in Eq.
(3).

[Bi bin bizs bu bis big bz bz b
by By by by bys by by by by
by by By by by by by by by
by by byy By bis by by by by

B=|bsy bs; bs3 bsy Bs bsg bs; bsg bsg |- (3)
bet bey by be bes Bs bs beg  beo
by b by by bis by Br b by
byt by bgy by bgs by by By by

Lbot  boy bos bos bos bos by; bog By |

iii. Permanent function and permanent index

The permanent function is a standard matrix function and has ap-
plications in combinatorial mathematics. The procedure for calculating
permanent function is similar as finding its determinant but with posi-
tive signs. The positive signature of permutation will lead to no loss of
information and better appreciation. The mathematical form for calcu-
lating permanent of the matrix A is obtained by Eq. (4).

M M-1 M M M-2 M—1
Per(A)=[[Di+>_>" .+ Y (dydi) DuDDiD,D,D, DD+

i=1 i=1 j=i+1 M=T+1 i=1 j=i+1

M—1 m

-t Z (dijdjkdki+dikdkjdji)DkDIDmDnDo"'DtDm+
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The relative importance of attributes is helpful in finding the per-
formance index of attributes. For instance the relative importance (aj;)
can be assigned by using a scale ranging from 0 and 1. The value of aj; is
calculated by using Eq. (5). The detail of finding relative importance of
attributes is given in Table 2 (Geetha & Sekar, 2017).

1
a; =—orl —a; 5)

GTM approach starts from identifying attributes and alternatives,
followed by graph representation of attributes and then attributes are
represented in matrix form. Permanent index is calculated for ranking of
alternatives based on the attributes. The stepwise detail of GTM
approach for decision making and assessment in hierarchical fashion is
given visually in Fig. 3.

3.3. GTM approach application

GTM approach is applied as evaluation tool and decision making
option regarding the selection of best target solution for authentication
in IIoT based system. After the collecting data from the cyber security
experts and categorization of authentication features by using Delphi
method as previously discussed. The proposed evaluation framework is
composed of three major phases: In first phase, the features are provided
as input to the evaluation model. In second phase, the processing is done
by using mathematical calculations to find out permanent index of
features for the alternatives. In last phase, ranking is done after empir-
ical proofs and best alternative as target authentication solution selected
based on the values assigned to the features. The visual representation of
proposed evaluation framework based on the application of GTM
approach for assessment and ranking of target solution for authentica-
tion is given in Fig. 4. The complete detail of GTM is given below as.

i. Identifying features and alternatives

In first step of the proposed evaluation framework, the main focus is
to select attributes and alternatives. Data collected from security expert
panel is written against ten alternatives such as from A;....A1o. The al-
ternatives will be evaluated with respect to features related to authen-
tication in industrial IoT environment. Among the supposed
alternatives, only that alternative will be selected as suitable alternative

Z Z, 1+IZA I+IZI i +Z:,:H1 (di'dji) (dud)DyDyDo+++ - .D,D,,+
Z Z x+le 1+IZI 1 Z
M

(dijdjkdkldli + dildlkdkjdji) D, D,Dg----- .D,D,,

m
M=t+1

M2M-1 M M1 M m MAM-1 M M M
Z Z -+ d:/’djkdk}dﬁ+di1d[kdlgfdji)(d[mdml)DmDnDO"'Dsz Z Z Z -+ Z (d,,dkdwdzm mi
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Intermediate Result

Preparing
questionnaire

1. Delphi method

Security expert round 1

Security expert round 2

Fig. 2. Delphi method for feature and data collection.

of authentication, if it has the highest value among all the scoring values
of alternatives in light of designed criteria.

ii. Graph representation of authentication features

In this proposed framework, we have nine (9) features based criteria
and every parameter of criteria affects the authentication. The criteria
elements are also inter-dependent on each other and affect the perfor-
mance of each other as well. All the relationships of criteria elements are
represented in the shape of graph. The criteria is represented with the
nodes and their relationship is denoted by arcs or edges as shown in
Fig. 5.

iii. Matrix representation of features

The representation of digraph is very suitable for visual analysis but
is not for computer processing. Similarly, for large system then corre-
sponding graph also becomes complicated along with its visual under-
standability. Therefore, it is imperative to construct a representation
that is easily understandable, storing, retrieving and processing is done
in efficient manner by computer. The features and data collected from
cyber security experts related to authentication are given in decision
matrix of size 9 x 10. In this matrix the criteria consisted of nine (9)
authentication parameters are given in columns and 10 alternatives are

Table 2
Attributes relative importance.
Description of class Relative
importance
ajj QAji=1- Ajj
Two equally important attributes 0.5 05
One attribute (i) is slight important than other attribute(j) 0.6 0.4
Attribute (i) is strongly more important over the other(j) 0.7 0.3
Attribute (i) is very strongly more important over the other(j) 0.8 0.2
Attribute(i) is extremely important over the other(j) 09 0.1

Attribute(i) is exceptionally more important over the other(j) 1.0 0.0

selected for decision making based on the designed criteria. The results
obtained from cyber security experts based on assigning importance to
each criteria are divided among ten (10) alternatives as given below in
decision matrix.

C G G C G G G C G
A 6 8 7 7 3 7 5 6 8
A 7 6 8 6 4 5 4 4 8
A 6 6 7 5 5 6 7 6 17
Ay, 8 7 5 6 8 6 5 4 9
As 6 7 7 6 6 5 6 5 17
A, 5 5 6 7 5 7 4 8 6
A, 8 8 7 7 6 8 5 6 8
A; 6 8 6 4 4 5 6 7 5
A, 7 6 6 8 7 8 5 4 17

A 8 3 5 6 3 5 6 5 8]

iv. Normalizing decision matrix

The decision matrix is normalized for both beneficial and non-
beneficial criteria. All the values of decision matrix are beneficial
criteria it means higher values for the elements of this matrix is desired.
For beneficial and non-beneficial criteria the following equations are
used.

For beneficial criteria.

X;

X, = 6
T XTax ©)

For non-beneficial criteria.

Xij
= o 7
T XMin @

The decision matrix is normalized to avoid the element of subjec-
tivity and the detail of normalized decision matrix is given below as.
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C C G G
0.88 0.71 0.75 0.89 v. Determining permanent function for each alternative
0.63 0.57 0.50 0.89
075 1 075 078 The permanent function of each alternative is calculated by using
0.75 071 0.50 1 equation (2) and the relative importance among the criteria is obtained
82; 823 0‘163 823 by using equation (3). The detail of relative importance among the
L 071 075 089 criteria elements is given below as.
0.63 0.86 0.88 0.56
1 0.71 0.50 0.78
0.63 0.86 0.63 0.89 |
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Fig. 5. Features diagraph.

C G G C G G G G G
¢ 1 06 05 04 06 05 06 07 05
C, 04 1 05 07 05 05 04 08 04
C; 05 05 1 05 07 04 07 06 05
Cs 06 03 05 1 07 05 06 05 05
Cs 04 05 03 03 1 06 08 06 04
Cs 05 05 06 05 04 1 09 07 05
C; 04 06 03 04 02 01 1 06 02
Cg 03 02 04 05 04 03 04 1 02

1Cy 05 06 05 05 06 05 08 08 1

vi. Ranking alternatives and decision making

After determining the permanent matrix for all alternatives based on
the relative importance of features, the ranking is performed. The higher
values of permanent matrix will give the best solution and lower value
will be considered as worst solution. The permanent functions calcu-
lated for each alternative are given in Table 3.

A7 has higher values among the alternatives according to the scoring
values of Table 3. So, it is considered to be the most rational choice as a
target authenticaion solution based on identified authenticaon attri-
butes in IIoT enviroment.

4. Results and discussion

IoT devices operating in industrial environment require serious se-
curity attention due to the nature of data transmitted in the network.
Any illegal access to the network will jeopardize the entire network
resources. Therefore, a robust security mechanism for authentication
and identity management will be the key to keep the network safe. The
proposed evaluation framework helps in building a decision support
system related to security in IIoT environment. The quantitative results
obtained through this framework are quite helpful for decision makers
and industrial manager to employ the most ideal security option based
on their security needs. This framework evaluates the authentication
schemes based on the number of features pertinent to security. We have
selected nine (9) criteria for the evaluation of ten (10) authentication
alternatives by applying the GTM approach supported by Delphi method
for the taxonomy of features. This mathematical model selects the best
alternative of authentication after empirical assessment of quantitative
data. The weights assigned to the features in the criteria for highly
ranked authentication alternative are depicted in Fig. 6.

Obviously, the proposed evaluation framework selects the best
choice of authentication as the input values of the features of the
selected authentication alternative are highly desirable for any secure
authentication procedure. Simple Additive Weighting (SAW) method is

Computers & Industrial Engineering 168 (2022) 108119

applied to check the accuracy and consistency of the results that are
obtained through the proposed evaluation framework. This method
validates the results of our proposed evaluation by selecting the same
authentication alternatives and features based on applying a simple
procedure. As, there does not exist evaluation model in this domain,
therefore, it is important to know about that how our proposed approach
has accurately produced the required results. This method just verifies
that proposed mathematical model has produced the desirable results by
following a more sophisticated and advanced procedure for assessment
and ranking purpose. The detail of output obtained through SAW
approach in comparison to our proposed evaluation framework is given
in Table 4.

Comparison of both methods is depicted in Fig. 7. Similarly, same
input is given to the SAW method and it uses different mathematical
procedure steps to yield the same result as produced by the proposed
evaluation framework for the same number of features and alternatives.

This evaluation model is based on authentication features, so it is
also important to investigate the features selected in this study. We
conducted a field study to remove the biasness in the selection of fea-
tures. As the proposed evaluation framework takes into account the
authentication features. Therefore, the features selection process is also
evaluated by conducting a field study with expert’s panel. They evalu-
ated the framework for features and shared feedback about the features
evaluation framework. The relevancy, irrelevancy, recommended and
not-recommended features need to be identified. The performance and
effectiveness of proposed framework is evaluated for features based on
three metrics such as accuracy, precision and recall. This method is the
most effective for evaluation of features-based systems contextual sys-
tems and has been applied for assessment of features (Adomavicius &
Tuzhilin, 2011; Alsubaei, Abuhussein, Shandilya, & Shiva, 2019).
Following equations are used to calculate the evaluation parameters.

Accuracy = (a+d)/(a+b+c+d) ®
Precision = (a)/(a+Db) )
Recall = (a)/(a+c) (10)

In above equations, we used four (4) kind of variables for the clas-
sification that are given below as.

a: Shows the number of features used by proposed framework and
suggested by expert group

b: Number of features suggested only by proposed evaluation
framework

c: Number of features suggested by the expert’s group

d: Number of features not suggested by expert’s group nor by our
proposed framework

The feature classification in terms of recommended, not-
recommended, relevant and irrelevant is given in Table 5.

The results obtained after using the equations for accuracy, precision
and recall are given in Table 6. The proposed framework produces some

Table 3

Ranking alternatives.
S/No. Alternatives Values of Permanent matrix (Per()) Ranking
1 Ay 1028.04 4
2 Ay 856.1 9
3 Az 1021.16 5
4 Ay 1050.21 3
5 As 986.378 6
6 Ag 927.199 7
7 A, 1219.52 1
8 Ag 884.356 8
9 Aq 1055.59 2
10 Ao 829.295 10




Y. Ali and H. Ullah Khan

2

(=)}

W

N

W

[\S)

—

uCl uC2 mC3 C4

Computers & Industrial Engineering 168 (2022) 108119

uCs uCo6 uC7 mC8 uC9

Fig. 6. Feature score of selected authentication alternative.

promising quantitative outcomes. Hence, this framework can be used as
evaluation approach for secure authentication in industrial
environment.

5. Managerial implications

The proposed evaluation model has a good applicability to certain
extent and can be used effectively to determine the best security solution
for the business needs related to security in the industry. In industrial
environment, where the security demands are high, the proposed
framework will provide a good platform for the decision makers and
network engineers to select the right security choice based on their se-
curity requirements. The proposed methodology presents a mathemat-
ical procedure for evaluating the existing authentication schemes in
industrial environment and can be applied without any significant
overhead. It will enable the industry managers and decision makers to
make better decisions regarding the deployment of right authentication
scheme for IoT devices operating in industrial environment. This
framework is very useful for the uncertain situations due to complex and
multiple criteria for the selection of best authentication scheme in in-
dustrial environment.

This framework will also enable the managers to upgrade or enhance
the features of existing security solution. The confidentiality, availabil-
ity and integrity are the important security performance parameters and
this framework takes into account all the important security aspects of
IIoT based network. The major focus of the proposed framework is, it
evaluates the existing authentication schemes based on the features and
functionalities.

In Industrial environment, a strong security is indispensable as the
industry managers lack knowledge and experience related to the
installation of right authentication schemes in the IIoT network devices.
This framework will provide an insight about selecting the right most
security solution for the security demands of their network and IloT
devices.

The proposed evaluation framework is generic in nature, it will also
allow the industry network managers to check or evaluate the authen-
tication schemes and check granularity of security methods that are
currently employed in ICS devices, gateway and other network entry

points. There is no proper benchmark that can be used to select and rank
the authentication schemes based on criteria features. It will provide a
better security solution to diminish the cyber risks and IIoT attacks
surfaces to more extent.

This is very flexible framework as it gives the flexibility to add more
security features due to changing security challenges in the industrial
domain. The proposed framework provides information feedback and
knowledge about the existing authentication models by looking into the
features. It will help the security professional designers to identify the
right features and adopt in the authentication mechanism. Thus, the
proposed evaluation framework will help the designers to incorporate
the most essential features and implement the most reliable and suc-
cessful authentication schemes in the IloT.

The existing executives of industrial system pay a lot of money to
address the security concerns in the third party industrial IoT platforms.
The proposed evaluation framework will enable them to evaluate the
available authentication methods by saving time, money and energy. It
will enable them to adopt the right security solution for their organi-
zational needs.

As, the number of authentication schemes are exponentially
increasing in the market, so the right decision making and installation of
the most befitted authentication scheme can be time-consuming and
complex task. Hence, the proposed evaluation framework can be used to
address the selection issues related to authentication schemes. This
framework can be generalized for all kinds of authentication schemes
due to its versatile security nature and mathematical modelling tech-
nique. The proposed evaluation model is the most efficient and appli-
cable especially in industrial environment, where the manufacturing
companies can select the desired authentication mechanism based on
features and functionalities of their own choices.

6. Conclusion

Security has become a major factor for industry due to the number of
threats and vulnerabilities such as legacy devices, less powerful
authentication protocols and proliferation of IoT devices. Therefore, it is
indispensable to bring a strong authentication mechanism that can
address all the issues related to authentication. The proposed work is

Table 4

SAW method results.
Alt Ay Ay Az A4 As As Ay Ag Ay Ao
Ranking score (S;) 6.369 6.018 6.164 6.847 6.147 5.883 7.14 5.458 6.617 5.819
Ranking 4 7 5 2 6 8 1 10 3 9

10
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Fig. 7. Comparison of proposed work with SAW method for authentication performance.

Table 5
Recommendations classification.
Relevant Irrelevant
Recommended a c
Not recommended b d
Table 6
Recommendation evaluation parameters results.
Experts a b c d Accuracy Precision Recall
(%) (%) (%)
1 11 3 2 5 76 79 85
2 11 2 1 3 82 85 92
3 9 0 0 10 100 100 100
4 12 1 1 9 91 92 92
5 14 1 0 5 95 93 100
6 25 3 1 5 88 89 96
7 11 2 1 11 88 85 92
8 21 2 0 9 94 91 100
9 15 1 1 9 92 94 94
10 26 2 1 8 92 93 96
Average 90 90 95

presented to provide a full-pledged security system by using authenti-
cation features. This evaluation framework evaluates the IoT devices
from different authentication dimensions and finally selects the most
appropriate target authentication solution after mathematical procedure
of evaluation. This framework picks the most rational and suitable target
authentication solution to meet the existing authentication problems in
IIoT environment. The proposed evaluation framework uses GTM
approach for evaluation, ranking alternatives and decision making.
Features collected related to authentication are selected as benchmark
of assessment. Deplhi method is applied for categorization and collect-
ing data from cyber security expert’s panel. This is first type of evalu-
ation framework of its kind to address the prevailing issues in
authentication of IIoT devices.

Our future work is to include more features and to use advaced
evaluation approaches to provide more secure solution towards the
existing security issues in IIoT.
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