
Received 22 August 2023; revised 7 September 2023; accepted 13 September 2023. Date of publication 19 September 2023;
date of current version 30 November 2023.

Digital Object Identifier 10.1109/OJCOMS.2023.3316919

Secrecy Analysis of Directional mmWave UAV-Based
Links Under Hovering Fluctuations

SAUD ALTHUNIBAT 1,3 (Senior Member, IEEE), MOHAMMAD TAGHI DABIRI 2,
MAZEN O. HASNA 2 (Senior Member, IEEE), AND KHALID QARAQE 3 (Senior Member, IEEE)

1Department of Communications Engineering, Al-Hussein Bin Talal University, Ma’an 71111, Jordan

2Department of Electrical Engineering, Qatar University, Doha, Qatar

3Department of Electrical and Computer Engineering, Texas A&M University at Qatar, Doha, Qatar

CORRESPONDING AUTHOR: S. ALTHUNIBAT (e-mail: saud.althunibat@ahu.edu.jo)

This publication was made possible by NPRP14C-0909-210008 from the Qatar National Research Fund (a member of
The Qatar Foundation). The statements made herein are solely the responsibility of the author[s].

ABSTRACT Recent developments in Unmanned Aerial Vehicles (UAVs) technology have paved the
way to their utilization in different fields and applications. Among these applications, UAVs have been
widely investigated as a good candidate to serve as mobile base-stations that can provide prompt and
temporary coverage of wireless connectivity for specific areas. Recent studies that address different UAVs’
performance aspect lack of considering more practical channel models. Therefore, in this paper, based
on a recent three dimensional channel modeling of UAV-based links, the secrecy analysis is in detail
conducted for UAV-based links operating on the millimeter wave band. Specifically, the average channel
capacity, the average secrecy capacity and the probability of strictly positive secrecy capacity are all
investigated between two UAVs in the presence of another UAV-based eavesdropper. Our results include
closed form expressions of the addressed secrecy metrics along with simulation results that reveal the
impact of different operational parameters on the secrecy performance.

INDEX TERMS Secrecy capacity, secrecy analysis, unmanned aerial vehicles, millimeter wave, hovering
fluctuations, directional antennas.

I. INTRODUCTION

IN EMERGENCY cases, such as natural disasters and
military attacks, maintaining wireless connectivity is a

main concern for local authorities. This is mainly due
to the expected damage that might affect the terrestrial
communications infrastructure, which limits the situation
awareness and the rescue efforts that are essential in emer-
gency management. Therefore, it is of paramount importance
for local authorities to consider preparing a prompt, reli-
able and efficient spare network for such scenarios. To
this end, Unmanned Aerial Vehicles (UAVs) have been
widely proposed as an efficient solution to replace the
damaged infrastructure and provide the required wireless
connectivity [1], [2].
Compared to terrestrial systems, UAV-based communi-

cation systems are usually faster to deploy, more flexible
and more cost efficient [3], which makes them promising

candidate for emergency scenarios [4], [5]. The employment
and operation of UAV-based links are not trivial where
several challenges have been reported, which may impact
their achievable performance [6]. These challenges include
three dimensional UAV deployment, trajectory optimization,
channel modeling, performance analysis, and resource man-
agement [4]. Although these challenges are present in
traditional terrestrial systems, however, when dealing with
mobile aerial entities, such issues become more critical
and have a significant impact on the overall performance.
Therefore, recent literature has intensively addressed these
challenges. For instance, in [7], the characterization of the
air-to-ground channel is addressed focusing on delay spread,
path loss and multipath fading. In [8], the path loss is
modeled for high altitude air-to-ground link. The study
in [9] reveals that proper deployment of UAVs can lead
to improved channel quality as compared to ground base
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stations. Recently, 3D channel modeling for UAV-to-UAV
has been investigated for millimeter wave links in [10]
and for free space optical links in [11]. In both works,
the fluctuations of the UAVs have been considered due to
their impact on both the position and orientation of the link.
Differently, optimizing the mobility of multiple UAVs was
addressed in [12] considering data gathering from IoT nodes.
In [13], maximizing the coverage area by optimizing the
altitude of the UAV is investigated. Another set of works
have analyzed the different performance aspects of UAV-
based systems including coverage probability for ground
user served by multiple UAVs [14], outage probability and
error rate for a single UAV-based link [15], rate performance
of a single UAV [16], Signal-to-Noise Ratio (SNR) distri-
bution and capacity analysis for UAV-ground links [17],
throughput analysis for UAV-based relay in cellular
networks [18].
Aiming at complementing the research efforts in analyz-

ing performance of the UAV-based links, this work addresses
the secrecy analysis as one of the main performance aspects.
To the best of our knowledge, only few works have inves-
tigated the secrecy analysis in UAV-based links based on
practical channel modelling [19]. For example, in [20],
a UAV is utilized as a jammer to enhance the secrecy
capacity between two ground users. Likewise in [21], the
jamming signal generated from the UAV is utilized to pro-
tect the IoT ground users communicating with a hovering
UAV. In [22], the secrecy performance is analyzed for Re-
configurable Intelligent Surface (RIS)-aided communication
link in the presence of multiple eavesdropping UAVs. In [23],
the maximization of secure energy efficiency is investigated
for RIS-equipped UAV that is acting as a relay for ground
users. The maximization problem is solved by optimiz-
ing the trajectory, the phase shift of the RIS and transmit
power. Results in [24] reveal that an aerial eavesdropper
can be a serious threat for ground-ground link, where the
secrecy rate is shown to be very small. Considering a dif-
ferent setup in [25], the secrecy rate is investigated for the
link between a UAV and a ground receiver in the pres-
ence of a ground eavesdropper, where a joint trajectory
and transmit power optimization is conducted to maximize
the secrecy rate. Similarly in [26], the secrecy performance
is analyzed for the same setup considered in [25] except
that the UAV jitter is taken into account. More related
to our work, the secrecy analysis is investigated in [27]
for a UAV-UAV link considering the presence of multiple
eavesdropping UAVs. The locations of all UAVs (including
legitimate and eavesdroppers UAVs) are randomly distributed
according to stochastic geometry. Both secrecy outage prob-
ability and average secrecy capacity have been derived in
closed form expressions. However, the channels are modeled
considering only free space path loss model without taking
fading and shadowing into account. Such an assumption may
hold for the lower RF band, while it might be inapplica-
ble for higher bands such as Millimeter wave (mmWave)
band [28].

TABLE 1. The list of main notations.

Different from the aforementioned approaches, in this
paper, we consider a unique setup of the UAV-based link
where the transmitter, the receiver, and the eavesdropper are
aerial entities. Moreover, the channel model considered in
this paper takes into account the vibration of the UAVs and
its impact on the mmWave link adopted. Actually, the vibra-
tion of the UAV due to the mobility of its internal mechanical
parts or the wind impact will definitely affect the orienta-
tion of the UAV, which represents a serious challenge for
transmitters/receivers operating over mmWave bands that are
sensitive to alignment errors [29]. The contribution of this
work is summarized as follows.

• First, we characterize the tackled communication system
by considering the actual 3D antenna patterns, the inten-
sity of UAVs’ instabilities and their effect on antenna
misalignment, and the position of the eavesdropper with
respect to the legal transmitter and receivers.

• Second, the secrecy analysis is addressed by evaluat-
ing the average channel capacity, the average secrecy
capacity, and the probability of strictly positive secrecy
capacity.

• Third, mathematical closed-from expressions are
derived for the three performance metrics along with
an investigation of the impact of different operational
parameters on them.

• Finally, using simulation, we deal with the performance
of important parameters on the secrecy metrics. We
examine the relationship between the secrecy capacity
and stability of the UAV link. We also show how by
optimally choosing the antenna pattern, you can place
the eavesdropper on the sub-lobes of the antenna and
increase the secrecy capacity.
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The rest of the paper is organized as follows. Section II
describes the system model along with the different spec-
ifications and assumptions adopted for both legitimate
UAVs and the eavesdropping UAV. The secrecy analysis is
conducted in Section III that details the mathematical frame-
work followed to derive the secrecy metrics considered. In
Section IV, simulation and analytical results are presented
along with the sufficient discussion. Finally, in Section V,
conclusions are drawn and the plan for future work is
presented.

II. SYSTEM MODEL
The adopted system model in this paper, depicted in Fig. 1,
includes three different aerial entities; the transmitter Alice,
denoted by A, the legitimate receiver Bob, denoted by B,
and the eavesdropper, denoted by E . It is considered that
the three entities are based on hovering UAVs. Also, it is
assumed that A transmits data towards B over the mmWave
band using directional antennas, while E is eavesdropping
the link between A and B aiming to reveal the transmit-
ted data. As known, a hovering UAV will be vibrating
due to either its internal mechanical vibration or exter-
nal wind impact. Such a vibration will definitely lead to
fluctuation in both the position and orientation of both
A and B. Therefore, as directional mmWave/THz links
are sensitive to such fluctuations of both A and B, their
impact on the link’s performance should be taken into
account. Fig. 1 depicts the system 3D model, where the
average locations of A and B are considered at the points
(0, 0, 0) and (0, 0,ZAB) where ZAB represents the spac-
ing distance between A and B. The UAV’s fluctuations
deviate both Angel of Departure (AoD) at A and Angle
of Arrival (AoA) at B in the planes x − z and y − z,
which are denoted by the angles θA = (θAx, θAy), respec-
tively, for A and by θB = (θBx, θBy) for B. Based on
the results of [10], [30], [31], UAV’s vibrations can be
well modeled as θAx ∼ N {θ ′

Ax
, σ 2

θA}, θAy ∼ N {θ ′
Ay

, σ 2
θA},

θBx ∼ N {θ ′
Bx , σ

2
θB }, and θBy ∼ N {θ ′

By , σ
2
θB }.

Both A and B are equipped by a single identical antenna
that is considered to be uniform square array antenna. The
considered antenna consists of N × N that are spaced by r
in both x and y dimensions. The gain of the array radiation
of A is expressed in terms of two angles, namely, θA and
�A that are defined as follows

θA = arctan

(√
tan2(θAx) + tan2

(
θAy

))
, (1)

and

�A = arctan

(
tan
(
θAy

)
tan(θAx)

)
, (2)

which can both contribute in the gain as follows

GA = G0GeGa, (3)

where Ge is the radiation pattern of a single antenna element,
Ga is the array factor, and G0 is defined in (10). Ge is defined

in 3GPP as follows

Ge = 10
Ge,3dB

10 , (4)

where Ge,3dB is defined as [32]

Ge,3dB = Gmax − min
{−(Ge,3dB,1 + Ge,3dB,2

)
,Fm

}
, (5)

Ge,3dB,1 = − min

{
12

(
θe − 90

θe3dB

)2

,GSL

}
, (6)

Ge,3dB,2 = − min

{
12

(
θAx

φe3dB

)2

,Fm

}
, (7)

θe = arctan

(√
1 + sin2(θAx)

sin
(
θAy

)
)

, (8)

where Gmax is the maximum directional gain of the antenna
element set to Gmax = 8dBi, Fm represents the front-back
ratio set to Fm = 30, GSL is the side-lobe level limit set to
GSL = 30, and θe3dB = 65o and φe3dB = 65o represent the
vertical and horizontal 3D beamwidths, respectively. The
array factor Ga for a square array NA × NA is given as
follows [33, eqs. (6.89) and (6.91)]:

Ga =
(

sin
(
NA π

2 sin(θA) cos(�A)
)

NA sin
(

π
2 sin(θA) cos(�A)

)
)2

×
(

sin
(
NA π

2 sin(θA) sin(�A)
)

NA sin
(

π
2 sin(θA) sin(�A)

)
)2

, (9)

where the progressive phase shifts are set to zero for the
x and y directions, and the spacing between the elements
is set to λ

2 in both directions. Finally, G0 is determined as
follows [33]

G0 = 1∫ π

o

∫ 2π

0 GeGa sin(θA)dθAd�A
. (10)

The antenna gain of B, i.e., GB, can be expressed in a
similar way to GA, NA and replacing θA, �A, θAx and
θAy by θB, �B, θBx, NB and θBy, respectively, with all
assumptions used in formulating GA.
Accordingly, the instantaneous SNR of the A − B at B’s

end, denoted by γ1 can be expressed as follows

γ1 = P|h|2LABGAB
σ 2

, (11)

where GAB = GAGB, P is the transmit power, LAB is the
path loss, h is the coefficient of the small-scale fading and
σ 2 is the noise power. The path loss LAB mainly depends
on the distance ZAB and has been reported in 3GPP recent
report as follows [34]

LAB = −20 log

(
40πZABfc

3

)
+ min

{
0.044T1.73, 14.77

}

+ min
{

0.03T1.73, 10
}

log(ZAB) − 0.002ZAB log10(T),

(12)

where T represents the average building height in meters.
Finally, the fading model usually adopted for low-altitude
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FIGURE 1. Graphical illustration of the considered system model (a) In the ideal scenario that A communicates with B using directional mmWave antennas so that E is
hovering at distance ZAE and angle φE . (b) In real conditions, the directional beams deviate from their main directions.

UAVs is Nakagami-m model [35]. As such, the pdf of the ran-
dom variable ω = |h|2 follows Gamma distribution, denoted
by f|H|2(ω) is expressed as follows

f|H|2(ω) = mmωm−1


(m)
exp(−mω), for ω > 0, (13)

where m is the Nakagmi parameter and 
(·) is the well-
known Gamma function.

A. EAVESDROPPER MODEL
The system model also includes a third entity represented
by an eavesdropper, denoted by E . Similar to A and B, E
is a UAV hovering in the surrounding area of B. Being an
eavesdropper, E tries to capture the signal emitted from A
towards B, decodes it and retrieves the data transmitted. It is
assumed that E has the same resources as in B and encounters
the same position and orientation fluctuations with different
values. To this end, the same notations used to denote B’s
parameters are utilized for E by replacing the subscript B
by E .
As transmissions is performed over the mmWave band,

both the distance between A and E , denoted by ZAE , and
the relative position of E with respect to A and B are of
paramount importance to evaluate the reception at both B and
E . Specifically, three different scenarios can be illustrated.
The first scenario occurs when E blocks the line-of-sight
(LoS) of the A − B link, while the second scenario occurs
when B blocks the LoS of the A − E link. The third scenario
is represented when both the first and second scenarios do
not occur, i.e., neither E blocks the LoS of the A − B nor
B blocks the LoS of the A − B link. In our study, only the
third scenario is considered while the other two scenarios are
ignored. The reason behind this can be interpreted as follows.
In the first scenario, B can easily realize that the LoS signal
from A is blocked, which leads to ask A to terminate the
data transmission to avoid potential eavesdropping. On the
other hand, in the second scenario, the signal received at E is
very low due to blocking the LoS, which makes the system
inherently secure. However, the third scenario is worth to be
investigated as E is able, based on its exact relative location,
to capture a significant level of the transmitted signal, and
therefore, poses a significant threat to the confidentiality of
the transmitted data.

III. CAPACITY AND SECRECY ANALYSIS
In this section, three different metrics will be investigated for
the considered UAV-based system, namely, the average chan-
nel capacity, the average secrecy capacity and the probability
of strictly positive capacity.

A. AVERAGE CHANNEL CAPACITY
1) AVERAGE CHANNEL CAPACITY OF THE LINK A − B
The instantaneous channel capacity of the A − B link,
denoted by CAB, can be expressed as follows:

CAB = log2(1 + γ1), (14)

where γ1 represents the received SNR at B’s end. The
average of CAB, denoted by CAB, can be expressed as
follows

CAB =
∫ ∞

0
log2(1 + γ1)fγ1(γ1)dγ1, (15)

where the pdf fγ1(γ1) represents the probability density
function (pdf) of γ1. According to [10], fγ1(γ1) is given by

fγ1(γ1) =
kD−1∑
i=0

kD−1∑
j=0

Ri,jγ
m−1
1 exp(−μ1γ1), (16)

where D represents the number of antenna sectors consid-
ered, k ∈ {1, 2} where k = 1 implies only the main lobe is
considered, while k = 2 implies that the main and the first
side lobes are considered. Moreover, Ri,j is formulated as
⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Ri,j = Ji,j

(
θ ′
Axy,θ

′
Bxy,σ

2
θA ,σ 2

θB
)


(m)
(μ1)

m,

Ji,j

(
θ ′
Axy, θ

′
Bxy, σ

2
θA , σ 2

θB

)
= Ji

(
θ ′
Axy, σ

2
θA

)
Jj
(
θ ′
Bxy, σ

2
θB

)
,

Ji
(
θ ′
Axy, σ

2
θA

)
= M

(
θ ′
Axy

σθA
, i
DNAσθA

)

−M

(
θ ′
Axy

σθA
, i+1
DNAσθA

)
,

Jj
(
θ ′
Bxy, σ

2
θB

)
= M

(
θ ′
Bxy

σθB
,

j
DNBσθB

)

−M

(
θ ′
Bxy

σθB
,

j+1
DNBσθB

)
,

μ1 = mσ 2

PthLBR
′
i,j

,

(17)
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where

R
′
i,j

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

4π4G′′(NA)
0 G′′(NB)

0 , for i = j = 0,

2π2G′′(NA)
0 G′′(NB)

0

D2
(

1−cos2
(
iπ
D

))
i2

, for i �= 0 j = 0,

2π2G′′(NA)
0 G′′(NB)

0

D2
(

1−cos2
(
jπ
D

))
j2

, for i = 0 j �= 0,

4G′′(NA)
0 G′′(NB)

0

D4 sin2
(
iπ
2D

)
sin2

(
jπ
2D

)
i2j2

, for i �= 0 j �= 0,

(18)

and {
G′′(NA)

0 = 0.2025 × 10
Gmax

10 G0(NA),

G′′(NB)
0 = 0.2025 × 10

Gmax
10 G0(NB).

(19)

Also, θ ′
Qq1q2

=
√

(θ ′
Qq1

)2 + (θ ′
Qq2

)2 where the subscripts Q,

q1 and q2 are Q ∈ {A,B}, (q1, q2) ∈ {x, y}.
Therefore, (15) can be rewritten by substituting fγ1(γ1)

from (16) to yield

CAB =
kD−1∑
i=0

kD−1∑
j=0

Ri,j

∫ ∞

0
log2(1 + γ1)γ

m−1
1 exp(−μ1γ1)dγ1,

(20)

Now, using [36, eq. (4.337.5)], the integral in (20) can be
solved and expressed in terms of the exponential integral
function Ei [36] as follows

CAB =
kD−1∑
i=0

kD−1∑
j=0

Ri,j

μm
1 ln(2)

m−1∑
u=0

(m− 1)!

(m− u− 1)!

×
⎡
⎢⎣ (−1)m−u−2

(
1
μ1

)m−u−1
eμ1Ei(−μ1)

+
m−u−1∑
s=1

(s− 1)!(−μ1)
m−u−s−1

]
, (21)

2) AVERAGE CHANNEL CAPACITY OF THE LINK A − E:

The average channel capacity of the A − E link, denoted
by CAE , can be computed by the exact the framework
followed to obtain CAB expect using the pdf fγ2(γ2)

where γ2 represents the SNR of the A − E link, given as
follows [10]

fγ2(γ2) =
kD−1∑
p=0

JE2D∑
q=JE1D+1

Kp,qγ
m−1
2 exp(−μ2γ2), (22)

where JE1 = max{0, JE − 1}, JE2 = JE + 2, JE = �φENA	,
and φE is the spatial angle between Eve and the main link
between Alice and Bob which is depicted in Fig. 1. In par-
ticular, φE characterizes Eve’s location relative to Alice and
Bob. In this work, we show that φE plays an important role in
link security. Please note that the range q ∈ {JE1D+1, JE2D}
in (22) indicates the range of the sub-lobes of the Alice’s

TABLE 2. Parameter values used in the simulation.

antenna which is in the direction of Eve’s antenna. Also, μ2
is given as

μ2 = mσ 2

PthLeK
′
p,q

. (23)

Notice that Kp,q and K
′
p,q are computed as explained for

Rp,q and R
′
p,q, respectively, taking into account replacing

B’s parameters by E’s parameters.
CAE in its final expression is given as follows:

CAE =
kD−1∑
p=0

JE2D∑
q=JE1D+1

Kp,q

μm
2 ln(2)

m−1∑
u=0

(m− 1)!

(m− u− 1)!

×
⎡
⎢⎣ (−1)m−u−2

(
1
μ2

)m−u−1
eμ2Ei(−μ2)

+
m−u−1∑
s=1

(s− 1)!(−μ2)
m−u−s−1

]
. (24)

B. AVERAGE SECRECY CAPACITY
The instantaneous secrecy capacity CS is defined as follows

Cs = CAB − CAE
= log2(1 + γ1) − log2(1 + γ2), (25)

As both γ1 and γ2 are independent random variables, the
average secrecy capacity, Cs, can be expressed as follows

Cs = CAB − CAE , (26)

where both CAB and CAE have been derived in (21)
and (24), respectively. As such, by substituting (21) and (24)
into (26), the final formula of Cs can be obtained.

C. THE PROBABILITY OF STRICTLY POSITIVE CAPACITY
The probability of strictly positive secrecy capacity (SPSC) is
usually defined as the probability that the secrecy capacity
is larger than zero, and it is mathematically expressed as
follows

P+
s = Prob.(Cs > 0)

= Prob.
(
log2(1 + γ1) − log2(1 + γ2) > 0

)
= Prob.(γ1 − γ2 > 0)

= Prob.(� > 0)

= 1 − F�(0), (27)
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FIGURE 2. Comparison of link secrecy performance of the considered UAV-based system versus φE and for different values of ZAE for (a) C̄s and (b) P+
s .

FIGURE 3. The effect of ZAE and φE parameters on Eve’s SNR.

where F�(δ) is the CDF of the random variable
� = γ1 − γ2.

According to [37, eq. (6.55), page 186], the CDF of
the random variable composed by the difference between
two independent random variables, can be expressed as
follows

F�(δ) =
∫ ∞

0

∫ δ+γ2

0
fγ1(γ1)fγ2(γ2) · dγ1dγ2, for δ ≥ 0

(28)

which can be rewritten by substituting both pdfs to be

F�(δ) =
kD−1∑
i=0

kD−1∑
j=0

kD−1∑
p=0

JE2D∑
q=JE1D+1

Kp,qRi,j

∫ ∞

0

∫ δ+γ2

0
γm−1

1 exp(−μ1γ1)γ
m−1
2 exp(−μ2γ2) · dγ1dγ2.

(29)

Now, the inner integral of γ1 in (29) can be solved using
[36, eq. (2.321.2)]

F�(δ) =
kD−1∑
i=0

kD−1∑
j=0

kD−1∑
p=0

JE2D∑
q=JE1D+1

Ri,jKp,q

∫ ∞

0

(
−

m−1∑
t=0

t!
(m−1

t

)
(δ + γ2)

m−t−1

(μ1)
t+1

exp(−μ1(δ + γ2))

+ (m− 1)!

(μ1)
m

)
γm−1

2 exp(−μ2γ2) dγ2, (30)

which can be expressed in terms of the integrals I1 and I2
to be

F�(δ) =
kD−1∑
i=0

kD−1∑
j=0

kD−1∑
p=0

JE2D∑
q=JE1D+1

Ri,jKp,q

(
−

m−1∑
t=0

t!
(m−1

t

)∑m−t−1
d=0

(m−t−1
d

)
δm−t−d−1I1

(μ1)
t+1

+ I2

)
, (31)

where the integrals I1 and I2 are given as

I1 = exp(−μ1δ)

∫ ∞

0
γ d+m−1

2 exp(−(μ1 + μ2)γ2)dγ2, (32)

and

I2 = (m− 1)!

(μ1)
m

∫ ∞

0
γm−1

2 exp(−μ2γ2) · dγ2, (33)

where both I1 and I2 can be solved also using
[36, eq. (3.351.3)] to yield

I1 = exp(−μ1δ)(d + m− 1)!(μ1 + μ2)
−d−m, (34)

and

I2 = ((m− 1)!)2

(μ1μ2)
m . (35)

Therefore, F�(δ) can be obtained by substituting both
I1 and I2 into (31). However, to get the PS+, one
needs first to compute F�(0), which can be expressed as
follows
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FIGURE 4. Comparison of link secrecy performance of the considered UAV-based system versus φE and for different values of σθA and σθB for (a) C̄s and (b) P+
s .

FIGURE 5. Comparison of link secrecy performance of the considered UAV-based system versus NA and for different values of σθA and φE for (a) C̄s , and (b) P+
s .

F�(0) =
kD−1∑
i=0

kD−1∑
j=0

kD−1∑
p=0

JE2D∑
q=JE1D+1

Ri,jKp,q

(
((m− 1)!)2

(μ1μ2)
m −

m−1∑
t=0

t!
(m−1

t

)
(2m− t − 2)(μ1 + μ2)

−2m+t+1

(μ1)
t+1

)
, (36)

which can be substituted into (27) to get the final closed
form expression of SPSC as given in (37) in the bottom of
this page.

IV. RESULTS AND DISCUSSION
In this section, analytical and simulation results of the
secrecy performance of the considered UAV-based link are
examined. In the results, parameters are either fixed or
variable over a specific range as listed in Table 2. These
parameters include φE , and ZAE , which specify the spatial

angle and location of the E relative to the main link,
respectively, (please see Fig. 1), σθA , σθB , and σθE which
determine the UAVs’ orientation of A, B and E , respectively,
NA, NB, and NE that characterize the array antenna patterns
of A, B and E , respectively.
For the Monte Carlo simulations, we first generated 107

independent random values of random variables θAx, θAy,
θBx, θBy, θEx, and θEy. Then, using (1) and (2), we generated
107 random values of θA, �A, θB, �B, θE , and �E . After
that, using (3), (9) and (11), we generated 107 random values
of γ1 and γ2. Finally, using the obtained random values for
γ1 and γ2, we compute C̄s and P+

s .
It should be noted that, unlike the works in the lit-

erature that generally use approximate antenna patterns
to obtain the closed-form expressions, in this work, we
obtained the closed-form of C̄s and P+

s based on actual

P+
s = 1 −

kD−1∑
i=0

kD−1∑
j=0

kD−1∑
p=0

JE2D∑
q=JE1D+1

Ri,jKp,q

(
((m− 1)!)2

(μ1μ2)
m −

m−1∑
t=0

t!
(m−1

t

)
(2m− t − 2)(μ1 + μ2)

−2m+t+1

(μ1)
t+1

)
. (37)
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FIGURE 6. Comparison of link secrecy performance of the considered UAV-based system versus NA and NB for (a) C̄s , and (b) P+
s .

antenna pattern. In Fig. 2, both the simulation and analyt-
ical results of C̄s and P+

s are depicted versus the angle
phiE (φE ∈ {0o, . . . , 12o} and considering different values
of the distance ZAE (ZAE = 300, 500, 700, and 900m).
We also consider ZAB = 500m, σθA = σθB = σθE = 1o,
and NA = NB = NE = 20. The first observation which
can be made is that analytical and simulation results exactly
match each other, which verifies the accuracy of the obtained
closed form expressions in this work. Another observation
is that both C̄s and P+

s improve as φE increases, which is
mainly due to increasing the deviation between the location
of E and the main lobe between A and B. Moreover, the
impact of increasing the distance ZAE is clearly shown as
it improving both C̄s and P+

s due the degradation of the
received SNR at E . To get a better view, in Fig. 3, the effect
of parameters φE on the SNR of Eve is investigated. As we
can see, there is a direct relationship between Eve’s SNR and
metrics C̄s and P+

s . A final observation that can be obtained
from Fig. 2 is that both C̄s and P+

s show non-uniformity
on their performance where they both pass through consec-
utive fluctuation as φE increases. This can be referred to
antenna radiation pattern of the antenna that includes sev-
eral side-lobes leading to variable received SNR at E as φE
increases.
Another parameter affecting secrecy is the ratio of σθA

(intensity of UAV’s vibration of A) to σθE (intensity of
UAV’s vibration of E). It should be noted that since A
is the transmitter, the severity of its angular fluctuations
has a greater impact on the secrecy link compared to B.
Therefore, using simulations, in Fig. 4, both C̄s and P+

s
of the considered UAV-based system are plotted versus E
for different values of σθA = 1o, 2o, and 3o, as well as
two different values σθE = 1o and 3o. The distances are
set to ZAB = ZAE = 500m and NA = NB = NE = 20.
The results in Fig. 4 clearly show that in order to increase
the link secrecy, it is necessary to reduce the intensity of the
UAV’s fluctuations of A. Specifically, it can be seen that

TABLE 3. Find optimal values for NA and NB for different values of σθA and φE .

decreasing (increasing) the fluctuation intensities of A (E)

will positively impact the secrecy performance.
The antenna patterns have also a key role of the secrecy

performance of the considered UAV-based link, which are
adjusted with NA, NB, and NE . In Fig. 5, by using simu-
lations, the secrecy performance (in terms of C̄s and P+

s )

of the considered system is plotted versus NA for different
values of σθA and φE . It is clear that the increasing the
value of NA does not always enhance C̄s (or P+

s ), where
it can be noted that there is an optimal value of NA that
maximize both C̄s and P+

s . As shown, the optimal value
of NA changes by changing setup parameters, such as the
location of E or the intensity of the UAV’s fluctuations. For
example, for σθA = 1.5o and φE = 4o, in term of P+

s , the
optimal value for NA is 25, while for φE = 8o, the optimal
value of NA decreases to 14. In Fig. 6, we examine the
simultaneous effect of the antenna patterns of A and B for
both metrics P+

s and C̄s. The simulation results clearly show
that the optimal selection of the antenna patterns of both A
and B is very important to improve channel secrecy in the
presence of UAV’s fluctuations. Therefore, in Table 3, the
optimal values for NA and NB that maximize P+

s and C̄s
for nine different combinations of φE = {2o, 5o, 10o} and
σθA = {0.5o, 1.5o, 3o} are listed. A general observation is
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that the optimal value of NA significantly changes as either
φE or σθA changes. On the other hand, changing either φE
or σθA slightly changes the optimal value of NB. This may
refer to the fact that A acts as a transmitter, and thus, its
antenna pattern significantly impacts the performance. Also,
it is worthy noting that increasing either φE or σθA decreases
the optimal value of NA. For example, the maximum P+

s
is achieved with NA = 57 for (φE = 2o, σθA = 0.5o),
while NA = 4 and NA = 47 only can attain the maximum
P+
s for (φE = 2o, σθA = 3o) and (φE = 5o, σθA = 0.5o),

respectively.

V. CONCLUSION
In this paper, we investigated the secrecy of the UAV-
based systems that used directional millimeter wave antennas
under real scenarios including channel conditions, UAVs’
vibrations, 3D real antenna patterns, and high-frequency
attenuation of the millimeter wave band. After a detailed
mathematical modeling of the considered system, the closed-
form expressions of the average channel capacity, the average
secrecy capacity and the probability of strictly positive
secrecy capacity are derived and validated. Moreover, using
extensive Monte Carlo simulations, the effects of different
involved parameters including the location and spatial angle
of the eavesdropper, the antenna pattern, and the inten-
sity of UAVs’ vibrations on the secrecy performance are
investigated. Analytical and simulation results showed that
UAVs’ fluctuations have a significant impact on the secrecy
performance, where reducing the fluctuation at the legit-
imate UAVs will improve the secrecy performance. Also,
results showed that the antennas’ patterns should be opti-
mized to maximize the secrecy capacity of the UAV-based
systems.
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