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HIGHLIGHTS

ECG signals can provide a random source for securing any Implantable Medical Device communication.
The combination between ECG and fingerprints creates a light but efficient secure authentication.
Biometrics perform well in the security and privacy of any Implantable Medical Device.

Emergency situations are no longer ignored in the security protocols of Implantable Medical Devices.
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Article history: Biometric recognition and analysis are among the most trusted features to be used by Implantable Medical
Received 22 October 2018 Devices (IMDs). We aim to secure these devices by using these features in emergency scenarios. As pa-
Received in revised form 22 January 2019 tients can witness unpredictable lethal accidents, any implantable medical device should allow access to
Accepted 2 February 2019 urgent medical interventions from legitimate parties. Any delay in providing immediate medical support
Available online 8 February 2019 can endanger the patient’s life. Hence, we propose in this work an authentication scheme that allows

Keywords: access to the implanted devices in emergency situations for only legitimate users. We have designed in
Implantable Medical Devices the first place a scheme for authentication using Electrocardiogram instantaneous readings. Then, we
Emergency access joined the latter to a fixed biometric reading, which is fingerprint reading, to enable access to emergency
Biometric readings medical teams. We have designed a scheme in a way to prevent attackers from accessing/hijacking the
Wireless authentication device even during emergency situations. This scheme has been assisted with elliptic curve cryptography

to protect the wireless exchange of requested keys. The scheme relies on the instantaneous reading of
the patient’s heartbeat and his/her fingerprint reading to create a secure key. This key will validate the
authentication request of the new medical team. We have analyzed this scheme deeply to verify that they
offer the necessary security for the patient’s life. We have tested if the wireless exchange of the key will
expose the device’s privacy. We have also tested the accuracy of the authentication process to ensure a safe
and a valid performance of the authentication process. The scheme has been designed with consideration
to any hardware/software limitation that characterize any implantable medical device.
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1. Introduction their goal is to find the best trade-off between efficiency and
security. This solution needs to guarantee that access is provided
Wearable or Implantable Medical Devices (IMD/WMD) are be- for the patient and any other authorized party, while protecting the
coming essential to improve patients quality of life. Their remote user at the same time fff)m any other malicious agent.
use to all different health issues provides a better and more effi- Focusing on the unique goal of the protection of the IMD's
cient way to treat chronic and normal diseases. Meanwhile, anIMD ~ access from malicious threats, designers might endanger the pa-
should guarantee the privacy of the patient. The use of electronic Flent s life during some scenarios. One of these c'rltlcal scenarios
devices exposes the patient’s life and his/her information to differ- 15 that %(_el.alth corlrllplllca(t;llons may occur suddenlgl/. mlunpredlctablle
ent threats. Researchers are aware of the severe limitations of IMDs times. This usually leads to an emergency medical team to take

recarding ener nsumption and low r N For this r N immediate action to save the patient’s life. If the IMD’s access
e€garding energy consumption and Iow resources. ro § reason, scheme does not consider such events, the IMD will prevent the

medical team to interact with the patient’s health and will endan-
*  Corresponding author. ger his/her life more. In another case, the IMD will open its access
E-mail address: belk7517@vandals.uidaho.edu (T. Belkhouja). for any emergency team. This will expose the privacy of the user
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to any attacker in the surroundings. Therefore, an authentication
scheme that provides a solution for this problem must be included
in the IMDs’ access schemes. However, these schemes must be
well-studied. If not, it will present an open door for hackers to
attack the system.

To defend this threat, biometrics are among the solutions that
have been studied. One of these biometrics is fingerprints. The
patterns they provide are proven to relate uniquely to one person.
This makes fingerprint a key feature to be used for authentication.
Scanning the literature, several schemes have been proposed to
secure general IMD access. To alleviate security vulnerabilities of
IMDs, Ankarli et al. [1] presented a technique for physical layer
authentication. This technique allows IMDs to avoid using any
existing methods of cryptology. They provided also in their work
some techniques to provide additional advantages for IMD imple-
mentations. They improved the processing complexity of IMDs al-
gorithms and enhanced the overall communications performance.
As for Kim et al. [2], they introduced a new vibration-based secure
side channel to be used for IMD security. They provided the neces-
sary analysis to prove the robustness of their scheme. The vibration
signal was used as a wake-up signal and their analysis was estab-
lished in a human body realistic model. Additionally, Long et al. [3]
presented a study where an authentication protocol is based on
the recognized standards of AES and SHA. They also demonstrated
an encryption protocol for the same purpose and a model that pro-
tects against multiple network threats. Also, Chi et al. [4] presented
in their work an encryption algorithm to encrypt and compress the
IMD data simultaneously. This compression will reduce the data
transmission overhead and also ensures a high data confidentiality
and usability. Their scheme was based on smartphones as a proxy
to undertake most of the security-related tasks. The smartphone
had the task to establish a connection between the IMD and the
doctor, responsible for all operations on patients using IMDs, a
secure channel. Their work is based on secret key sharing that were
extracted from a physically inaccessible seed by outsiders. Other
researchers focused on key management [5-8] as an essential tool
for security and several other papers (e.g., [9-14]) have studied
related security issues. The main common point between these
previous schemes is that they rely on the knowledge of both ends
to each other, or that they both request to establish a link. These
schemes may under emergency situations, e.g., loss of conscious-
ness, medical situation in a foreign city, prevent an emergency
medical team to interfere with the IMD. Without the user’s or the
IMD'’s doctor acknowledgment, the security schemes are intended
to prevent any additional access to the IMD’s functions.

In our previous work [15], we have exploited ElectroCardio-
Graphic (ECG) signals to authenticate the emergency staff. The
scheme allows a non-previously-authenticated party to obtain ac-
cess to the IMD for emergency interventions. This scheme creates
a backdoor in IMDs that does not block access under emergency
situations to unknown parties. Emergency scenarios are usually
critical for the user, he/she may not have enough time to wait
for his/her doctor or medical team to interfere with the IMD to
help with his/her sudden medical condition. In the same time,
the user’s consciousness is not guaranteed to allow an emergency
medical team to interfere with the device. However, the IMD has
to make sure that the new device that will be given access is a
legitimate one through a signature. This signature can be verified
and validated by the IMD using the established key. This secret key
is to be computed within both devices. The wireless communica-
tion that takes place will not enable any malicious eavesdropper
to estimate the resulting key. This can be placed using elliptic
curve cryptographic properties. This scheme is to be used only in
emergency situations. If the mechanisms were triggered in normal
situations, the user would be notified and he/she has the possibility
to interrupt it and takes the needed precautions. To enhance this

idea, we have extended in this work the previous scheme to use
two biometric readings to authenticate any new user. Based on our
previous analysis on the ECG readings, we have designed a two-
factor scheme to create a publicly-shared key to permit the new
team to access the IMD. We designed this scheme in a way that
one biometric is an instantaneous reading, and the second is an
unchanging reading that is unique to each individual. Fingerprint
authentication has always attracted the engineers’ attention to se-
cure electronic devices. Several research has exploited fingerprints’
readings to maximize their trustworthiness in any access schemes
like in [16-20].

We have designed this scheme in which the IMD access is based
on these two biometrics while focusing on minimizing the analysis
cost on both features and avoid sharing them publicly during all
authentication requests from any legitimate device.This authen-
tication can be triggered through an emergency flag during the
access request. Upon approval, this scheme will be as a backdoor
to access the IMD without the need for the user’s knowledge. The
scheme can be also in use for regular authentication, but its main
goal is to guarantee legitimate access to the IMD when the user is
unconscious.

The motivation behind this scheme is to guarantee foreign
interventions with the IMD under emergency scenarios. The main
purpose of the IMD is offering spatial freedom and remote health
supervision. Also, the IMD should be well-protected against exte-
rior threats, hence the fact that only the IMD technician and the
patient’s doctor should have direct access to the IMD, in addition
to the user itself. However, for certain common medical conditions
like diabetes and seizures, the patient may suddenly lose his con-
scious and needs immediate attention from the closest qualified
medical team. Lacking the means to authenticate and obtain access
to the IMD, the patient’s life is threatened if the IMD does not hold
backdoor access for before-mentioned scenarios. Consequently,
we have elaborated the work presented in this paper to alleviate
this problem while guaranteeing the patient’s privacy and security.
Under unsecure conditions, such scenarios represent an opportu-
nity for attackers to hijack the IMD for present or future attacks.

Therefore, the main contributions in this paper can be summa-
rized as follows:

e Propose a new model to secure IMDs to authenticate their
data.

e Design an efficient scheme that provides a secure access for
non-previously identified entities during emergency scenar-
ios.

e Investigate the use of ECG signals and fingerprints as biomet-
rics readings for entity authentication.

The remainder of this paper is organized as follows: Section 1
introduces this work, its contributions and the similar works in
the field. Section 2 presents the design of the one-factor scheme
used for authenticating new devices to the IMD. Section 3 presents
how a second factor is added for the authentication scheme to
reinforces the previous one. Section 4 analyzes how the security
issues are defended throughout this work. Section 5 shows the
analysis results achieved while studying both schemes. Finally,
Section 6 concludes the paper.

2. One factor authentication
2.1. Goal

As afirst step in this work, we want to use ElectroCardioGraphic
(ECG) signals as a biometric to authenticate emergency medical
staff. The scheme we designed plays the role of a backdoor in IMDs
for emergency situations. This scheme grants access for legitimate
non-previously authenticated parties that need control over the
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Fig. 1. Normal ECG waveform.

IMD to monitor the patients’ life. At the same time, the IMD should
ensure that the new authenticated device is a legitimate node. To
achieve this purpose, our design will allow an external device to
synchronize with the IMD to obtain a shared secret key. The shared
key is used to create a signature related to the message sent to the
IMD. On the IMD level, the signature can be validated or rejected
by applying the secret key. In our design, we intend to prohibit
any malicious eavesdropper on the wireless communication to
estimate the resulting key. For this reason, we adopted the elliptic
curve cryptographic properties. This scheme is to be used only
in emergency situations. If the mechanisms are triggered under
normal circumstances, the user would be notified and he/she has
the possibility to interrupt it and take the needed precautions.

2.2. ECG signal acquisition

ElectroCardioGraph (ECG) [21] records depict the electrical ac-
tivity of the heart. It is the time series of the electrical oscillations
of the heart cyclic rhythm. ECG is very useful to inform that:

e The heart cycle is being normal, too slow, too fast or irregular
by the duration of the electrical activity.

e The performance of the heart muscle and its chambers is nor-
mal or abnormal. This is described by the different magnitude
of the electrical activities.

The frequency range of an ECG signal is generally within [0.05,100]
Hz and its dynamic range is about 1 mV to 10 mV. The performance
of ECG acquisition system depends mainly on the accuracy and
reliability of the detection of the QRS complex, as well as T- and P-
waves. Fig. 1illustrates the electrical signal variation describing the
rhythm of a typical healthy person’s heart. This periodic variation
consists mainly of a PR interval representing the time that takes
the electrical activity to move between the atria and ventricles
and a QRS interval describing the depolarization of the ventricles.
A third interval is also to be considered important which is the
ST segment. The latter describes the time between depolarization
and repolarization of the ventricles. The duration of the heartbeat
can be identified by measuring the time interval between two
consecutive R peaks. This can be achieved by an external sensor on
the wrist of the patient, for example. This sensor will communicate
with the IMD using emergency flags, in order to synchronize with
the device and acquire a synchronized ECG signal. Afterwards, the
sensor will send the data to the medical team device for further
analysis.

2.3. Elliptic curve cryptography

In 1985, Elliptic Curve Cryptography (ECC) was presented by
Miller [22] of IBM and Koblitz [23] of the University of Washing-
ton as an adequate alternative in cryptographic schemes for the
traditional cryptosystems, e.g., DSA and RSA. ECC systems perform
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Fig. 2. (a) Elliptic curves for different (a, b) pairs and (b) the graphical resolution of
an elliptic curve system.

robustly even with short keys and have lower computational over-
head compared to the traditional methods. This becomes impor-
tant when the devices in question suffer from serious limitations
in processing power, memory, and battery life [24].

We intend to exploit the hard-to-solve discrete log problem
with ECC to secure the authentication between the two new de-
vices. This problem is as follows:

Given g and PK
For PK = f(g, SK)
f:(a,b)— a°

= Find SK.

For this purpose, each end, separately, would generate randomly
its secret key SK;. Then, each will compute its public key PK; =
f(g, SK;) and share it with the other end wirelessly. The function f
is most likely to be the modular exponentiation [25]. After sharing
the public key, both parties would achieve a final key FK; =
f(SKi, PK;). Due to the properties of ECC, both are sharing the same
secret FK; = FK;. This can be achieved publicly if a group G and a
fixed group element g are previously agreed upon.
In more details, the elliptic curve is given by Eq. (1):

y=x>4ax+b (M

where x, y, a and b are elements in a Galois Field [24]. The pair (a,b)
defines the elliptic curve. An example of these curves with different
(a,b) pairs is described in Fig. 2. The group of the elliptic curve is
closed under the addition operation given by:

R(xg, ygr) = P(xp, yp) + Q(xq, Yo ), such that
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For the computation of R = kx P, all what we need to do is compute

R=P+P+.--+P (4)
———_—
k times

For our design, the point R represents the final shared secret key,
k represents the individual secret key and P represents the shared
key. The Elliptic Curve Discrete Logarithm Problem given here, is
that, with a prior knowledge of P and R, it is practically unfeasible
to obtain k such that R = k x P.

2.4. Security scheme

The average inter-beat time of any human heart is between
665 ms and 1.5 s. In order to guarantee the achievement of syn-
chronized keys, we had to verify if both acquisitions (the IMD and
the sensor) will include the same readings. In the literature, the
average latency time for an IMD to detect electric signals on a
body-level wireless communication is defined to be 200 ms [26]
in the worst case. Therefore, both devices will synchronize their
acquisition while taking into accounts these delays. A threshold is
computed accordingly to the R-peak frequency in order to discard
any out-of-sync heart beat. This will ensure that both devices will
record similar ECG acquisitions.

Fig. 3 demonstrates the procedure of establishing a secret key.
This key will be used for request validation. The shared secret key
will finally be Seret_Key = k, x R, = k, x R,. Both devices have
the necessary variables to compute it. k, and k; could be:

e Random numbers generated independently in the IMD and
the medical team system, respectively.

e Numbers specific to the devices themselves, like hidden PIN
or ID numbers. This can be the case when a decreased com-
putational work is desired.

In order to generate the pair (xp, k) of the Elliptic-Curve algo-
rithm, the measured values of R-R intervals in ms will be converted
into a binary format. Table 1 explains an example of this conversion
when a 4-bit value is assigned to each measure. The range of the
values recorded is to be divided into 2P intervals limited by th;.

Fig. 4 explains the extraction process. Each part computes the
secret key from the initial keys acquired from the ECG signal.

3. Two factor authentication
3.1. Goal

The second factor we intend to add to our authentication
scheme in this work is fingerprint readings. The shared key at this
level is a result of a two-way function that has the ECG reading
and the fingerprint data as inputs. We intend to use the fingerprint
scan as a second proof for the IMD that the party requesting
authentication is a legitimate party and is with the IMD user.
This scheme allows the medical team to gain access to the IMD
without the need of the user permission, even if they were never

External
Medical Team Sensor

3

l—=Synchronization—j

ECG Signal AcquisitionECG Signal Acquisition

Send the recorde

. | . Primary ECC Pair Extraction (Q,k)
Primary ECC Pair Extraction (Q,k)

Rb=kb x k x Q Ra=ka x k x Q
i —. e ——SendS Ram—
Sends Rb ——

Fig. 3. Secret key establishment protocol.
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Fig. 4. Keys extraction from inter-beat values.

authenticated before. The team will acquire the fingerprint of the
user in the moment of the emergency and will use to form the
authentication key. As for the IMD, it will use the stored fingerprint
data in its system to verify the integrity of the received key. If the
received key is in conform with the generated key, the IMD will
accept any request from the medical team’s end.

3.2. Fingerprint recognition

Human fingerprints have been widely used to identify the per-
son’s identity as they have been proven to be unique to each
individual. Human fingerprints show particular permanent pat-
terns that are associated with the identity of that person. They
are considered as one of the most reliable human features that
can be easily acquired [27]. The fingerprints are constituted of
ridges, called minutiae. The most notable types of minutiae are
ridge ending and ridge bifurcation. These two allow an automatic
matching between different fingerprints when detected. A minutia
is characterized by a list of attributes that includes its type (as
shown in Fig. 5), its position within the fingerprint scanned and
its orientation. These three attributes help match the different
minutiae along the fingerprints, the more similar they are, the
more likely the fingerprints are associated to one individual.

Several approaches have been proposed to achieve a strong
fingerprint matching technique. This is due to the fact that several
assumptions had to be taken for fingerprint matching:

e When scanned, the fingers may be placed in different loca-
tions during acquisition, resulting therefore in a translation
or in a rotation of the fingerprint.
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Fig. 5. Left to right: Continuous ridge, ending ridge and bifurcation examples for
minutiae detection and identification.

Table 1
Look-up table for conversion measures.
Measured value Binary value
> th; 0100
> thiyq 0101
> thitn 1110

e Non-linear deformation may take place during the acquisi-
tion process due to the finger pressure on the sensor.

e Two different scans of the same fingerprint can lead to two
results with some different minutiae.

3.3. Fingerprint reading

3.3.1. Image processing

As a common procedure, a pre-process of the acquired finger-
print image takes place before the extraction of its feature [28]. To
improve the image, an histogram equalization is applied on the
image to increase the contrast of the image lines. This enhances
the detection of the features. After this, a normalization [29] takes
place. This gives the fingerprint image a balanced data magni-
tudes, matching a pre-defined mean and variance elaborated by
the algorithm. Following this step, the direction and frequency of
ridges are estimated following local ridges orientation and their
local frequencies. After these steps, the image is converted to
a black-and-white image. This step is intended to help in the
segmentation of the fingerprint. Finally, an image thinning takes
place to define the lines of the fingerprint features on a single-
pixel level. Therefore, minutiae can be extracted at each pixel level
with a 3 x 3 filter. The filter detects, according to the black pixels
representing the fingerprint’s ridges, the type of that ridge. Fig.
5 shows some examples of minutiae detection within a 3 x 3
pixels filter (discontinuous line). A continuous line along the filter
means there is a continuous ridge, so no minutiae are located on
those coordinates. If the pixel shows a ridge end (white pixels) or
a bifurcation, then a minutia is detected and its characteristics are
extracted.

This process is not implemented in the IMD. The stored fin-
gerprint will be received after the processing of the scans. As for
any future acquisition, it will be processed by auxiliary devices.
Therefore, we have not accommodated this step for the IMD, as it
is independent. It is better that the IMD is not burdened by this
processing scheme in its configuration.

3.4. Minutiae matching

To match the fingerprint scanned with another one, the minu-
tiae matching rate is the metric used to identify similarities be-
tween both. The first step before computing the matching rate is
to align the fingerprints according to local minutiae structures. This
improves the miscalculation due to the translation or the rotation
of the fingers while acquiring the print. After the alignment, every
two minutiae (each belongs to a different fingerprint) in a close
location and orientation are paired together and are considered as
a corresponding pair. The more corresponding pairs are between
two fingerprints, the higher the matching score is. After a full
analysis of the database and the scan quality, a threshold is set for
the score to define the minimum score that needs to be obtained
to consider both fingerprints as similar. Several algorithms exist in
the literature that provide this step [30-32].

3.5. Scheme

Starting from the first use of the IMD implementing the se-
curity scheme presented in this work, the user will have his/her
fingerprint stored in the device. This information will be used
later for any authentication attempt to verify the identity of the
person asking for the IMD access. This will be the first factor to
enable the success of the authentication, the fingerprint of the
requester must match the stored one. When the medical team
arrives at the emergency location, it would know how to operate. A
standardization of the scheme will be present. Identifying that the
patient is equipped with an IMD, they will scan his/her finger to
activate the authentication scheme. This will whether deactivate
the IMD or give an authentication key for the medical team to
operate the IMD. For each IMD, a specific case of study will be
achieved to decide.

The second factor of this scheme is the instantaneous ECG
signal, as shown in Section 2. The user will start by recording
the ECG signal information to generate the first needed sequence.
This sequence is established as explained in Section 2.4. Once it
is computed, it will be encoded according to a Hadamard en-
coder [33]. The use of this encoder is for the purpose of extending
the size of the previous input to match relatively the data format
of the fingerprint reading. For the fingerprint reading, the minutiae
characteristics will undergo a second encoding scheme to form
a binary matrix detailing the features of the scanned fingerprint.
Fig. 6 represents the transformation process that a fingerprint scan
undergoes through our protocol. Once achieved, the scheme will
possess two sequences generated from the two different biometric
readings, as shown in Fig. 7. Both outputs will contain the singu-
larities of each biometric. They join afterwards in a summation
function (XOR function as an example to lower the complexity)
to form the authentication key. The use of this simple function
is to guarantee the non-waste of the hardware resources of the
IMD. More sophisticated IMDs can rely on two-way deterministic
functions. This key is to be sent to the IMD to request access.
A public share of this key is permitted as it is considered as a
token of the medical team. Replay attacks are prevented using
this procedure. As it will be proven in Section 5, ECG readings are
equivalent to a random process. Hence, the fingerprint cannot be
identified nor the key cannot be replayed in a future time. The ECG
reading result would expire by the next attempt.
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Fig. 6. Fingerprint scan transformation process. (a) Scan acquisition. (b) Minutiae identification. (c) Minutiae characteristics matrix. (d) Binary form of the minutiae

characteristics matrix encoded with Hadamard.
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Fig. 7. Sender’s key generation scheme using ECG and fingerprint readings.
Key ,@ »{ Fingerprint Matrix
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ECG Reading Hadamard Stored Fingerprint
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Fig. 8. Receiver’s key decoding scheme using ECG and fingerprint readings.
The IMD will receive a request to operate the emergency au- 1200 S ; ' g

thentication scheme. It will be informed that the patient is in
a critical situation and will accept to process the authentication wof | 1
request. In case of any malicious manipulation of this backdoor, it H
can alert the user to verify his surroundings. After processing the % a00 H
key, as explained in Fig. 8, the fingerprint matrix can be extracted. H
The result will be in a form of a binary matrix containing the £ s B o

. . . . . . . £ 600 H i Z |
minutiae features of the scanned fingerprint. This matrix will be : = =
compared to the one stored within the IMD to verify if the sender g i i
is an authorized user that has just scanned the patient’s finger. If 2 wop i i 1
the matching score is higher than a given threshold, the sender is H ‘
granted the IMD access. 200 ‘ m 1
3.6. Similarity score computation 0 e o

The similarity score of the fingerprints is based on the ratio of
the matching minutiae between both fingerprints and the total
number of identified minutiae. After the alignment of the finger-
print, two minutiae from the same type are considered similar if
they have the same spatial coordinates and the same orientation.
If we consider that a given minutiae is represented by (x, y) spatial
coordinates and an angle 6, two minutiae are similar if:

e They both belong to the same type of minutiae 7.

[ ]
VAX* + Ay* < Dy,
(5)
min(| A0, 2 — |A6|) < O
with Ax, Ay and A6 being the difference between the

x-coordinate, y-coordinate and the orientation of the minutiae,
respectively.

In order to compare two fingerprint scans F, and Fg, the scan
will be locally aligned. We define a minutiae point i by the vector

0.4 05 0.6
Matching Score

Fig. 9. Histogram of the matching scores of different fingerprint matching at-
tempts.

M; = (x;, ¥i, 6;, ;). A fingerprint scan contains N minutiae points.
A set of random ¥ = {i /i € Minutiae points set} is defined
with cardinality 0.25 x N. The factor Ny = 0.25 was chosen
after statistical test for giving the best score close to the score of
the fingerprint matching if all minutiae points were considered.
Fig. 10 shows the average effect of Ny variation on the accuracy of
the matching score of fingerprints belonging to the same person.
We define Ng(i) the minutiae points in the same spatial circle of
radius r and center (x;, y;). Now for each (i,j) € {Y, x 13 /i €
Ng(j) and M; similar to M;}:

dx = xj — x;
dy =y —¥i
do = min(|0; — 65|, 360 — |6; — 6i])

(6)
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Fig. 10. Ny Factor average effect on the accuracy of the matching algorithm on the
same person’s fingerprints.

Then according to (dx, dy), Fg will translated so that (dx, dy) =
(0, 0); and according to df, Fg will rotated so that d = 0. We call
the result of the latter Fj.

The algorithm will compute the number 7; of similar minutiae
between F, and F/S according to the thresholds (Ax, Ay, Af). The
final local score is:

so
1Yol x |75l

The final score will be the highest S.

Fig. 9 shows the resulting score of matching different finger-
prints. These fingerprints were collected through different
databases [34] that offer fingerprint scans for different individuals
and different scans for the same individual, to allow a better
analysis of the fingerprint algorithms. To enhance the data, the
scans originating from the same individual were multiplied by
inducing several modification to the original sample, e.g., cropping,
rotation, blurring. This histogram shows clearly a gap between the
scores resulted from comparing different individuals’ fingerprints
and from comparing different scans of the same individual’s fin-
gerprint. This can easily clear the choice of the threshold to be
defined for the protocol to conclude from the computed score if
the fingerprints belong to the same person or not.

(7)

4. Security analysis

The IMD is threatened from two different types of attackers:
passive and active. Emergency situations represent an advantage
for attackers to launch their attacks. Most of IMDs, with their
simple resources, will simply stop working or open its access to
the environment under such circumstances. This is due to the fact
that an abnormality in the user’s health had happened and the
IMD may behave as an obstacle for urgent interventions. This can
easily be the opportunity for attackers to hijack the disregarded
IMD. Our scheme focuses well on this scenario and offers access
to any foreign medical team to control the IMD while the user is
unconscious. At the same time, this same scheme can be used in
general situations for authentication needs to avoid any waste of
resources. The wireless exchange of the generated key prevents
any kind of Man-In-The-Middle attacks. The ECG reading plays the
role of an expirable token that makes the key expirable for Replay
attacks. The combination of both biometric prevents any spoofing,
phishing and jamming attacks. Packet sniffing is shown through
the results presented in the following section to be uninformative
to eavesdroppers. This was mainly enhanced by introducing the
properties of ECC systems. This scheme helps any new medical staff
to access the IMD to take the needed actions while ensuring that no
other malicious party can take place in the communication. If the
emergency access was triggered under a regular scenario, the IMD
can inform the user and he/she will take the necessary precautions.

Table 2
Results of randomness tests applied on multiple sequence generations.

Randomness test

Success rate

Monobit test 89%
Frequency test 100%
Runs test 96%
DFT 100%

Also, an abnormality detection scheme [35] can be used to detect
emergency situations and when the authentication can take place.
In a more general context, the user can trigger this mechanism to
authenticate a new doctor too.

Among the problems an IMD can face, are the regulatory author-
ities [36], e.g., the US Food and Drug Administration (FDA). Such
authorities must ensure the safety and security of medical devices
designed for commercial use. For this reason, the FDA has placed
the responsibility for the devices security issues with the medical
product manufacturer. They published for this matter premar-
ket [37] and postmarket guidelines [38]. These guidelines englobe
the management procedure of medical device cybersecurity risks
throughout the product life cycle. As the scheme provided through
this work has no reason to be constantly updated, regulations
should not be a major issue. Basically, FDA has concerns for security
patches and update plans for security reason. This work has shown
that once it is designed within the IMDs scheme, it is functional
against most of the possible malicious attacks. Additionally, the
security scheme is shown effective from the design scheme.

5. Results
5.1. One-factor scheme

5.1.1. Randomness tests

To guarantee that the generated binary sequences from the ECG
instantaneous readings are truly random, we have used the Na-
tional Institute of Standards and Technology (NIST) [39] statistical
test suite. The results are shown in Table 2.

e Monobit test: verifies the randomness of the given sequence
by checking if the appearance proportions of 0’s and 1’s are
approximately the same.

e Frequency Test within a Block: checks that the proportion of
1’s and 0’s within an M-bit block is random.

e Runs test: verifies if the oscillation between the bits 0 and 1
are at a random pace.

e Discrete Fourier Transform (Spectral) Test: checks if there are
no periodic features that may contradict the randomness of
the bit sequence.

Furthermore, we have analyzed the generated sequences from
the ECG readings for patterns consisting of multiple bits. This
ensures that eavesdropped sequences are not threatened by statis-
tical attacks. We have tested for every different bit configuration its
occurrence probability in the sequence. Fig. 11 shows the average
probability of a bit sequence with a given length to appear in a
generated bit chain from ECG readings. The figure features also
the probability deviation of the most probable sequence and the
least probable sequence. We can observe well the deviation is very
small. This ensures that there can be no pattern to be detected in
any generated sequence to help the attacker to predict any future
generated sequence.

5.1.2. FAR-FRR

The False Acceptance Rate (FAR) [40], exhibits the possibility
that the security system will mistakenly accept an authentication
attempt from an unauthorized user. It is defined as follow:

Number of false acceptance trials

FAR =
Total number of authentication attempts

(8)
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Fig. 11. Occurrence probability of bit sequences with a pre-defined length.

Table 3

FAR & FRR rates.
Metric Rate
FAR 0.9%
FRR 6.3%

The False Recognition Rate (FRR) [40], displays the possibility
that the security system will falsely reject an authentication at-
tempt by an authorized user. It is defined as follow:

B Number of false recognition trials
" Total number of authentication attempts

(9)

The results are shown in Table 3. The analysis have been run
through different data segments extracted the ECG recordings
offered by PhysioNet [41] database. This database offers several
physiologic signals for academic use by the biomedical research
community. For ECG signals, they offer python and MatLab libraries
to thoroughly investigate the recordings they have. The recording
we have investigated are from different subjects. These subjects
contain healthy persons along with few of them showing some
dysfunctional heart activities. The subjects are from different age
intervals too. Each data is linked to its origin through the analysis
to keep track of right and false authentications.

5.2. Two-factor scheme

5.2.1. Formal security analysis

To present this protocol in a formal verification, we opted to
use the Automated Validation of Internet Security Protocols and
Applications (AVISPA) tool. The AVISPA tool serves to verify the ef-
ficiency of a programmed cryptographic protocol [42] using High-
Level Protocols Specification Language (HLPSL) [43]. This language
assists the role of each participant in the given protocol; while
defining all the significant scenarios of these participants in a
role architecture. The role system contains a number of sessions,
principals and roles. An intruder (I) in HLPSL is modeled according
to the Dolev-Yao model [44] where I plays as an authentic role.
Using different back-ends to analyze the protocol, the output of
this tool generally contains:

e Summary section: It notifies whether the programmed pro-
tocol is safe, unsafe or unpredictable.

e Details section: It defines the conditions that have been con-
sidered during the analysis.

e Goal section: It designates the considered goals of the test.

e Back-end section: It declares the back-end name that has
been used.

e Comments and Statistics section: It describes the trace of any
present attack.

For our work, we have implemented three basic roles:

File

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL
BOUNDED_SEARCH_DEPTH

PROTOCOL
fhome/span/span/testsuite/results/c3prot.if

GOAL
As Specified

BACKEND
CL-AtSe

Fig. 12. Result of the AtSe analysis.
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Fig. 13. Histogram of the matching scores.

e Sensor: Defines the communication role of the sensor acquir-
ing the ECG signal.

e Medical Team: Defines the intervening medical system.

o IMD: Defines the IMD from the patient’s side.

The implementation covers the phase of sending the ECG signal
from the sensor to the medical team and the parameters exchange
between the IMD and the medical team to obtain the final secret
key. The proposed protocol is simulated under the Constraint-
Logic-based Attack Searcher (AtSe) back-end using the AVISPA
web tool [42]. This back-end translates the protocol into a set of
constraints to pinpoint the possible attacks on protocols [45]. The
executability check has been well attained for this protocol. The
execution of any protocol sometimes is incomplete. This is mainly
due to some modeling errors. This gives erroneous simulation re-
sults and might give a false positive on the security of the protocol.
That is why most consider the executability test as indispensable
in AVISPA. This back-end checks if the legitimate agents in the
protocol — which are in our case the medical team, the sensor
and the IMD — can execute the specified protocol safely during
the existence of an intruder. During this check, the AtSe verifies
additionally the possibility of any Man-in-The-Middle attack by an
intruder. The test result shown in Fig. 12, which ensures that the
proposed protocol can defend replay attack.

5.2.2. Identification rate
The histogram in Fig. 13 shows the matching score resulted
by the authentication algorithm presented in this work. Different
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sample of fingerprints and ECG recording have been used, belong-
ing to the same or different subjects. According to the data, any
score higher than the value of 0.57 corresponds to a legitimate
authentication request. Any score lower than the value of 0.5
corresponds to an illegitimate authentication request. The interval
between these two values is where there is an overlap between
legitimate and illegitimate requests. Therefore, the threshold upon
which it is decided to grant access to the user will be within this
interval. The decision of the exact value can be achieved statically
while reviewing the FAR-FRR metrics that correspond to each
threshold.

We have analyzed the FAR and the FRR metrics of this work’s
scheme to identify how reliable it is. Commonly, biometrics are
very reliable to identify any identity. However, when using low
resources to analyze the data, the accuracy of the identification is
not always ensured. Figs. 14 and 15 show the results of our analysis
on the database we have collected. The database includes finger-
prints and ECG readings of the same and different subjects. The
data has been shuffled and processed through our protocol. Then
we have compared the results of our algorithm with the actual
identification result. We have introduced a sensitivity parameter
to this algorithm. The lower this parameter is, the less accurate are
the biometric readings. This sensitivity factor reflects the sophisti-
cation of the IMD in use. This helped to give more realistic results
as inputs to our algorithm. The sensitivity parameter can affect
the accuracy of the fingerprint scan or the precision of the ECG
signal acquisition. We can see through the figures that the results
are acceptable and promising for the success of the authentication
request. Fig. 14 shows the Receiver Operating Characteristic (ROC)
curves for different sensitivity levels. We can conclude from this

how close the curve is to the upper-left corner that our work offers
a good trade-off between the sensitivity and the specificity of the
authentication algorithm. Fig. 15 demonstrates how statistically
efficient can our algorithm be. It represents the statistical prob-
ability of the possible score of the authentication attempt of an
imposter or a legitimate node. The figure shows two cases: The first
one where the ECG corresponding input is discarded (Fingerprints
only) and the second one featuring the complete algorithm. This
figure shows the important contribution of the ECG corresponding
input to the functionality of the algorithm.

6. Conclusion

In this work, we have investigated the security of Implantable
Medical Devices (IMDs) from malicious attacks by providing a new
backdoor scheme for any medical team to get involved in any
emergency scenario. Authentication usually takes place between
two previously identified parties. In emergency scenarios, this can
be a problem as the IMD will refuse any sudden intervention. We
have designed a backdoor to the IMD access while taking into con-
sideration that an attacker may take advantage of the scheme. We
introduced first a one-factor authentication scheme. This scheme
relies on instantaneous ECG readings to grant access to the new
medical team. The ECG readings were enhanced with elliptic curve
cryptography to provide more security for the patient. For more
sophisticated IMDs, we have designed a two-factor authentication
scheme. The latter relies on two different types of biometrics: The
first is instantaneous and the second is fixed. We have evaluated
the security this scheme can provide the IMD while ensuring it
is hardware-friendly towards the limitations of any IMD. We con-
cluded that the proposed system can be used by different kinds of
implantable medical devices, and can ensure users’ secure wireless
communication even in emergency situations.
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