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ABSTRACT Transmission of multimedia data such as images, videos, and audio over the Internet is risky due
to cyberattacks. To overcome the security issues, several encryption schemes are proposed over the last few
decades which also possess few vulnerabilities such as time inefficiency and weak security. In this research,
to provide the highest level of security to the digital data, chaos is incorporated for the scrambling of rows
and columns of the plaintext image. Further, a noisy image is generated based on the chaotic logistic map and
the suitable initial conditions which are selected based on the analysis performed. For the reduction of the
encryption computational time, a Discrete Wavelet Transform (DWT) is used in which only low-frequency
bands are encrypted because most of the plaintext information lies in such frequency bands. To gauge the
performance of the proposed encryption scheme, several security tests such as entropy, correlation, energy,
peak signal to noise ratio, mean square error, keyspace, and key sensitivity analysis, noise-resistant, and
cropping attack analyses are performed. From the cropping and noise attack analysis, we have found that
the proposed encryption algorithm can decrypt the plaintext image with negligible loss of information but

the content of the plaintext image can be visualized.

INDEX TERMS Chaos, noise resistance, chaotic logistic map, DWT, security.

I. INTRODUCTION

The insecure channel (Internet) has been effectively used for
the last few decades for the transmission of multimedia data.
Internet is proved to be high speed and low-cost transmitting
medium, but at the same time, it does not provide reliable
security to the digital data [1]. In these circumstances, trans-
mitting data can be risky and due to certain security issues,
it has opened doors for the researchers for making the digital
data safe and secure. To secure sensitive information, chaos
theory, machine learning, and frequency transform methods
such as DWT and Discrete Cosine Transform (DCT) based
methods can be used in encryption techniques [2], [3]. In fre-
quency domain encryption, it is always required to convert
the pixel values into certain frequency components before
further processing. While, for spatial domain encryption, any

The associate editor coordinating the review of this manuscript and

approving it for publication was Senthil Kumar

encryption technique may apply directly to the pixel values
for the desired purpose. It can be achieved either by chaos
theory, direct scrambling, or substitution process [4], [5].

Continuing the discussion, the lossless image technique
is proposed by Tedmori et al in which before applying the
spatial domain processing on the pixel values, DCT is used
to convert them into frequency components [6]. In [7], et.
al proposed a frequency domain encryption that consists of
multiple rounds. To convert the pixel values into its frequency
components, Fractional Fourier transform (FFT) is integrated
with the spatial domain encryption. Due to the several encryp-
tion rounds, it takes more time to complete the encryption
process which is not suitable for real-time applications. In [8],
a color image encryption algorithm is presented in which
Arnold transform and color-blend operation are incorporated
with DCT. However, Liu et al. [8] used Fractional Fourier
Transform (FFT) with multiple couped logistic maps to
improve the encryption scheme proposed in [8].
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For the direct manipulation of image pixels, spatial domain
encryption is frequently is used by the researchers. To encrypt
the digital in the spatial domain, substitution Boxes and
Chaos-based techniques are mainly employed. In case of
substitution, single and multiple S-boxes may use to sub-
stitute the image pixels. However, a single S-box is not
suitable for the proper concealment of pixel values. The
drawbacks of using a single S-box are highlighted in [9].
Moreover, the image sized 256 x 256 takes more than
ten seconds for its substitution which is not considered
ideal for practical systems. To resolve the problems of
using the single S-box, Anees et. al. [9] used the multiple
S-boxes which has proved more robust. However, the sin-
gle S-box substitution problem is resolved to some extent,
but still, it is failed to properly encrypt the images which
consist of a low number of gray levels. Extending the
idea proposed in [9], Jawad et al. [10] proposed a multi-
ple S-boxes-based image encryption scheme which provides
much better results than the encryption scheme proposed
in [9].

In [11], et al. proposed a color image encryption scheme in
which substitution and chaotic maps are integrated to provide
the highest level of security to the digital images. In S-box
based encryption scheme, it is crucial to use such an S-box
which exhibits strong cryptographic properties. Therefore,
to construct a robust S-box, a new technique to generate
a strong S-box is proposed in [12] which is based on the
chaotic cubic logistic map. In [13], the authors addressed few
vulnerabilities that exist in the encryption scheme proposed
in [14] and made necessary improvements to make it more
robust and secure against cyberattacks. Further, an S-box is
also generated using a 1D Chaotic map and applied in the
said encryption scheme. It might be insecure because a single
S-box is used instead of multiple S-boxes. In an encryption
scheme, S-box is a source of creating diffusion in the plaintext
image. The idea of confusion-diffusion is proposed by Claude
Shannon [15]. According to his theory, an encryption scheme
could be more secure if it consist of both confusion and
diffusion properties. In [16], Pisarchick et al. proposed an
idea of the chaotically coupled map which is used to create
diffusion in the image pixels. Whereas Shatheesh et al. [17]
proposed a Zigzag confusion and diffusion method which
incorporates XOR operation as a result better results were
achieved in terms of correlation, entropy, contrast, peak signal
to noise ratio, and mean square error. In [18], a detailed
comparison of security parameters for chaos and non-chaos-
based image encryption is presented. While, in [19], a suitable
level of security is achieved which is proved by analyzing
the security parameters. The only vulnerability that can exist
in the scheme proposed in [19] is the high encryption com-
putational time because it uses the mechanism of confusion
and diffusion stages one by one instead of applying them
simultaneously.

To overcome the vulnerabilities discussed above, we pro-
pose a DWT and chaos-based encryption technique. The
major contributions are as follows:
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« A new algorithm is designed to secure the digital images
in which DWT and chaos theory are incorporated.

« To reduce the encryption computational time, only the
low-frequency sub-band is encrypted instead of encrypt-
ing the other sub-bands which consist of high frequen-
cies. Apart from time efficiency, providing a high level
of security a chaos theory is incorporated for generating
random sequences and noisy images.

o Security attacks such as brute force attack, cropping
attack, and noise attack are performed to prove the
robustness of the proposed work against such attacks.

o Several experiments and security analyses such as
entropy, correlation, energy, peak signal to noise ratio,
key sensitivity and mean square error are also conducted
to gauge the security level of the proposed work.

Il. PRELIMINARIES
The proposed encryption algorithm is categorized into two
parts:

o Chaos theory
o Discrete Wavelet Transform

Chaos is incorporated for two major purposes (a) to create
random sequences for creating confusion in the plaintext
image (b) a noisy is generated to create diffusion in the RGB
components of the plaintext image.

A. CUBIC- LOGISTIC MAP (CLM)

The modified form of a chaotic map is known as CLM and
it is a one-dimensional chaotic map [20]. The mathematical
form for CLM is given in Equation 1:

Qiy1 =0 * Q;i(1 — Q)2+ Q) e

The region in which the CLM shows chaotic behaviour is
given below:

Qo € (0D)
o € [1.421.60)

CLM is non-periodic, key sensitive and able to generate
random sequences which are difficult to predict. In case
of reliability, it was claimed in [20] that CLM can perform
better than the chaotic logistic map [21]. Chaotic ranges vary
with the nature of chaotic systems. Therefore, it is neces-
sary to analyze the chaotic behavior so that suitable initial
values can be selected for the generation of truly random
sequences [22]-[29].

In CLM, a control parameter w plays a vital role in the
generation of random values. By varying the value of w, the
chaotic system may show different behavior [30]-[34]. For
instance, at w=1.0 and w = 1.3, CLM can generate few
values which are different from each other, which means,
by selecting such values of w, the CLM cannot generate
random values. On the other hand, when w increases from
1.0 to 1.55, the CLM generates random values till 200
iteration as it is shown in Figure 1.
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B. DISCRETE WAVELET TRANSFORM
A wavelet transform can be used to convert the signal into
its wavelet components. Wavelets have the ability to separate
the fine details in a signal [19]. For instance, in the case
of digital images, a wavelet is used to split the edges (fine
details) and the low-frequency details. For this purpose, very
small and large wavelets are used. Small wavelets are for
isolating the fine details. Whereas, large wavelets are for
separating the coarse details. Wavelet transform can be a
very powerful tool to analyze the local spectrum of dynamic
signals such as seismic, radar, sonar, and for image processing
and compression. In the proposed encryption methodology,
the Haar wavelet is used to transform the plaintext into differ-
ent frequencies. By decomposing the plaintext image using
DWT, four frequency sub-bands such as LL sub-band, LH
sub-band, HL sub-band, and HH sub-band can be produced.
The Haar wavelet transform can be represented as Q' =
HPHT in which P is a plaintext image having equal number
of pixel rows and columns i.e the size of image P is R(rows) x
R(columns), H represents the Haar transform matrix having
the size equal to the plaintext image and Q is the transform
matrix which contain the Haar basis function A,(w). Where
we[0l]and ais definedasalae N AO<a<R-—1}.It
can be decompose uniquely as:

a=2b+t,

where b is the highest power of 2 and ¢ is the reminder which
is: 1 =27 - 4. The basis function of haar can be defined by
equation 2.

1 ifa=0 & 0<w<1
2b/2 ifa >0 & t/2h§w<
t4+0.5
1 b
h = — 2 2
o) VR | =27 ifa>0 & (t+0.5)/2" )
t+1
0 Elsewhere

A 2D Discrete Haar Wavelet Transform (DHWT) is
obtained by substituting the inverse version of the transfor-
mation kernel as given in Equation 3.

1
H(w,a) = —=ha(w/M) for w=0,1,2,.....R—1

VR

3
where, h,(w) is given as:
IS T S e
R R R
ney mdy on®h
, & K PR
ha(w) =H" = hg(l—?) hz(l—e) coho( R)
bt (D) a2
R R R
4
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FIGURE 1. (a-d) Four different values of » are selected to generate
different random signals.

(a) Plaintext image

o
b e N .l
3 .

{
(b) LL frequency(c) LH frequency
sub-band sub-band

(d) HL frequency(e) HH frequency

sub-band sub-band

FIGURE 2. Frequency bands extracted from the cameraman image using
DWT.

The resulting transformation matrix for a = 0,1,2,....,

R - 1is given by equation 5.
H = ! H' 4)

- VR

In the case of two-dimensional signals i.e. digital images
I(R, C), each pixel row is analyzed in the horizontal direction
by high pass filter «(R) and low pass filter S(R) and the output
of both the filter is obtained in the form of images L, and H,
having the size of 251 X 2% After that, high pass filter «(C)
and low pass filter B(C) is applied to analyze columns of the

149945



IEEE Access

A. Shafique et al.: Integration of Spatial and Frequency Domain Encryption for Digital Images

a(C) ‘2 —
—~ alR) — |2 L
' BlO ~ j —
I(R,C) —
a(R) ‘Z e
—~ BRI — |2 Hr
’ BlO ~ p —

FIGURE 3. 279 level decomposition of digital image using 2D-DWT.

new image L, and H,. in the vertical direction. This produces
the four frequency sub-bands LLi,LH;, HL; and HH. Such
frequency sub-bands will be down sampled by the factor of
2 as shown in Figure 2.

For the 2" level wavelet decomposition, same procedure
is applied on the LL; sub-band to produce further frequency
sub-bands LL,,LH>, HL, and HH; having the size of each
sub-band ;;2 X 2% The generalized form for the decomposition
of wavelet frequency sub-bands is % X % in which the value
of n may vary from [1 oo-1] depending upon the decom-
position level of wavelets. For the n level decomposition,
the frequency sub-bands will be LL,, LH,, HL, and HH,.
Figure 3 shows the decomposition of plaintext image upto
24 1evel using 2D-DWT.

Ill. PROPOSED ENCRYPTION SCHEME

Cubic logistic map and DWT are two main parts of the
proposed algorithm that plays an important role in the con-
cealment of plaintext information. The process of generation
of security keys for the proposed encryption algorithm is
given in the section I1I-A.

A. KEY GENERATION PROCESS
The permutation key is generated using the chaos by follow-
ing steps:

1) Iterate Equation 1 R x C times using the initial condi-
tions Q1, w1, 27, w2, 23 and w3 and generate random
values. The number of values will be equal to the num-
ber of pixels present in one color component. These
random values are known as a stream.

The generated value is multiplied by any large integer
number N.

2)
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3) Convert the floating number into integer values by
truncating all the numbers placed right after the decimal
point.

To restrict the large values generated in step 3 in
the interval [0 255], take modulo operation. Mathe-
matically the generated sequences are given in Equa-
tions 6, 7 and 8:

4)

X = uint8(mod(floor((streamy) x N1);

Keys are: Qp, g (6)
Y = uint8(mod (floor((streamy) * N>);

Keys are: 22, wp (7)
Z = uint8(mod(floor((streams) * N3);

Keys are: 3, w3 (8)

5) Now the sequences X, Y and Z will be used as a
permutation keys to permute the rows and the columns
of RGB components respectively.

B. ENCRYPTION PROCESS
The schematic diagram of the proposed encryption scheme is
shown in 4. Steps used to encrypt the plaintext image using
the proposed algorithm are as follows:
o Step 1: Input image of size R x C x 3 in which R and C
represents the rows and columns of the plaintext image
(P) respectively.
« Step 2: Red, green and blue (RGB) components of the
input image are extracted from the image P.
o Step 3: For the rows and columns scrambling of the
RGB components, the sequences X, ¥ and Z will be
incorporated as key sequences.
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FIGURE 4. Proposed algorithm for color image encryption.

o Step 4: Apply DWT on the permuted components
(PeTred, PEThiue, and Pergreen) to get the frequency sub-
bands {LLg, LH g, HLigr, HH g}, {LL1G, LH g, HL\g,
HH[G} and {LL]B, LHIB, HLIB, HHlB}.

« Step 5: For the 2" level wavelet decomposition, apply
DWT on LLg, LLg and LLg. Mathematically, steps 5 and
6 can be written as:

DWT(per,,;) — [LLig, LH\g, HL1g, HHR],
DWT(per,,..,) — [LLiG, LH\G, HLiG, HHiG],

green

DWT(perBlue) — [LL\p, LH1p, HL 3, HH 3],
DWT(LLig) — [LLag, LHyr, HLog, HH>R],
DWT(LL\G) — [LLag, LHaG, HLoG, HHG],
DWT(LL1p) — [LLyp, LHyp, HLyp, HH>p],

The LL sub-bands have low-frequency components
which mean most of the information lies in the LL sub-
bands. Therefore, to reduce the encryption computa-
tional time, scramble the rows and columns of only LL
sub-bands instead of all the frequency sub-bands using
the sequences X, Y and Z.

o Step 6: The inverse wavelet transform is used to con-
vert the manipulated frequency components of per,ed,
perplue, and pergreen components into real values and
stored these images in Iper —red > Iper—green and Iper —piye-

VOLUME 9, 2021
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image

o Step 7: Generate random image using CLM by selecting
the initial conditions (w4 and 24).

Algorithm 1 is given for the generation of the random
image.

o Step 8: Iyer—red, Iper—green and Iper _piye are than passed
through XOR operation with the random image which is
generated using algorithm 3.1. Finally, combine all the
XORed images to generate the ciphertext image. The
enciphered images and their corresponding histogram
generated using the proposed encryption algorithm are
shown in Figure 5.

IV. STATISTICAL SECURITY ANALYSIS

Statistical security analyses of the proposed technique and a
comparison is made is in this section. Such analyses include;
mean square error (MSE), entropy, peak signal to noise ratio
(PSNR), energy, contrast, entropy, and correlation. Mathe-
matically, such parameters can be calculated using Equa-
tions 9 [35]-[40].

x—1w—1

_ L _ 2
MSE = —3 % (f(a,b) - g(a, b)) ©)

0 0

where the size of the image is defined by xw. Whereas,
P(a, b) and C(a, b) are the plaintext and ciphertext images

149947
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FIGURE 5. (a) Color image of Baboon (b-d) Red, Green and Blue components (e) Enciphered color image (f-h) Histogram of the corresponding Red, Blue
and Green components (i-k) histogram of encrypted Red, Blue and Green components.

respectively.
MAXp
~MSE

where the maximum pixel value of the plaintext image is
represented by MAXp.

Entropy = — Z im(p;)logaen(c;) (11)

where: im(p;) is the probability of occurrence of random
variable p.

PSNR = logio( ) (10

¥ 2 (i = EQ))i — E()

Corr — Coeff = (12)
0x0y

oy = v VARx, oy = +/VARy (13)

N

1

VAR() = + ;(x,- — E(x))? (14)

j=
Contrast = Z |r — x|2im(r,x) (15)
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where the gray-level co-occurrence matrices is represented by
im(r,x).

Energy = Z im(x, y)2 (16)

where: im(i, j) is the value of the pixel in an image at i”* row
and j* column.

Various statistical values of the security parameters which
are deduced from the ciphertext images generated using the
proposed encryption algorithm are displayed in Tables 1-3.
It can be analyzed from Tables 1-3, the proposed algorithm
offers better security when it compares to the existing encryp-
tion schemes.

A. HISTOGRAM ANALYSIS

Pixel distribution of any image can be observed by the his-
togram analyses [52]-[54]. For the strong encryption tech-
nique, the histogram of the ciphertext image should be flat,
uniform, and completely different from the histogram of the
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Algorithm 1
Inputs: Chaotic map equation, initial conditions (w4 and
Q4)
— Using initial values and CLM equation, generate M x
N random values by iterating CLM M x N. —Create an
array(P) to store the random values generated in step 1.
— The array P is updated by using following mathematical
equation:

¢ = P; X Kyum

— Floor operation is used to truncate all digits which are
placed after decimal points. The resultant values are saved
in an array S.

— The modulo operation is incorporated to limit the values
in the interval [0,255]

o = mod (B, 256)

—Convert the 1-D array generated in step 4 into a 2-D
array to create a random image.
End

TABLE 1. Statistical security analysis of the proposed and existing
encryption schemes.

Red-Component

TABLE 2. Statistical security analysis of the proposed and existing
encryption schemes.

Green-Component

Plaintext images MSE PSNR Entropy Correlation Energy Contrast
Clothes 258 16 7.9998 -0.0036  0.0158 10.6986
Girl 252 17 7.9992 -0.0041  0.0152 9.9988
Tree 255 17 7.9985 0.0011  0.0158 10.1582
Goat 253 16 7.9991 0.0002  0.0156 10.6975
Butterfly 253 16 7.9992 -0.0065 0.0154 9.9981
Plant 255 16 7.9985 -0.0004 0.0152 10.9744
Boat 247 16 7.9985 0.0008  0.0154 9.9912
Sky 255 15 7.9994 -0.0014  0.0158 9.9891
House 256 15 7.9994 0.0003  0.157 9.2412
Lion 254 17 7.9994 -0.0085  0.0156 10.6877
Man 262 14 7.9988 0.0007  0.0154 10.7547
Sun 245 16 7.9985 -0.0001  0.0154 10.9786
Aeroplane 254 18 7.9988 0.0005  0.0158 10.7986
Bike 254 16 7.9991 0.0002  0.0155 9.9984
Lena 254 17 7.9987 -0.0011  0.0154 10.1353
Bottles 256 17 7.9978 0.0004  0.0157 9.9782
Forest 246 18 7.9991 -0.0032  0.0155 10.7342
Bridge 259 18 7.9992 0.0004  0.0156 9.9988
Pepper 254 14 7.9991 -0.0056 0.0155 10.7892
Cameraman 254 16 7.9995 0.0004  0.0153 9.9972
Baboon 245 17 7.9992 0.0001  0.0157 10.7682
Existing schemes
comparison
[41] 254 18 7.9896 -0.0027  0.0152 9.6789
[46] 257 19 7.9893 -0.0071  0.0155 9.8746
[42] 252 19 7.9942 -0.0062  0.0161 9.9916
[45] 210 18 7.9991 0.0002  0.0156 9.9894
[44] 243 18 7.9979 -0.0022 0.0157 10.0036
[48] 255 20 7.9989 0.0002  0.0156 9.9343
[43] 249 18 7.9992 0.0009  0.0158 9.3792
[47] 225 21 7.9932 0.0011  0.0158 10.0352
[49] 235 19 7.9998 -0.0023  0.0161 9.8727
[50] 240 21 7.9980 0.0003  0.0601 9.4616
[51] 2465 17 7.9828 0.0087  0.0156 9.6442

Original color images MSE PSNR Entropy Correlation Energy Contrast
House 259 19 7.9991 0.0002  0.155 9.2412
Pepper 254 16 7.9993 -0.0055  0.0157 10.7894
Tree 25 15 7.9989 0.0011  0.0156 10.1586
Baboon 247 17 7.9994 0.0002  0.0154 10.7915
Forest 245 20 7.9992 -0.0036  0.0153 10.7343
Aeroplane 257 17 7.9998 0.0008  0.0153 10.7984
Lena 252 17 7.9993 -0.0016  0.0154 10.1356
Man 26 16 7.9991 0.0008  0.0152 10.7547
Sky 253 16 7.9993 -0.0005 0.0156 9.9892
Bottles 253 19 7.9989 0.0004  0.0151 9.9782
Bike 255 16 7.9991 0.0003  0.0154 9.9986
Goat 255 18 7.9991 0.0002  0.0151 10.6975
Butterfly 257 19 7.9995 -0.0065 0.0154 9.9984
Clothes 256 17 7.9994 -0.003  0.0158 10.6986
Cameraman 250 16 7.9992 0.0007  0.0156 9.9978
Boat 247 18 7.9989 0.0005  0.0154 9.9911

Girl 254 19 7.9992 -0.0041  0.0153 9.9986
Plant 256 17 7.9987 -0.0007 0.0153 10.9743
Lion 254 15 7.9992 -0.0086  0.0158 10.6873
Sun 2433 18 7.9989 -0.0005  0.0155 10.9785
Bridge 252 18 7.9991 0.0003  0.0159 9.998

Existing schemes
comparison

[41] 254 18 7.9897 -0.0027  0.0155 9.6789
[42] 244 17 7.9977 -0.0066  0.0157 9.9916
[43] 248 19 7.9997 0.0008  0.0159 9.3796
[44] 246 20 7.9976 -0.0023 0.0154 10.0032
[45] 218 20 7.9995 0.0007  0.0155 9.9893
[46] 257 16 7.9895 -0.0077  0.0157 9.8749
[47] 225 24 7.9936 0.0014  0.0155 10.0344
[48] 255 21 7.9982 0.0002  0.0157 9.9346
[49] 248 1 7.9997 -0.0026  0.0154 9.8725
[50] 241 22 7.9982 0.0008  0.0157 9.4612
[51] 243 16 7.982 0.0081 0.0153 9.644

plaintext image. Figure 5(f-h) and 5(i-k) show the histogram
of the RGB components of plaintext and cyphertext image
in which it can be seen that the histogram for the proposed
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encryption technique satisfies the three aforementioned
properties.

B. KEY SENSITIVITY ANALYSIS

Key sensitivity shows that a minor change in the secrete keys
result in the decryption failure [S5]-[59]. There are four keys
used in the proposed work and a little modification is made
to evaluate sensitivity of such keys. The original keys used
in the proposed algorithm are: K; = 0.300000000000000,
K>=0.400000000000000, K3=3.7500000000000000 and
K4 = 3.9000000000000000), the modified keys are:
K{=0.300000000000001, K; =0.400000000000001, K} =
3.7500000000000001 and K;=3.9000000000000001). Such
modified keys are used in decryption and found that the
decrypted image is completely different form the plaintext
image as shown in Figure 6.

C. KEY-SPACE ANALYSIS

In brute force attack, the eavesdroppers try to use all the
possible combinations of keys to decryp the plaintext image.
To resist such attack, key-space must be large [60]-[69]. In
[70], Alvarez presented a criteria that the key-space must be
more than 219 to hold out against the brute force attack. In the
proposed encryption algorithm, the sensitivity of each key
is 10715, Therefore the total key-space for all the keys used
in the proposed work is 1015*% which is approximately equal
to 220 which also satisfies Alvarez’s criteria.
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TABLE 3. Statistical security analysis of the proposed and existing
encryption schemes.

Green-Component

Plaintext i MSE PSNR Entropy Correlation Energy Contrast
Tree 258 15 7.9984 0.0013  0.0158 10.1588
Boat 251 13 7.9982 0.0.0002 0.0155 9.9879
Girl 255 16 7.9993 -0.0046  0.0158 9.9986
Sky 257 16 7.9999 -0.0013  0.0151 9.9891
Goat 255 17 7.9995 0.0003  0.015 10.6979
Butterfly 252 18 7.9994 -0.0065 0.0152 9.9985
Plant 257 18 7.9987 -0.0005 0.0154 10.9749
House 256 15 7.9993 0.0002  0.155 9.2442
Clothes 258 16 7.9995 -0.0034  0.0158 10.6986
Lion 252 16 7.9997 -0.0086  0.0154 10.6872
Man 265 15 7.9982 0.0005  0.0151 10.7242
Sun 254 16 7.9985 -0.0002  0.0156 10.9783
Aeroplane 255 16 7.9992 0.0005  0.0152 10.7413
Bike 256 16 7.9990 0.0003  0.0154 9.9942
Lena 255 16 7.9992 -0.0013  0.0155 10.1346
Bottles 255 14 7.9982 0.0001  0.0155 9.9782
Forest 245 16 7.9992 -0.0034  0.0152 10.7343
Bridge 253 15 7.9990 0.0002  0.0156 9.9976
Pepper 256 16 7.9991 -0.0052  0.0156 10.7592
Cameraman 255 17 7.9996 0.00013  0.0155 9.9922
Baboon 2443 16 7.9991 0.0004  0.0154 10.7912
Existing schemes
comparison
[46] 247 19 7.9895 -0.0077  0.0153 9.8745
[44] 247 18 7.9972 -0.0024 0.0159 10.0036
[43] 242 19 7.9994 0.0008  0.0154 9.3799
[42] 242 19 7.9941 -0.0064 0.0158 9.9912
[47] 228 19 7.9934 0.0015  0.0157 10.0356
[45] 233 20 7.9997 0.0007  0.0154 9.9896
[41] 245 18 7.9893 -0.00211  0.0158 9.6783
[49] 236 18 7.9992 -0.0022  0.0158 9.8721
[48] 249 21 7.9983 0.0002  0.0156 9.9342
[50] 244 22 7.9981 0.0008  0.0157 9.4612
[51] 244 19 7.9821 0.0082  0.0156 9.6461

(c) decryption without modified se- (d) decryption with the modified se-

curity keys curity keys

FIGURE 6. Key sensitivity analysis.

D. COMPUTATIONAL TIME ANALYSIS

While designing the encryption scheme, two major fac-
tors must consider (a) strong security so it can resist
cyberattacks and (b) it should be time-efficient for using
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TABLE 4. Time analysis (sec).

Plaintext | [71] | [72] | [73] | [74] | [75]1 | [76] | [77] |Proposed
images
Baboon  [0.68132(0.0382(0.0345(0.0373[0.0631(0.0145[0.0317| 0.0073
Camerman| 0.0713 [0.0374(0.0766|0.0988|0.04260.0542{0.0950| 0.0064
Lenna 0.0215 |0.3056|0.0735|0.0734(0.0734|0.0713(0.0716| 0.0027

TABLE 5. Lossless analysis.

Plain Proposed Ref [79] Ref [78]
i algorithm
MSE PSNR| MSE PSNR | MSE PSNR

Tree 0 oo [34.6350 23.8652|7.8551 69.7601
Cameraman 0 oo |6.2465 49.4701]6.8800 66.2168
Baboon 0 oo [21.6899 27.4986 | 5.2041 59.3236
Lena 0 oo [9.2486 49.0235|4.4034 61.0721
Buildi 0 oo [31.7312 24.78233.6999 71.9310

real-time applications. The proposed work is implemented on
MATLAB which is run on a computer having specifications
8GB RAM, Intel(R) Core(TM) i3-4030U CPU @ 1.90GHz.
The overall encryption time of the proposed work is calcu-
lated using a built-in MATLAB command known as tic toc.
The encryption computational time of the proposed and the
existing scheme are displayed in Table 4 in which it can be
analyzed that the proposed work s slightly faster than the
existing encryption schemes.

E. LOSSLESS ANALYSIS

Lossless analyses are frequently used to figure out the amount
of information loss after decryption. For this purpose, MSE
and PSNR can be under consideration. Such matrices can be
calculated using Equations 9 and 10 respectively. The encryp-
tion schemes that cannot decrypt the exact pixel values of the
original image are known as lossy encryption algorithms [78],
[79]. However, the proposed encryption algorithm is lossless.
To prove the proposed work is lossless, PSNR and MSE
are calculated between the plaintext and decrypted image.
In Table {loss, several PSNR and MSE values correspond-
ing to different images are reported. Moreover, to show the
superiority of the proposed wor over the existing encryption
schemes, a comparison is also made. From the given values
in Table 5, it can be seen that the proposed encryption scheme
can decrypt the plaintext image without any loss of a single
bit. While the compared schemes are lossy in nature because
the values of PSNR and MSE are other than zero.

F. MEAN ABSOLUTE ERROR (MAE)

MAE is used to evaluate that whether the encryption algo-
rithm can resist the differential attack or not. The MAE can
be calculated between any two images. Whether two plain-
text images, ciphertext images, or different images. In this
case, MAE is calculated between the plaintext and cipher-
text images (different images). Mathematically MAE can be
written as:

L—1K—1

MAE = T % ZO bzo Mgy — Oupl (17)
a=! =
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TABLE 6. MAE analysis.

Plaintext [81] [82] [83] [84] [85] [86] [87] Proposed
Baboon 80 88 83 90 94 90 89 101
Camerman 84 83 89 79 91 90 87 99
Lenna 78 84 83 90 97 94 80 103
Tree 87 82 76 92 90 89 81 106
Building 88 79 91 94 86 89 77 99
House 87 81 91 93 94 97 88 100

(b) enciphered image

(c) Cropped enciphered image (d) encrypted image from the
cropped version of the enciphered
image

FIGURE 7. Cropping attack analysis.

where L and K are the rows and the columns of the plaintext
or ciphertext image, M and O are the ciphertext and original
image respectively.

The larger value of MAE refers to the strong security of
the encryption algorithm. To resist the differential attack, the
average value of MAE must be at least 75 [80]. Several values
of MAE are displayed in Table 6 where it can be seen that the
proposed encryption scheme shows the MAE value greater
than 75 which satisfies the criteria of resisting the differential
attack. Moreover, the compared schemes also show the MAE
value greater than 75, but less than the proposed work. This
means that the proposed encryption algorithm is more pow-
erful than the existing schemes in terms of MAE analysis.

1) CROPPING ATTACK ANALYSIS

During the transmission of the data, the eavesdropper may
fabricate the original information by cropping a certain por-
tion. Therefore, to resist the cropping attack analysis, the
encryption scheme must be able to decrypt the original
image from the cropped version of the ciphertext image.
In Figure 7(c), a cropped ciphertext image is displayed, while
Figure 7(d) shows the decryption of the plaintext image
which is recovered after cropping the ciphertext image. It can

VOLUME 9, 2021

(a) Plaintext color image

(b) enciphered image

(d) decrypted image from the noisy
version of the enciphered image

(c) noisy enciphered image

FIGURE 8. Noise resistant analysis.

be seen from Figure 7(d) that the original image is recov-
ered with little noise. Although there is some noise in the
decrypted image, but the content of the plaintext and the
decrypted image are the same.

Moreover, the statistical analysis is also carried out in
which the percentage of recovered information is calculated.
Table 7 shows the several percentages of the recovered images
from the corresponding cropped ciphertext images where
it can be seen that the proposed encryption algorithm can
recover more than 90% of the original information. Further,
a comparison in Table 7 reveals that the proposed work
is better than the existing ones in terms of recovering the
information from the cropped ciphertext images.

G. NOISE RESISTANT ANALYSIS

The addition of noise is frequently used by the attackers to
make the decryption failure. To resists the noise attack, the
encryption scheme is designed in such a way that it can
recover the original information from the fabricated cipher-
text image. To gauge the performance of the proposed work
in terms of noise resistance, random noise is added through
the noisy image which is generated using algorithm 3.1. The
noisy image is merged in the ciphertext image as follows:

Noise,.q = Enciphered image @ Noisy image

The noise in the ciphertext image is controlled using the
modulo operation which allows restricting the values in the
range [0 30]. The recovered image from the noisy version
of the ciphertext image is shown in Figure 8d in which the
content of the plaintext image can be visualized. Moreover,
the percentage loss of the information in the decrypted images
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TABLE 7. Percentage of loss and recovered information from the attacked versions of ciphertext image.

Original images Enciphered Percentage of recovered | Percentage loss of
and the existing (Red, green information from the information after
encryption schemes | and blue components) cropped enciphered the addition of
image noise
Enciphered red component 8.4973 98.3741
Pepper Enciphered green component 7.9715 97.6983
Enciphered bue component 9.9781 96.9365
Enciphered red component 10.6978 96.9967
Lenna Enciphered green component 9.8735 97.9866
Enciphered blue component 6.8793 96.9977
Enciphered red component 8.3671 97.6971
Baboon Enciphered green component 9.8241 96.9982
Enciphered red component 9.3791 97.6315
Enciphered red component 9.7103 94.6980
Ref [41] Enciphered green component 8.8036 95.6871
Enciphered blue component 9.3708 96.4832
Enciphered red component 9.3730 94.9961
Ref [46] Enciphered green component 9.7013 94.6842
Enciphered blue component 9.6301 98.6873
Enciphered red component 9.7301 95.3121
Ref [47] Enciphered green component 7.9324 94.3360
Enciphered blue component 8.9350 95.6351

due to the addition of noise is reported in Table 7 in which it
can be seen that a negligible part of the original information
is lost.

V. CONCLUSION

In the proposed research, frequency and spatial domain
encryption are incorporated using DWT and Chaotic map
respectively. In the Spatial domain, random sequences are
generated using the chaotic logistic map which is used to
scramble the rows and the columns of the RGB components
of the plaintext image. Whereas in the frequency domain,
DWT is used to decompose the manipulated RGB com-
ponents (scrambled components) into different frequency
sub-bands. For the time reduction, only low-frequency sub-
bands are considered, because a major portion of the original
information lies in such frequency sub-bands. Moreover, for
creating the diffusion in the original image, a noisy image
is generated in which a chaotic map is integrated with
the suitable initial conditions selected based on analysis of
the chaotic logistic map. To evaluate the performance of
the proposed work, several security analyses are performed
which include entropy, contrast, correlation, noise-resistant
and cropping attack. Further, a detailed comparison is also
made which shows that the proposed research is better than
the existing encryption algorithms.
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