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With globalization and emerging competition, there is an intense rise in using trending technologies. One of them is blockchain
technology. It is incorporated in various fields, focusing on benefits such as decentralization, security, and transparency. Data,
transaction information, time, and money are all captured and saved in the system from beginning to end. This guarantees security
and prevents data corruption. Multiple patterns are involved that ensure security throughout the process of various sectors; one is
supply chain management. BCT can potentially restructure the concept of data trust by having only “one trusted ledger,” which
can tackle the rising problems among members involved in the supply chain. This study aims to describe and comprehend how
BCT can impact supply chain management, members of the supply chain’s willingness to adopt blockchain, the role of blockchain
in making the entire supply chain process clear, and challenges to BCT adoption. It is crucial to comprehend the complexity of
blockchain to prepare for its effective implementation in supply chain management. We admit that our method for choosing the
literature for our systematic review may have left out some literature. Nevertheless, we tried to add as much pertinent literature as
possible. The paper contributes to achieving 4 aims related to supply chain management: (1) to highlight the reason for BCT in
supply chain management, (2) to analyze the sentiments of people in adopting blockchain in supply chain management, (3) to
expedite the need of blockchain for ensuring transparency in SCM, and (4) to pinpoint various issues and challenges in integrating

BCT in supply chain management.

1. Introduction

With the existence of this world, businesses came into ex-
istence. Every business has been initiated with the in-
corporation of supply chain management. Supply chain
management (SCM) is a process that involves consecutive
steps of production, distribution, storage, and transportation
of goods and services produced. Every step in SCM is con-
trolled by one or more companies that can be either suppliers
or stakeholders. SCM is essential to the world economy. The
International Trade Administration estimates that supply
chain transactions account for more than 76% of all in-
ternational trade. Many businesses outsource their assembly
lines to low-cost regions to reduce production expenses.
Processes involved in SCM are divided and controlled by an
increasing number of agents involved in SCM.

With rapid economic globalization and the intense need
for market competitiveness, supply chains have become more
dynamic and complex. The primary reason is that people are
becoming more focused and demanding better personalized
products and customer service at a reasonable price and ve-
locity. To effectively respond to market changes and maintain
competitiveness, businesses are now focusing on their core
competencies and shifting toward activities like outsourcing,
developing complex value chains, and open innovation. This
has resulted in an increased number of members involved in
SC [1]. Such members involved are scattered across the globe,
so the information is highly distorted.

Consequently, a higher coordination cost is required,
such as for quality systems, production standards, etc., to
better manage and enable information sharing among the
participants in a complicated SC [2]. Supply chains are
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gradually getting more complicated. Organizations focus on
addressing the supply chain’s growing complexity by
implementing various technologies. Supply chains in the
modern day are required to be more trustworthy than be-
fore. Supply chain disruptions can result in severe short- and
long-term business losses and raise consumer costs. Data is
the most important element of SCM. Data must be kept
visible and immutable to address the majority of supply
chain concerns. The potential of BCT to address numerous
supply chain problems makes it a promising solution [3].

BCT is a developing collection of interconnected blocks
that grows as new transactions are added to the nodes. It uses
a decentralized approach that enables data transmission and
joint ownership of each node of accessible data, also known as
data. They are managed through social networking and hold
collections of encrypted transactions, assuring security. Con-
fidentiality, anonymity, and maintainability without additional
interference from a third party, such as a government, bank,
enterprise, etc., are certain benefits of a blockchain. Due to its
design, BCT is very resistant to data modification. The broad
usage of BCT, initially envisioned in Nakamoto’s studies,
started in 2008. A new block is created when a user transmits
a new transaction across the blockchain network. On the
blockchain, transactions are kept in blocks and then sent to
every system connected to the network. All systems in the
network are informed of this transaction, which is included
within a block. Every intermediate node has a copy of the entire
blockchain, which helps with authentication. All network
participants examine if a block containing a user activity has
been interfered with in any way when it is broadcast to them all.
The miners upload the block to their respective blockchain
copy if the confirmation is successful [4].

Blockchain technology offers transparency, traceability,
reduced transaction costs, and fraud protection in supply chain
management. However, its adoption is gradual, with organi-
zations starting with trial initiatives. Trust and cooperation
among peers, industry consortia, trade groups, and SCM
platforms are essential for data protection, governance, and
compliance. Regulatory issues also impact businesses’ com-
pliance with transparency, data privacy, and product safety.
The scalability and maturity of blockchain technology in supply
chain management are interdependent. A systematic literature
review is carried out to focus more on current exploration and
research efforts on BCT in the context of SCM. By highlighting
the ambiguous potential benefits, barriers in the development
of BCT, and limitations in SCM, this research will give
practitioners an in-depth understanding of this revolutionary
advancement in business corporations. The presented study
aims to answer the following research questions:

RQI1. What is the need for integrating BCT in SC
Management?

RQ2. Are members of the supply chain willing to agree/
rely on blockchain adoption?

RQ3. How blockchain can identify fraud/counterfeit
products, creating transparency in SCM?

RQ4. What are the challenges/Issues in integrating BCT
in SCM?
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2. Research Methodology

A systematic literature review (SLR) was conducted to
thoroughly assess the contributing entities, importance, and
limitations of blockchain and capitalize on the research on
supply chain management. SLR is “a method for identifying,
assessing, and understanding all relevant research to a cer-
tain research question, topic area, or subject of interest” [5].
The key purpose of SLR is to minimize the number of studies
in the scope of the study, ensuring that relevant, adequate,
and quality studies are involved in the research. This
technique is designed to stop findings from being evaluated
in part. However, it cannot be prevented from discrimi-
nation in primary research efforts.

A systematic literature review involves planning, con-
ducting, and evaluating. A review paradigm is applied
throughout the planning process to direct all subsequent
actions, help structure the unclear data, and lessen re-
searcher bias. The paradigm outlines several search issues.
Sources, the proposed research’s conducting period, the
justification for choosing particular sources, search criteria
and other limitations, quality assurance criteria that specify
whether the research is to be included or excluded, the
process of data extraction and acquisition, as well as pro-
cedures for storing the search files and data extraction, are all
included in the search strategy. A systematic literature re-
view is a combined effort of authors. Authors have analyzed,
reviewed, and evaluated multiple studies based on their
judgments. Relevant studies are arranged systematically
based on specific criteria, and irrelevant studies that do not
justify the assessment criteria are rejected.

Following review guidelines by Kitchenham and Brer-
eton [6], this SLR process is carried out. It includes the
overview of the topic selection, the research questions, the
search strategy, the inspection and retrieval of articles, the
evaluation of the articles” quality, and data synthesis.

2.1. Research Domain. A thorough investigation of block-
chain integration in SCM was carried out to understand
SCM with BCT better. Research articles from various digital
information sources were thoroughly investigated to com-
prehend the concept of BCT development, identify chal-
lenges in the domain, and discover what experts have done
thus far to tackle the recognized issues occurring during
particular times.

2.2. Developing Research Questions. To make this review
more compact, the study concentrated on responding to
specific research questions developed through examining
multiple studies.

2.3. Search Strategy. The search strategy comprises search
keywords and methods. Descriptions are presented below.

For keyword formulation, the following steps are carried
out:

(i) Important keywords were gathered from the sug-
gested research questions.
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(ii) The synonyms of key terms were sorted for efficacy.

(iii) We looked at the wording of keywords in books and
articles.

(iv) Boolean OR was used to line up the synonyms.

(v) The essential terms are linked together using
Boolean AND.

2.3.1. Search Process. Four digital libraries were evaluated
thoroughly and systematically to gather information from
various researchers’ works in BCT-based SCM. ACM digital
library, ScienceDirect, Taylor and Francis and Wiley are the
libraries focused on getting the relevant research. The title,
abstract, and key words of published works including
journal articles, conference papers, and book chapters were
analyzed to complete the planned research. Figure 1 presents
the entire process of our research, whereas Table 1 presents
the names of libraries that were selected in this process,
along with the total number of articles searched, selected on
a tile and content basis.

Table 1 presents the names of libraries and the selection
of articles from such libraries (ACM, ScienceDirect, T&F,
AND WILEY) based on their title and content.

About 201 articles of the total search came from ACM,
1770 from Science Direct, 554 from Taylor and Francis, and
487 from Wiley, as shown in Table 2.

In the process of title-based selection, 26 articles were
selected from ACM, 155 from ScienceDirect, 63 from T&F,
AND 27 from Wiley, shown in Table 3.

Finally, when the content-based selection was done, 13
articles from ACM, 31 from ScienceDirect, 20 from T&F,
and 6 from Wiley were selected.

3. Scrutinization and Acquisition of
Significant Research

In the execution of the search, 3012 research studies from the
four digital databases listed in Table 1 were retrieved. The
initial search returned 3012 randomized research; thus,
scrutiny was necessary to locate relevant study papers.
Authors carefully examined and checked the titles of per-
tinent studies after collecting metadata, which will aid in
minimizing the articles by skipping over those not pertinent
to our research area and considering those for future re-
search. Figure 2 presents the percentage of total searched
papers from selected libraries, whereas Table 2 presents the
number of articles that came in search from these libraries.
The scrutinization was carried out according to acceptance
and rejection criteria represented in Table 4.

Figure 3 presents the value of articles selected based on
their title from our selected libraries, whereas Table 3
presents the actual number of these articles.

Figure 4 presents the percentage of articles selected based
on their content, and Table 5 shows the actual number of
articles selected based on their content.

4. Quality Assessment and Data Synthesis

Quality evaluation criteria were applied based on the studies
that had been filtered after careful consideration and re-
trieval of pertinent publications. Each article was carefully
reviewed to see if it provided answers to at least one of the
predetermined questions. In this stage, each of the papers is
reviewed for its contributions to the research carried out in
our proposed area. Figure 5 represents the quality assess-
ment of the selected studies. It shows the range of studies
from 2012 to 2022. Zero (0) represents that the article is not
answering that specific question, one (1) represents that the
selected article is answering at least one proposed research
question, two (2) represents that the article is capable of
answering at least two proposed research questions and
references of the selected articles are shown in another
column. Table 6 represents the research questions and an-
swers from the selected articles. 0 shows that the article has
not answered that question, and 1 shows it has answered one
question. In the table, score 1 shows that one article has
answered the proposed question, and scores 2 and 3 show
that one article has responded to two or three proposed
questions.

The research was assessed using a manual grading
method to ensure the data was suitable for specific research
questions. The study was validated by answering at least one
RQs, with responses being either yes=1 or no=0 (repre-
sented in Table 6). This method ensured the validity of the
proposed study.

4.1. RQIL What Is the Need for Integrating BCT in SCM?
The performance of the supply chain can be improved by
implementing BCT. Implementing BCT in SCM will boost
efficiency in terms of quality, cost, speed, risk mitigation, and
sustainability. The use of BCT can help a business gain
a competitive edge against its competitors [74]. The use of
blockchain technology in supply chain management has
several advantages and successfully solves a number of
problems for the sector. The significance of using blockchain
in supply chain management is demonstrated in various
studies presented in Table 7. Some main reasons for the
integration of BCT in SCM are described in studies [75-79]
are that blockchain offers a decentralized, unchangeable
ledger for keeping track of all supply chain transactions and
occurrences. This improves transparency and traceability
along the whole supply chain, from the procurement of raw
materials to the final user. The danger of fraud, forgery, and
unauthorized actions is greatly diminished by the capacity to
trace, verify, and audit each transaction or transfer of
commodities in real-time. Blockchain uses sophisticated
cryptography methods to protect transactions and data. It
becomes very difficult for hostile actors to modify or ma-
nipulate records when data is stored in a decentralized,
tamper-resistant fashion. Preventing data breaches and as-
suring the veracity of the information shared across
stakeholders assures the authenticity and integrity of supply
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FIGURE 1: Article retrieval process.
TaBLE 1: Representation of Articles from digital libraries.
Libraries Total searched papers Title wise selection Content wise selection
ACM 201 26 13
ScienceDirect 1770 155 31
Taylor and Francis 554 63 20
Wiley 487 27 6
Total 3012 271 72

TABLE 2: Represents the names of the libraries searched and the
number of papers that came in search.

Libraries Total searched papers
ACM 201
ScienceDirect 1770
Taylor and Francis 554
Wiley 487
Total 3012

TaBLE 3: Represents the number of articles selected on the basis of
their title from the selected libraries.

Libraries Title wise selection
ACM 26
ScienceDirect 155
Taylor and Francis 63
Wiley 27

chain data. Traditional supply chains frequently have in-
consistencies, delays, and inaccuracies as a result of human
record-keeping and a large number of middlemen. Smart
contracts, which are self-executing contracts with estab-
lished rules, are made possible by blockchain technology,
which simplifies and automates several procedures. By au-
tomating processes like payment processing, contract ful-
fillment, and regulatory compliance, smart contracts may
cut down on paperwork, do away with middlemen, and
improve operational effectiveness. Blockchain technology
makes collaboration between parties involved in the supply
chain safe and transparent. As a result, the shared blockchain
ledger becomes a single source of truth for all parties in-
volved and is accessible by suppliers, manufacturers, dis-
tributors, retailers, and customers. Since everyone has access
to accurate and timely information, this shared visibility
promotes trust and collaboration, resulting in better
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FIGURE 2: Represents the details of the total papers searched for by
the selected libraries.

decision-making, fewer disagreements, and greater supply
chain coordination as a whole [29]. Blockchain technology
improves quality assurance and guarantees adherence to
industry standards, laws, and certifications. It is simpler to
trace the origin of items, track their quality, and guarantee
adherence to specified standards when every stage in the
supply chain is documented and verified. This is especially
crucial in sectors like the food and pharmaceutical in-
dustries, where compliance, safety, and authenticity are
crucial. Supply chain platforms built on blockchain can help
with supply chain financing by offering transparent and
auditable records of transactions and assets. Financiers now
have improved visibility into the functioning of the supply
chain, inventory levels, and payment history, which helps
lower lending and financing risks. The use of blockchain
technology in supply chain management can completely
transform the industry by enhancing, transparency en-
hancing security, improving efficiency, fostering collabo-
ration, ensuring compliance, and enabling new business
models [32].

4.2. RQ2. Are Supply Chain Members Willing to Agree/Rely on
Blockchain Adoption? BCT is a revolutionary change sup-
porting supply chain management by facilitating strategic
collaboration between businesses and supply chain partners
[74]. Blockchain technology is poised to revolutionize
supply chain operations by enhancing transparency, de-
centralization, and trust. It addresses information imbal-
ance, promotes cooperation, and improves process
management efficiency. It strengthens data integrity and
builds stakeholder trust through secure information ex-
change and service integration. Securely distributed ledgers
and smart contracts allow for rule enforcement, trans-
parency, and privacy. Supply chain stakeholders are actively
embracing blockchain technology.

Several variables can influence how eager supply chain
participants are to accept and rely on blockchain adoption in
supply chain management. These key aspects are presented
in Table 8 and are explained as follows: Participants in the
supply chain will adopt blockchain technology based on
a clear value proposition and potential benefits for their
businesses. These advantages might include enhanced se-
curity, efficacy, affordability, increased collaboration, and
competitive advantages. It is necessary to present these
benefits and provide solutions to the unique issues supply
chain players encounter to win their approval and support.
Collaboration amongst various stakeholders, including
suppliers, manufacturers, distributors, retailers, and cus-
tomers, is necessary to implement blockchain in supply
chain management [58] successfully. Forcing involvement
and agreement requires building trust and fostering a col-
laborative atmosphere. By maintaining data integrity and
lowering the possibility of disputes or fraud, blockchain’s
ability to create a visible and impenetrable shared ledger can
help to increase confidence among supply chain parties.
Members of the supply chain who have a thorough grasp of
blockchain’s inner workings, possible advantages, and
consequences for their operations are more inclined to adopt
it. Initiatives centered on education and awareness that
present successful use case best practices and offer training
or resources to assist in ease worries and promote accep-
tance. Participants in the supply chain may be more likely to
concur and participate if benefits are provided for adopting
blockchain technology. These rewards might be monetary,
such as cost savings or revenue sharing, or nonfinancial,
such as improved reputation or access to new markets. It is
also crucial to consider the costs associated with deploying
a blockchain, including infrastructure, integration, and
maintenance, to ensure that the benefits outweigh the re-
quired expenditures. It is important to remember that not all
participants in the supply chain may be equally eager or
ready to utilize blockchain technology. Depending on or-
ganizational culture, risk tolerance, technology pre-
paredness, and legislative restrictions, they may be more or
less willing to engage. The key to reaching an agreement and
attaining widespread acceptance of blockchain in supply
chain management is to create open communication, answer
concerns, and provide concrete advantages [80].

4.3. RQ3. How Blockchain Can Identify Fraud/Counterfeit
Products, Creating Transparency in the Supply Chain.
Blockchain technology offers numerous benefits to tradi-
tional supply chain management (SCM) systems, including
detecting fraudulent or counterfeit items and improving
transparency as depicted in Table 9. Companies like Ever-
ledger and Provenance use distributed ledgers and block-
chain to establish trust by creating permanent records on
ledgers, enabling verification of product authenticity.
Blockchain enhances security through data encryption and
decentralized structures, promoting accountability, trace-
ability, and accurate information sharing. Integrating
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FIGURE 3: Represents the articles selected based on their title from the selected libraries.

m ACM
m ScienceDirect

m Taylor and Francis

Wiley

FIGURE 4: Depicts the percentage of articles that are selected on a content basis.

TABLE 5: Presents the number of articles selected on content basis.

Libraries Content wise selection
ACM 13
ScienceDirect 31
Taylor and Francis 20
Wiley 6

blockchain into SCM systems can enhance transparency,
efficiency, and stakeholder trust. It can help identify
fraudulent and counterfeit products, combat commercial
fraud, and ensure the authenticity of products throughout
the supply chain, significantly improving the efficiency and
trustworthiness of SCM systems [81]. Blockchain offers
a decentralized and persistent ledger tracking all supply
chain transactions and activity. Each transaction is safely
saved in blocks, creating an unalterable chain of data. With
everyone able to see the complete transaction history thanks
to this transparent ledger, it is more difficult for fraud to go
unnoticed. The blockchain may be used to provide each
product a special ID or digital token that is stored on the
blockchain. This identity may be checked at every stage of
the supply chain to confirm the legitimacy of the goods.

Participants may verify that the product is authentic and has
not been tampered with by scanning the product’s digital
token or by utilizing other verification techniques. Items
may be tracked through the whole supply chain due to
blockchain technology. The origin, manufacture, and transit
of each movement or transfer of products are all recorded on
the blockchain. Participants can follow the path of a product
from its source to the final customer thanks to the clear trail
this produces. By contrasting the recorded data with the real
course of the goods, any inconsistency in the supply chain
caused by a counterfeit product may be quickly found [14].
Automating the authentication of a product’s validity is
possible using smart contracts. It is possible to program
predetermined rules and conditions into these self-executing
contracts. The smart contract may instantly confirm the
product’s validity by comparing the received or transferred
product’s metadata to the data stored on the blockchain. The
smart contract can provide an alert if any differences are
found, perhaps signaling fraud or the sale of a fake product.
In the supply chain, blockchain fosters cooperation and
trust. Everyone who is a stakeholder has access to the same
information thanks to the blockchain’s shared, transparent,
and auditable nature. As individuals can cross-verify
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FIGURE 5: Quality assessment of articles.
TaBLE 6: Quality assessment table.
RQI RQ2 RQ3 RQ4 Score Reference Year
1 0 1 0 2 (7] 2021
1 1 0 0 2 (8] 2021
1 0 1 0 2 [9] 2022
1 1 0 0 2 [10] 2022
1 0 0 1 2 [11] 2022
1 1 1 0 3 [12] 2021
1 0 1 0 2 [13] 2020
1 0 0 1 2 [14] 2020
1 1 0 0 2 [15] 2021
1 0 0 1 2 [16] 2022
1 0 1 0 2 [17] 2022
1 1 0 0 2 (18] 2022
1 0 1 1 3 [19] 2022
1 1 0 0 2 [20] 2020
1 0 0 1 2 [21] 2022
1 0 0 1 2 [22] 2020
1 0 1 0 2 (23] 2021
1 1 0 0 2 [24] 2021
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TaBLE 6: Continued.
RQI RQ2 RQ3 RQ4 Score Reference Year
1 0 1 0 2 [25] 2022
1 0 1 0 2 [26] 2021
1 1 0 0 2 [27] 2021
1 0 1 0 2 [28] 2019
1 1 1 0 3 1] 2022
1 1 0 0 2 [29] 2018
1 1 0 0 2 [30] 2019
1 0 1 0 2 [31] 2020
1 0 1 0 2 [32] 2021
1 1 0 0 2 [33] 2020
1 0 0 1 2 [34] 2020
1 1 0 0 2 [35] 2022
1 0 0 1 2 [36] 2019
1 0 1 0 2 (37] 2020
0 1 0 1 2 [38] 2021
0 1 0 1 2 [39] 2019
0 1 0 1 2 [40] 2021
0 1 0 1 2 [41] 2018
0 0 0 1 1 [42] 2018
0 0 0 1 1 (43] 2019
0 0 0 1 1 [44] 2021
0 0 0 1 1 [45] 2021
0 0 0 1 1 [46] 2020
0 0 0 1 1 [47] 2020
0 0 0 1 1 (48] 2022
0 0 0 1 1 [49] 2020
0 0 0 1 1 [50] 2021
0 0 0 1 1 [51] 2022
0 0 0 1 1 [52] 2021
0 0 0 1 1 [53] 2021
0 0 0 1 1 [54] 2021
0 0 0 1 1 [55] 2020
0 0 0 1 1 [56] 2021
0 0 0 1 1 (57] 2022
0 0 0 1 1 [58] 2022
0 0 0 1 1 [59] 2022
0 0 0 1 1 [60] 2020
0 0 0 1 1 [61] 2021
0 0 0 1 1 [62] 2022
0 0 1 0 1 [63] 2018
0 0 1 0 1 [64] 2019
0 0 1 0 1 [65] 2021
0 0 1 0 1 [66] 2022
0 0 1 0 1 [67] 2022
0 0 1 0 1 [68] 2021
0 0 1 0 1 [69] 2022
0 0 1 0 1 [70] 2022
0 0 1 0 1 (71] 2019
0 0 1 0 1 [72] 2021
0 0 1 0 1 (73] 2021

information and spot errors or inconsistencies, there is
a lower possibility of fraudulent operations. A more secure
and dependable supply chain environment results in
growing participant trust. Blockchain empowers customers
by giving them comprehensive information about the goods

they buy. By scanning its digital token or QR code, con-
sumers may access facts about a product’s provenance, le-
gitimacy, and other pertinent information. This promotes
a safer market by empowering customers to make educated
judgments and steer clear of counterfeit goods. By utilizing
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TABLE 7: Presents the description to the RQ1 answers from various studies.

Description

Reference

10

No. SCM and BCT

1 Decentralized system
2 Atomicity

3 Smart services provisions
4 Visibility

5 Synchronization

6 Enhanced security
7 Transparency

8 Authenticity

9 Traceability

10 Social engagement

Decentralized systems are typical of supply chains, thus, blockchain technology
appears to be a good approach to support them.
BCT offers a shared concurrency monitoring method for SCM
The blockchain is beneficial as a benchmarking system by promoting supply chain
transparency, pinpointing supply chain weak spots, and detecting significant
risks. BCT can automate the supply chain by using automatic invoice creation,
payment settlement, as well as delivery and transportation
BCT’s advantages are visibility, durability, integrity, and automation. We can
overcome several obstacles by creating a blockchain suitable for the global supply
chain. First, by integrating with smart sensors that follow the delivery process, we
can track who handled a specific product during its shipment from the
manufacturer to the client and when, where, and how it was stored. Second, the
blockchain network is decentralized and can execute and validate transactions
automatically rather than depending on a centralized trust system. Third, the
blockchain network fully integrates participants by sharing information in real
time
Blockchain technology can enhance supply chain visibility and transparency by
efficiently tracking transactions and information. It prevents human interference
and boosts confidence in supply chains, which are human-influenced systems.
Supply chain managers can use shared data on blockchain to make informed
decisions, enhancing visibility. Blockchain technology can revolutionize supply
chain transactions, eliminating trust issues and providing a reliable solution for
stakeholders. This fundamental paradigm shift is expected to improve supply
chain visibility and transparency significantly
Blockchain is a decentralized database that uses cryptography to store records as
interconnected blocks. It consists of elements like timestamps, transaction data,
and codes, with copies stored on each node for data synchronization. Blockchains
provide trustworthy, tamper-resistant records that offer distributed multinode
networking, data alignment, information traceability, and immutable block
content. They are ideal for supply chain solutions in supply chain settings
Blockchain can strengthen multiparty trust and cooperation, increase the
credibility of business data in the supply chain’s upstream and downstream, make
risk management easier, and improve information flow and logistics through the
chain’s electronic certificate. This has improved funding challenges and financing
shortages among multilevel suppliers. Given SC’s drawbacks, BCT has gained
attention as a practical remedy. It attracts a lot of interest because of its
asymmetric encryption, decentralization, nonrepudiation, and even lack of a third
party who may be trusted
Blockchain technology, is a relatively recent advancement in the security domain,
has the potential to improve traceability by providing security and transparency.
It can be integrated into supply chain management to enhance efficiency,
transparency, and reliability, and reduce operational and logistical expenses.
However, blockchain-based supply chain management solutions are still in their
early stages, being used by only 9% of enterprises
The ability to monitor authenticity across the healthcare supply chain is minimal
to nonexistent. Some companies are already utilizing blockchain technology to
improve the global healthcare supply chain’s transparency, traceability, and
integrity. By eliminating fraud and providing more effective quality control,
blockchain technology can ignite a supply chain revolution in the healthcare
industry
Blockchain technology offers precise traceability, effective recalls, and easier
regulatory compliance for global food supply chains. It can overcome
information-sharing challenges like fragmented data, dependability, and privacy
concerns. Gartner predicts that by 2023, $2 T worth of products and services could
be tracked using blockchain, with the industry potentially worth over $3 T by 2030
Using blockchain technology, new opportunities for social and economic systems
can be established. The supply chain, manufacturing, and logistics sectors now in
place, which appear to be transparent but are complex, can undergo a significant
revolution using blockchain. The blockchain-enabled supply chain solutions have
clearly proven their ability to reduce costs and boost productivity in the sector

[41]

[42]

(15, 44, 45]

[7, 46]

(8, 47]

[9, 48]

(10]

(11, 49]

(12]
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TaBLE 7: Continued.

11

SCM and BCT

Description

Reference

11

12

13

14

15

16

17

18

19

20

21

22

23

24

Monitoring

Compliance management

Payment scheme

Reliability

Virtualization

Operational efficiency

Wide applications

Credibility

Immutability

Cost-effectiveness

Information control

Tamper resistance

Collaboration

Disintermediation

Blockchain technology can lower supply chain costs by 15%, boosting
organization profits and margins. Several firms have taken the initiative to
provide the industry solutions for supply chain monitoring connected with

blockchain
BCT can transform the digital economy. The information systems and SCM
groups are both quite interested in it. Traceability, compliance, adaptability, and
stakeholder management are four “pain points” that Deloitte professionals have
highlighted, and they believe that blockchain holds the potential to resolve them
Blockchain technology can revolutionize logistics and supply chain management
by integrating order fulfillment, distribution, various payment schemes for
intermediary items, information sharing, and environmental and human rights
management. However, due to the instability of the global economy and the lack
of a clear framework, the adoption of blockchain in supply chain management is
severely limited, affecting both small and large chains. Despite the wealth of
information on blockchain, there is no clear framework to determine if a supply
chain should implement it
According to the world economic Forum, blockchain will be one of the top
computer “mega-trends” that will impact the world in the next ten years.
According to researchers, blockchains are expected to revolutionize supply chain
management in the future
BT claims supply chain management and logistics will significantly improve
sustainability, traceability, and verification. It can be used to provide the end user
with location, amount, quality, type, and ownership data to trace the product
The supply chain could benefit immensely from applications based on blockchain
in terms of improved operational effectiveness and efficiency. Blockchain, the
technology underpinning Bitcoin, has recently attracted significant interest from
businesses and academics. It is commonly acknowledged that the disruptive
innovations brought by blockchain technology enable supply chains to overcome
challenges in implementing information exchange, upholding process visibility,
and enhancing operational effectiveness
SCM is widely accepted due to its various applications, such as inventory
management systems, supplier relationship management systems
The corporate landscape has been completely transformed by blockchain
technology. It is regarded as an important invention of the 21* century for
enhancing SCM transparency. Benefits of BC include better credibility,
traceability, documentation, increased security, and reduced “Know Your
Customer” costs due to the sharing of identity information. The credibility
between the parties involved in various supply chains must be upheld with the
partners in the supply chain and consumers in this era of consumption
Using blockchain in SCM will make it possible to create traceable, sustainable
supply chain systems while securing the immutability of all the recorded data
A promising decentralized information technology called blockchain has the
potential to improve food SC’s by lowering transaction costs and times, boosting
efficiency, security, transparency and, and fostering participant confidence
BCT might be compared with private BCT in the supply chain, where users
attempt to identify other actors and so function in a regulated environment by
controlling information access. Additionally, knowing how the supply chain
network affects business conduct both inside and across organizations is
necessary to successfully adopt BCT in the supply chain
BT’s advantages of decentralization and tamper-resistance give supply networks
visibility and verification, which contributes to the development of a supply chain
that is more reliable and transparent
Blockchain technology has set the stage for collaboration in achieving supply
chains’ stability, safety, and flexibility needs. Blockchain has the potential to
increase security and flexibility
With its visibility, toughness, and absence of middlemen, BCT has grown
significantly in the supply chain. Due to its advantageous characteristics, such as
data security, enhanced visibility, disintermediation, digitalization, and product
traceability, SCM is a significant application area for BCT

(50]

(13]

(14, 51, 52]

(16, 32]

(34, 55]

(17]

(18]

(56]

(57]
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SCM and BCT

Description

Reference

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

Openness of stakeholders

Authenticity

Flexibility

Performance

Decisiveness

Cooperation

Expansion

Capability

Viability

Digital ledger system

Sustainability

Product-ability

Popularity

Capacity

Prominence

Improved transactions management

Tracking

The separation of well-known business partners and the appearance of new
players with new roles are challenges supply chain participants face.
Understanding and openness to blockchain’s evolving responsibilities and
functions are necessary for maintaining a working supply chain
BCT offers enormous potential for transferring supply chain operations and
business process reengineering from security boost to supply chain authenticity
Key SCM goals including prices, speed, dependability, risk mitigation,
sustainability, and flexibility can be achieved with blockchain technology
According to studies, the deployment of blockchain technology benefits a supply
chain (SC) since it enhances integrity, visibility, organizational performance, and
the business model
Supply chain professionals and stakeholders frequently aim to build a more
responsive and effective global supply network. Many businesses strive to
implement BCT into their business models due to its distinctive properties of
immutability, data integrity, attribution, and decisiveness
Higher levels of effectiveness, security, transparency, and visibility are added to
OM by implementing blockchain technology in SCM. Additionally, this enhances
cooperation among SCM members, directly and favorably influencing the price
and effectiveness of SCs. BT might greatly aid the increase in customer trust
because commodities can be traced throughout their travel across SC
Including SCM, BCT applies to diverse areas, where they are projected to expand
by 87% yearly and go from 45 M dollars in 2018 to 3300 M by 2023. For instance,
PepsiCo found that the efficiency of its supply chain increased by 28% as a result
of its blockchain trial
Due to supply chain participants’ increased capability to track all business
transactions and the ability to guarantee ethical and responsible production,
blockchain might be beneficial for enhancing manufacturers’ brand perception
and, as a result, for growing the market
Blockchain technology offers a promising solution to improve supply chain
management by providing an immutable ledger for transparency, traceability, and
accountability. Its decentralized nature minimizes single points of failure,
increasing resilience and efficiency. Blockchain streamlines transactions,
automates manual processes, and improves inventory management. Secure data
management facilitates accurate decision-making and collaboration, while smart
contracts foster trust. Blockchain also helps mitigate risks associated with
counterfeiting and regulatory compliance. It integrates new technologies like the
internet of things and artificial intelligence into supply chain processes
BT is a decentralized digital ledger that stores transaction records in a sequential
chain of blocks using cryptographic links, with the primary goal of ensuring
tamper resistance and providing evidence of such tampering
The supply chain, one of many activities that blockchain will likely alter, thus
requires special consideration
Management of supply chains should implement blockchain because it makes
almost all transactions secure, more visible, accessible, and productive
The recently developed distributed ledger technology known as blockchain is
becoming increasingly popular, it can be especially used in SCM.
Blockchain-based solutions can overcome the drawbacks of centralized
traceability solutions. Businesses have already begun integrating blockchain
technology into their supply chain operations to increase visibility by tracking and
tracing activities
Making SCM more effective is crucial due to BCT-specific features, including
smart contracts, security, privacy, scalability, and the capacity to address the
double-spend issue
In supply chain management, blockchain technology has recently garnered
prominence as a promising technology. For instance, Maersk tracked its
containers worldwide using an IBM blockchain system
The governance structures and relationships of supply chain management could
all be significantly impacted by blockchain. The buying and supply management
(PSM) function is particularly affected by blockchain because international
transactions are invisible and open to delays, inaccuracies, and human error
The whole supply chain’s stages are documented in a blockchain network. To keep
track of the particular product in the end-to-end chain, each new transaction in
the network is recorded in an immutable block

(20]

(36]

(37]
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TaBLE 8: Presents the description to the RQ2 answers from various studies.

13

Reason of adoption

Description

Reference

10

11

12

13

14

Globalization

Decentralization

Awareness

Keeping record

Delivering transparency

Collaboration

Process management

Accessibility

Real-time

Efficiency

Trust

Knowledge management

Information sharing

Service provision

It is essential to make supply chain procedures more transparent and visible because
of growing globalization and the growth of business partnerships into new markets.
The characteristics of blockchain technology can be quite significant in these
situations. For many businesses, in particular, the capacity to seize opportunities
devoid of centralized authority has the potential to be disruptive
The supply chain still has drawbacks like information imbalance and a lack of faith
in financing possibilities. With asymmetric encryption, decentralization,
nonrepudiation, and the ability to conduct transactions without the oversight of
a third party, blockchain technology has gone through several stages of development
Using a blockchain platform, for instance, would enable all stakeholders in the
supply chain to be informed of all ongoing processes without the need for outside
interference
The management of supply chains can promote decentralization of authority and
impartiality using BCT. Every action will be recorded in the ledger, and each
participant will receive a copy. By making the best use of resources, including
money, time, and effort, businesses can be reformed, and benefits can be realized
Blockchain technology is a revolutionary breakthrough that can potentially change
interorganizational relationships. “By facilitating trust, delivering transparency, and
decreasing friction across business ecosystems, blockchain promises to
revolutionize sectors.” it is an open distributed ledger system that allows all supply
chain participants direct access in a peer-to-peer network to exchange immutable
records simultaneously
The characteristics of blockchain make it possible for various supply chain
participants to coordinate their efforts to accomplish a common objective. For
instance, after collaborating with IBM for their blockchain-based maritime
container management, the world’s largest logistics company, Maersk, was able to
save billions of dollars
Blockchain technology is anticipated to make conducting reliable and efficient
measurements of supply chain management process performance easier. Tracking
shipments, delivery, and advancement for different supply chain management
stakeholders is possible. By cutting out the middlemen, the individual suppliers are
able to conduct their own checks
Since controlling information flows have grown challenging, internal and external
stakeholders must have complete faith in one another. Blockchains provide
a shared, secure data flow record for partner transactions and operations
throughout the supply chain network. This ensures data integrity and builds trust in
the data, making it accessible to all users
By creating trust models amongst all supply parties, safeguarding asset transactions,
enabling real-time communication, and enhancing forecasting, blockchain has the
potential to offer economic value to address important SC challenges
Supply chain managers should implement BCT to promote cooperation among
supply chain participants, resulting in lower costs and greater supply chain
efficiency. BCT can improve supply chain transactions’ efficiency, transparency, and
safety. The capacity of trading partners and other stakeholders to access information
is called transparency in the supply chain
Trust is an essential element of the blockchain consensus mechanism since business
interactions between unknown parties in the supply chain must be based on it
The adoption of BCT can increase the knowledge of supply chain stakeholders.
Blockchain has a wide range of uses in the supply chain, including the ability to
categorize the participants in any action and analyze the effectiveness of supply
chain operations
A supply chain’s business partners must communicate and agree on crucial
information in accordance with blockchain criteria. Blockchain presents chances to
address the issues of trust and information exchange, claims Deloitte. Information
sharing between stakeholders is made possible by blockchain
BCT assists in integrating services across organizational boundaries and offers
a real-time, unchangeable record of informational, monetary, and physical
transactions among supply chain participants. Ensuring that there is a single version
of the truth throughout the network enables a more coordinated, more effective
network of supply chain participants

(61]

(10]

(12]

(38]

(39]

(40]

(53]

(18]

(30, 62]

(20, 29]

[24]

(27]

(1]
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TasLE 8: Continued.
No. Reason of adoption Description Reference
BC enhances the smart contract’s enforceability, transparency, tracking, and privacy
15 Smart contract’s enrichment for tra.nsactions involving two or more participan.ts. In the long term, the SC system (33]
will become more energy-efficient, economical, and focused on excellent
performance due to the use of BC technology
Blockchain is a distributed ledger (database) that enables supply chain participants
16 Data management to collaborate and exchange records, including information about products, [35]

certificates, localization data, transaction histories, and data from sensors and other

connected devices

blockchain technology, supply chains may provide a trans-
parent, reliable environment that makes it easier to spot
fraud and fake goods. The immutability of blockchain re-
cords, in conjunction with product verification, supply chain
traceability, smart contracts, cooperation, and customer
empowerment, dramatically improves transparency and
lowers the risk of fraudulent actions throughout the supply
chain [45].

4.4. RQ4. What Are the Challenges/Issues in Adopting
Blockchain in the Supply Chain? Integrating blockchain
technology into supply, SCM faces several challenges
(represented in Table 10), including the complexity and high
costs associated with implementing blockchain systems,
particularly for small and medium-sized enterprises. To fully
utilize its potential, thorough planning and strategic con-
sideration are necessary. The lack of awareness among
supply chain managers and experts also necessitates com-
prehensive educational efforts to inform stakeholders about
the benefits of blockchain in SCM. Implementation requires
coordination and collaboration between multiple stake-
holders, overcoming technical limitations, and improving
scalability. Regulatory challenges arise from the absence of
a global legal framework or specific regulations about
blockchain technology. Addressing privacy, data security,
compliance, and industrial applications is crucial to ensure
regulatory compliance and mitigate legal risks. Un-
derstanding industry-specific challenges is essential for
adapting blockchain solutions to various supply chain
contexts. The slow adoption of blockchain in SCM can be
attributed to historical challenges, such as technical un-
predictability, scalability issues, and high implementation
costs. Studying past challenges and incorporating success
stories can help develop more effective strategies for in-
tegrating blockchain into SCM operations. BCT is still in the
early stages of development; it will take more time to mature.
Supply chain management might be overrated because of
challenges like more space for data storage, advancements in
computer generations, and the consumption of more
energy [82].

Although there are many advantages to using blockchain
technology for supply chain management, a number of
problems still need to be resolved before it can be widely
used. The following are some major obstacles: Scalability

issues are a common problem for blockchain networks,
particularly open ones. The blockchain network may get
slower and less productive as the number of participants and
transactions rises. For supply chains with lots of transactions
and many stakeholders, this presents a problem. This
problem is being addressed via scalability techniques, in-
cluding sidechains, off-chain processing, and layer-two
protocols. Many distinct organizations often participate in
supply chains utilizing various technologies and methods.
Integrating blockchain technology with older systems and
achieving interoperability between different blockchain
platforms can be challenging. To overcome this obstacle,
standardization initiatives and the creation of cross-chain
communication protocols are in progress [12]. Imple-
menting blockchain technology is necessary to invest in
infrastructure, such as network, storage, and computer re-
sources. Especially for small and medium-sized businesses,
the expenses involved in setting up and maintaining
blockchain networks might deter adoption. Sustainability
also requires addressing the energy usage of various
blockchain networks, such as proof-of-work-based systems.
Effective collaboration amongst supply chain actors requires
establishing blockchain governance models, including
decision-making procedures, consensus mechanisms, and
dispute resolution procedures.

Additionally, it might be challenging to comply with
current standards because the regulatory environment
surrounding blockchain technology and cryptocurrencies is
constantly changing. For blockchain use in supply chains,
providing the necessary legal and regulatory frameworks is
crucial. Although blockchain offers immutability and
transparency, it can present data security and privacy issues.
Participants in the supply chain could be reluctant to divulge
private or confidential data on a public blockchain. These
issues can be addressed using privacy-enhancing technology
like private or permissioned blockchains and zero-
knowledge proofs. Stakeholders who are inexperienced
with or uncertain of the benefits of blockchain technology
may be resistant to its adoption. For blockchain adoption in
supply chain management to be effective, getting over
change aversion and promoting cooperation among in-
dustry actors is essential. The solution to this problem may
be found through fostering trust, showcasing effective use
cases, and involving stakeholders at the earliest stage [50].
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TaBLE 10: Presents the description of the RQ4 answers from various studies.

Challenges

Description

Reference

10

11

12

Not for everyone

Complexity

Distrust

Privacy

Awareness

Fear of data breach

Cooperation

Technological challenges

Information leakages

Require experts

Electricity consumption

High adoption cost

Blockchain is a sophisticated technology that may not be appropriate in all
situations even though it has a significant potential to transform how businesses
generate value. Most of the time, business managers and domain specialists are
unaware of what blockchain can offer and how it can be used to advance corporate
objectives and requirements. It is crucial to comprehend why and how blockchain
technology should be utilized without adding excessive effort or forcing system

alteration. This calls for a distinct and comprehensive understanding of how

business and information technology are related
The adoption process for blockchain technology is significantly more complicated
than that for organizational technology adoptions that are internally oriented since
it permits authorized transactions across a network of supply chain players
Blockchain technology is gaining traction in the supply chain, but its
implementation faces challenges such as adoption costs, scalability issues, privacy
and security concerns, and distrust. Similar to other disruptive technologies, BCT is
struggling in SME supply chain networks, particularly in organizational,
technological, behavioral, and policy aspects. These challenges require further
investigation due to their impact on practice and study
Despite having many benefits, there are a lot of application obstacles for blockchain
in certain industries that require rapid attention. Due to scalability and privacy
concerns, the lack of a global legal framework somewhat inhibits the use of
blockchain technology. Adopting new technology is always considered a crucial
choice for commercial organizations. These factors warrant careful consideration
while deciding whether to accept new technologies. Therefore, it is critical to
pinpoint the obstacles preventing the widespread implementation of blockchain
technology across various businesses

As blockchain technology develops, more people are becoming aware of its
challenges and the challenges of integrating it with existing supply chain systems.

Some organizations have started looking into blockchain after analyzing its
potential applications for their industry. They are still cautious as they compare the

difficulties in using this technology with potential advantages
Implementing blockchain for reverse logistics presents several difficulties, including
concern over disclosing confidential information to rivals, large upfront costs, a lack
of stakeholder confidence, and an absence of experienced human resources
Though the obstacles to blockchain adoption are well known, little is known about
how businesses might get beyond them and benefit from the technology. Building
and implementing blockchain applications across a user network, which requires
cooperation between businesses, is a specific hurdle in adopting them
Although the number of use cases for blockchain has grown over time, supply chain
networks still face several challenges in adopting and using blockchain. These
challenges are similar to any potentially disruptive system or technology.
Blockchain is still in its infancy and faces several challenges from behavioral,
organizational, technological, and policy perspectives
Information may be leaked as the business uses digital technologies and distinct
geographical peoples
With its decentralized note and storage methods, smart contracts, asymmetric
cryptography, and consensus algorithms, blockchain technology offers
a revolutionary opportunity to revolutionize business processes and elevate supply
chain operations, transforming how businesses operate and enhancing security
across various industries. Although the technology is effective, it requires experts to
achieve organizational goals
The literature describes the widespread use of blockchain technology in supply
chains, including high energy consumption, scalability issues, lack of regulations
and laws, interoperability issues, lack of blockchain knowledge within
organizations, and the complex global supply chain environment. Several barriers to
adoption are highlighted. These issues must be addressed to ensure a successful
implementation
Blockchain does not come for free. Its complexity and high adoption costs hinder
the application of this technology in businesses
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TaBLE 10: Continued.
No. Challenges Description Reference
Industry 4.0 technologies complicate global supply chain connections, posing
challenges like inefficient transactions, supplier performance, fraud, language
barriers, and international laws. Regulations also pose problems. Lack of
13 Cultural barriers commitment from suppliers can hinder effective supply chain management. More [34]

visible, transparent, and verifiable information is needed to reduce inefficient
transactions and business risks. Addressing these issues requires a comprehensive
approach to supply chain management

5. Conclusion

Our study incorporated a systematic literature review on
blockchain technology integration in supply chain man-
agement. Based on the analysis, limitations to conven-
tional supply chain management were identified, and
some of key features related to blockchain adoption in
supply chain were explained. Firstly, blockchain adoption
can transform traditional supply chains into smart supply
chains because of its decentralized nature, inter-
connecting all the components involved in distribution
systems. Secondly, key members involved in the supply
chain will agree to adopt blockchain because of its nature,
making the system safer and more resistant, transparent,
and well structured. It will benefit the whole supply chain
network because of a common, nonaltered ledger. Thirdly,
because of its transparency, the threats of fraud and
counterfeiting in the whole supply chain are eliminated.
Finally, although BCT seems to be fruitful, there are
challenges and hurdles that can hinder its adoption. That
seems to be because of its high adoption cost, complexity
for managers to understand, and organizational techno-
logical and policy-oriented adoption. Specifically, we
wanted to explore the benefits and drawbacks of adoption
with the goal of providing professionals and academics
with a foundation for their future work on improving
innovation and its relevance.
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