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Figure 2: Network Architecture

TESTBED OVERVIEW

The Aurora attack used a Hackers hacked the infotainment
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main objective is to detect the anomaly before

system goes to the shutdown condition. o re 5 at the algc : detected the different atta ATTACK
Reactor pressure exceeds 3000 pa In this section, our methodology for injecting
TENNESSE EASTMAN PROCESS Reactor temperature exceec : cyber-attacks on the developed testbed is presented.
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TE process is first described by Down and Vogel manipulating sensor measurement), and

in 1993. The process is modeled through fifty Denial-of-Service (DoS) which causes the disruption of

nonlinear and coupled differential equations and it communication flow between entities. In an ICS
consists of five major operation units: chemical architecture, attacks can be generally categorized

reactor, product condenser, recycle compressor, into two general types as configuration and

vapor-liquid separator, and product stripper . Two operational attacks. In the configuration attack, the
liquid products (G, H) are produced using A, C, D, E attacker targets the configuration protocols of ICS

gaseous reactants with B and F as inert and and consequently gets the full control of the system.

byproduct, respectively.The chemical reactions are On the other hand, in the operational attacks, the

irreversible and can be presented as follows:

Ag)+C(g) +D(g) iy G(l), Product 1,
A(g) + C(g) + E(z) vl H(]), Product 2,
A(g) + E(g) sl F(/), Byproduct,

3D (g) sl >r /), Byproduct.

The control objectives of TE process are listed below

attacker mainly targets the operational

communication protocol such as PROFINET 10
Real-time data, in which critical field data are
transferred. For this attack to take place, it is
assumed that:

The attacker has field level access to IO Module and
PLCs.

Maintain process variables at desired values, ,
: Attacker has knowledge of the physical system,
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