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ABSTRACT

Amr Essam Aboeleneen, Masters : June: 2022, Master of Science in Computing

Title: Reinforcement Learning Based Approaches for Resource Allocation in Smart
Health Systems.

Supervisor of Thesis: Prof. Amr Mahmoud Salem Mohamed.

With the emergence of smart health (s-health) applications and services, several re-
quirements for quality have arisen to foresee and react instantaneously to emergency
circumstances. Such conditions demand adaptive fast-acting wireless networks and effi-
cient medical IoT devices. Yet, this requires implementing intelligent network selection
and resource management schemes that account for heterogeneous networks characteris-
tics and applications’ QoS requirements. Although much literature works to solve these
two problems, almost none has considered optimizing both sides intelligently at once
(Network’s and IoT device’s side). Thus, In this thesis, we aim to fill this gap by firstly
adopting an intelligent Reinforcement Learning (RL)-based network selection scheme
on the Internet of Medical Things (IoMT) device. This will enable the loMT to be more
efficient in adjusting the compression ratio and select the most suitable radio access
network (RAN) to transfer the acquired data while considering patient state, battery life,
and network dynamics. Secondly, we extend the work by optimizing the network side
resources using intelligent network slicing. In which we propose a cost-efficient DRL-
based network slicing framework that sustains a high level of network’s operational
performance by supporting diverse and heterogeneous services, while considering key
performance indicators (KPIs), e.g., reliability, energy consumption, and data quality.
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Specifically, In the second contribution, we aim to find the least-cost route and resources
per route for different service flows. Our results from the first contribution show an
improvement in the IoT device efficiency demonstrated in longer battery life in addition
to a reasonable delay and distortion levels. On the other hand, our approach in the
second contribution outperformed the optimal resource allocation algorithm in finding

the least cost path and resources per service flow.
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CHAPTER 1: INTRODUCTION
This chapter discusses intelligent resource allocation for m-Health systems and its
importance. We first introduce the motivation behind the ideas presented in the thesis,
discuss the problem statement and conclude with the main contributions and thesis

structure.

Motivation and Objectives

Nowadays, healthcare is considered one of the top priorities for all countries. Be-
cause of its importance, worldwide expenses in the healthcare sector are on the rise.
Moreover, it is predicted that those expenses per GDP will rise to more than 10% com-
pared to 8% in 2015 [1]. One reason for that is the natural population increase, chronic
diseases, and worldwide pandemics such as COVID-19 [2]. In addition, the contin-
uous evolution in networks and the medical field allowed for telemedicine services,
including the capability of remote surgeries, remote consultation, and other services.
These reasons have contributed to increasing the amount of data that needs to be trans-
mitted and processed, thus introducing many challenges to smart healthcare (s-health)
systems. Over the years, many solutions have been introduced to solve the mentioned
challenges. For example, in the case of remote monitoring, the mobile health (m-health)
system flourished, which utilizes edge devices with higher resources than patients’ IoT
devices to aggregate and process data coming from different sensors before sending
them to hospitals. However, this has caused even more challenges to optimize the edge
computations to efficiently process data before communication (i.e. edge computing).

Moreover, the advancements in network virtualization and mainly virtualized net-

work function (VNF) opted for flexible virtual network resource allocation. This has



enabled new technologies such as network slicing, which allocates a network partition
per medical service (i.e., a slice for remote surgery application). However, this creates
a new problem with the adequate resource amount to allocate per service that meets its
requirements.

The above challenges have created the primary motivation behind the writing of
this thesis. In this thesis, we use artificial intelligence methods, specifically Deep
Reinforcement Learning (DRL), to solve the two challenges mentioned above. For each
of the challenges, we formally introduce them along with our contribution in a stand-
alone chapter form. Indeed, in Chapter 3, we deliver our first contribution where we
consider a DRL-based method for optimizing the [oMT devices’ efficiency in the case
of remote monitoring. Figure 1.1 highlights the scope and primary operations of the
first contribution from patient devices to radio access networks (RANs). Additionally,
in Chapter 4, we deliver the second contribution as we seek to dynamically optimize the
cost of resources allocated for different medical services through DRL-based network
slicing. Figure 1.2 illustrates the focus of the second contribution, which represents a
second stage after the first contribution, related to the network side’s resources.

Therefore, in the following, we summarize the main objectives of the thesis:

* To study the scenarios of remote monitoring and its effect on power-limited [oMT,
suggest an improvement to the core operations of the IoMT, and formulate a

multi-objective problem accordingly.

* To model the problem of network selection, considering different problem’s dy-
namics, including KPIs such as different routes, and different computing resources

per intermediary nodes.



* To model and formulate the scenarios above as sequential decision problems where
the health system can be characterized as a Markov Decision Process (MDP) and
hence RL can be used to optimize the performance of user and network sides in

m-health systems.

* To leverage RL-based techniques to solve the formulated problems and compare

them against other baselines through many experiments.

* To test RL’s ability to track and adapt efficiently to the complex environment’s
dynamics that naturally happen in practical health related applications e.g. change

in resources of one of the RANS.

In light of the objectives above, we also outline the research questions as follows:

* RQ-1: To what extent can the lifetime of [oMT be increased by carefully choosing

the RAN and compression level in a user-centric scenario.

* RQ-2: How long will an RL agent take to learn the stochastic nature of the

complex health scenario with multiple RANs, and varying resources.

* RQ-3: Can we increase the Quality of service (QoS) for individual users by

carefully allocating the virtual resources in the network.

e RQ-4: How well will RL learn the virtual resources allocation at the network

level to maximize the users’ QoS.

* RQ-5: What will be the RL performance against typical optimization methods

and state of art baselines.
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Thesis Overview

The rest of this thesis is organized as follows: Chapter 2 discusses the underlying
context, key concepts, and terminologies. Additionally, we examine and compare our
work to that of others in the field. Chapter 3 presents the first contribution related to
user-centric physical resource allocation by proposing a method based on DRL. Chapter
4 introduces the notion of network function virtualization and demonstrates how DRL
can increase service satisfaction while reducing the total cost. Chapter 5 summarizes the

work, discusses main findings, and Chapter 6 recommends some future improvements.



CHAPTER 2: BACKGROUND AND RELATED WORK
This chapter discusses the basic concepts on which this thesis is built. To begin,
in Section 2.1, the importance of healthcare is discussed along with the new trends for
improving healthcare, such as smart health. Remote monitoring is then discussed as an
example of smart health use. After that, smart health’s resource allocation problem is
discussed in Section 2.2. Finally, in section 2.3, the background is concluded by dis-
cussing the methods used to optimize smart health’s resource allocation using machine

learning techniques.

Smart Health and Remote monitoring

Nowadays, healthcare is considered one of the top priorities for all countries. Be-
cause of its importance, the worldwide expenses on the healthcare sector are on the rise.
Moreover, it is predicted that those expenses per GDP will rise to more than 10% com-
pared to 8% in 2015 [1]. One reason for that is the natural population increase, chronic
diseases, and worldwide pandemics such as COVID-19 [2]. Indeed, the aforementioned
reasons have affected healthcare greatly. Taking COVID-19 as an example, the number
of related cases worldwide were increasing weekly by more than 200% with a mortality
rate of 5% [3], [4]. According to [5], the significant increase of COVID-19’s patients has
greatly affected hospital activities. Many elective operations have been curtailed, and
some hospitals have even declined the admission of critical-condition patients, leading
to a rising death rate. Moreover, the public fear of becoming infected from hospital
visits prevented people from attending their regular appointments [6]. Furthermore, the
continued consumption of hospital resources has left other patients with long queues on

imaging, a delay in accessing vital-measurement machines, and fewer follow-ups with



their doctors. These problems even escalate because of readmission of patients or the
existence of other disease [7]. All of the above have resulted in a drastic decline in
overall public health and domestic mortality with no efficient remote treatment tools.

Thus, a solution that would provide an automated remote monitoring and alerting
system would save urgent lives by reducing the time of diagnosis, minimizing patient
contact,lowering hospital-based infection and reducing the load on hospital resources.
In that sense, smart health was introduced. Smart healthcare (s-health) enables advanced
screening tools to provide advanced treatment to patients, and smart healthcare systems
to improve healthcare quality by providing patient’s biological indicators in real-time.
The goal of smart health care is to help patients by providing information about medical
issues and their solutions. Smart health care enables patients to take appropriate action in
the event of a critical situation [8]. It enables remote check-up services, which reduces
treatment costs and assists health care providers in expanding their services beyond
location boundaries. With the growth of smart cities, a robust and smart healthcare
system is required to ensure that users have access to healthcare services. Aside from
well-being, one of the significant contributions is the reduction of healthcare costs
through timely diagnostics.

Currently, IoT devices are considered the cornerstone of the smart-health system.
These small devices are usually sensors, actuators, and microcontrollers that collect
patients’ biological data, process it, and send it to remote servers for analysis, alarming
the hospital for immediate intervention when needed. Currently, IoT has been used in
healthcare to improve a variety of applications, including hospital asset management,
behavioral change monitoring, telemonitoring, aged care, medication’s effect tracking,

and telemedicine[9]. This use of IoT in health care has improved the medical process



and has opened the door for further medical improvements.

However, creating IoT devices to be small and efficient is still a challenge. Since,
by design, the specification of these devices is limited, the inefficient use of those
devices would lead to an ineffective IoT system that processes and sends out large
amounts of data (usually wirelessly), leading to a quickly drained battery. According
to [10], this is the biggest problem that affects medical IoT devices sending data to a
remote analysis server. Apart from medical IoT, this problem is usually solved if the
IoT devices are connected to the power grid. However, many devices, including the
Internet of Medical Things (IoMT), are usually made to be mobile and battery-operated.
Thus, there is a present need for better ways to increase efficiency and reduce power
consumption. To tackle this issue and provide more efficiency to IoT devices, researchers
and companies have carried out different efforts. These efforts can be summarized into
(1) the development of efficient data-compression algorithms which will reduce the
amount of data the IoT device has to transmit, (2) the use of energy-efficient or hybrid
transmission technologies for IoT (i.e., NBIOT, LTE-M), (3) pushing the complexity of
processing towards an edge device, and (4) introducing energy-harvesting mechanisms
which will power these devices from natural sources (i.e., body temperature). Based on
the four aforementioned points, a review of the related work regarding IoT efficiency
improvement in smart health will be provided.

Since the IoT device usually collects, saves, and publishes data constantly, increasing
battery usage, data compression algorithms have been designed to reduce the data’s
redundancy and the amount of transmitted data. Techniques such as compression
sensing, time sampling, and lossy compression have been widely investigated because

of their performance effectiveness. It is worth mentioning that the type of data that



the IoT collects drives the type of compression used; critical data will opt for lossless
compression while some signals data, such as ECG signals, can tolerate some loss
and use lossy compression. Authors in [11] showed a hybrid lossless efficient data
compression that achieved about a 40% compression ratio. Bio-signals’ (i.e., ECG and
RESP) lossy compression was discussed in [12] where the authors used a dictionary-
based technique to improve the medical IoT battery cost. The author also showed
that the auto-encoder-based method had the lowest energy consumption amongst other
compression algorithms. Similar work by [13] achieved a mean compression ratio of 2.1
with 53% less battery usage for lossless compression while achieving a 7.8 compression
ratio with 18% less battery usage using a lossy compression scheme. It is essential to
mention that a high compression ratio may significantly distort the data on the recipient’s
side. Thus, papers such as [14], [15] address this issue either by using historical data
characteristics or multi-modality. In fact, the latter developed a deep learning multi-
modal compression algorithm that reduced distortion by 73.37% from a conventional
compression algorithm.

One of IoI’s advantages is their ability to communicate with each other or to a
remote server. However, the problem in choosing a data transmission technology that
provides good range, adequate bandwidth, low power consumption, and high reliability
remains. Unfortunately, a solution that combines all of the above does not exist yet and
is still challenging. Data transmission technologies in IoT can be partitioned into two
main categories: long and short-range communication. Short-range communication
protocols include technologies that are usually used for connecting multiple IoT devices
together. Examples includes protocols such as Bluetooth low power(BLE or Bluetooth

smart)[16], low power WI-FI[17], mesh-based technologies such as Zigbee [ 18], Z-Wave
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[19], 6LoWPAN [20], and finally near field communication such as NFC and RFID. On
the other hand, long-range communication includes technologies used to send data to the
broad receiver (typically S00M+). Examples include 2G, 3G, 4G, LPWAN, SIGFOX,
LoRA, NB-IoT, LTE-M, and LTE CAT-1. A detailed comparison between most of
these technologies is presented in [20]. Moreover, application-layer protocols are also
crucial in IoT; since IoT devices have limited space, using data-overhead protocols such
as HTTP will waste both storage and processing power. Thus, protocols such as CoAP
and MQTT are more adequate for data transmission.

Relying on edge devices to process and transmit data is another means of increasing
the efficiency of IoT devices. In [21], authors had shown how an intermediary edge
device could provide temporary monitoring of a patient’s condition using machine
learning (ML) without the constant need for transmitting data to a remote place using
cellular technology. This work showed a battery reduction of 60%, and it is one of
the pillars of our work. However, this assumes the permanent existence of a nearby
device, which is not always the case. On the other hand, [22] showed the use of
Deep Reinforcement Learning (DRL) to provide the optimal policy for transmitting
data securely with the least energy consumption. The researchers showed a significant
improvement in terms of battery life against greedy algorithms. However, the work does
not consider the criticality of the data sent from the patient’s perspective, which results
in sending data too frequently and draining the battery. Unlike the previous works, the
proposed work in Section 3 considers different aspects of energy consumption, overall

delay, and patient’s urgency level to optimally allocate resources in the network.
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Resource Allocation and Network Selection

Since the introduction of computer networks, congestion control and resource al-
location problems are presented as the most severe problems. Because many different
user applications utilize the same network (i.e., sending and receiving data), the data
packets can be queued at the router buffer. Many packets can be dropped, consequently
reducing the quality of service (QoS) for different users. Although delaying or blocking
some users temporarily from sending might prevent network congestion, the resource-
allocation mechanism is rather used to guarantee fairness. Resource allocation splits the

network resources among the users and controls which users can send data and when.

Physical resource allocation

Allocating Resources to different users may require control from the routers and
network equipment (router-centric) or the end-users themselves (host-centric) or both
parties. In that regard, many approaches have been explored in the literature that
will be discussed next. Authors in [23] divided these efforts into four broad categories,
which include cost-based, game-theoretic decision-making techniques, Markov decision
processes (MDPs), and optimization. Most of these ideas are applied on a heterogeneous
network where the resources are allocated for every node across different Radio access
networks (RANSs).

Looking at each of the methods mentioned above, resource allocation based on
cost was introduced in [24], [25], where [24] perpetrated a Lagrangian distributed
technique for reducing the resources cost per node while meeting the different constraints.

Although this method showed an overall good performance, it lacks scalability when

12



different parameters are added to the resource allocation problem[25]. Other works in
[26], [27] showed the use of game theory in assessing network bandwidth allocation
by different hosts. The introduced methods showed a novel use of game theory, but
the convergence of an optimal solution is not always guaranteed, and the complexity
is a significant flaw. Moreover, MDP-based approaches have been explored in [28],
[29] with the drawback of the scalability of the network. Furthermore, optimization
techniques for resource allocation are complicated as the problem might be NP-hard;
one strategy for tackling that issue is loosening the constraints, altering variables, or
considering online adaptive approaches such as Q-learning [30]. Many works in the
literature did not consider energy efficiency in network selection for resource allocation.
Thus [31] considers the energy and other parameters such as RAN price and QoS in
a multi-objective optimization function in a host-centric approach. Additionally, the
author shows that the optimization solution is traffic-aware and can adapt to different
dynamics in a reasonable amount of time. However, similar to other optimization

functions, scaling up or adapting to high network dynamics is often challenging.

Virtual resource allocation

With the proliferation of cloud computing and scalable computations in the era of
beyond fifth-generation (BSG) networks, several issues relating to the rigorous needs of
such apps have arisen (such as low latency, excessive data rates, energy consumption,
etc.). Thus, the primary function of B5SG networks is to provide a diverse range of
services for various sectors with varying requirements in a scalable manner. This
necessitates meeting distinct performance criteria for each service, posing critical issues

for mapping such needs into network design, resource allocation, and packet forwarding

13



decisions. [32].

Network function virtualization (NFV) has emerged as a possible option for pro-
viding flexible management and administration of all network resources while ensuring
End-User (EU) Quality of Service (QoS). Indeed, network functions are conducted on
a single infrastructure with the use of software-based NFV solutions, simplifying the
process of updating, adding, or removing a service from customers. Thus, NFV enables
network operators to scale up or down services in response to customer demand while
simultaneously cutting overall costs via the use of low-cost network components and
topology.

Different sectors provide their service needs through a graph of virtual network
functions (VNFs), and network operators translate these requirements into network
management choices. This necessitates the development of novel strategies for maxi-
mizing the association of radio access networks and the allocation of VNFs across arange
of network resources. Notably, the type and quantity of resources given to each service
are crucial since their cost and availability substantially impact performance. Network
slicing has emerged as a virtual networking design in this context, transforming B5G
networks into software-defined networks [33]. Network slicing allows for partitioning a
single physical network into many virtual networks that may serve a variety of services.

Because of NFV, the scalability of any network has been possible. However, the
physical resources will be depleted without an exemplary resource allocation plan.
In that regard, many authors have discussed the idea of optimal VNF placement and
intelligent allocation of resources with network slicing[34], [35]. [33], for instance,
investigates a management architecture based on NFV components for dynamically

deploying instances of virtual tenant networks (VTN). Other authors, such as [36],

14



reduce the challenge of placing VNFs by exploiting the fluctuation of network traffic
demand, ultimately improving resource allocation. Moreover, The researchers of [37]
exploited the best network functional split and route from end-users to the central entity
to increase the throughput per application.

Additionally, the authors of [38] developed a collaborative decision-making approach
that relies on a queuing model called MaxZ that aims to reduce the problem’s complexity
by isolating the NVF placement and CPU assignment choices while maintaining their
dependency. The presented findings demonstrate that MaxZ is near to the optimal. In
[39], this approach has been improved to propose a mechanism for allocating resources

and networking technologies under some constraints.
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Learning techniques

Machine learning

With the help of machine learning, computer systems can perform complicated tasks
such as forecasting, analysis, recognition, and planning through learning from historical
data. Data and algorithms are critical components for machine learning models. Large
datasets and high-quality data can significantly improve the accuracy of machine learning
models. Additionally, it is essential to use appropriate algorithms to tackle multiple
issues, especially those involving various types of datasets. Machine learning is the
general umbrella of various learning methods such as supervised, unsupervised, semi-
supervised, and reinforcement learning, which are presented in Figure 2.1.

In Supervised Learning (SL), a machine learning algorithm is provided with some
training datasets, which contain input features and a prediction value. The algorithm
aims to estimate a specific function (i.e., hypotheses function) that maps the input to
the output. The SL categorizes the type of operation according to the output value.
If the predicted value is a number, the process is called regression. On the other
hand, if the predicted output is a class label, the operation is known as classification.
Both regression and classification tasks can be addressed with many algorithms. For
example, there are linear regression, polynomial regression, Lasso regression, and others
under the regression family. Similarly, in classification, Naive Bayes [40], Support
Vector Machines (SVM) [41], and Discriminant Analysis [42] are some examples.
The problem with SL is that human intervention is crucial. Not only do people label
the output for the training set, but they also select attributes, algorithms, and hyper-

parameters. Supervised learning is typically employed in domains where the human
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model requires specific knowledge and skill. However, the SL approach necessitates
additional data processing for feature selection and anticipates parameter tweaking for
optimal algorithm configuration.

In Semi-Supervised Learning (SSL), there are very few labeled data (e.g., 10%-
20%) and the rest of the data are unlabeled. The idea of SSL is to use the unlabeled
data together with labeled data because building a model with few labeled data is not
feasible and often leads to low-performance predictors, as such, in different iterations,
unlabeled data points receive some labels or values, and the performance is improved
using different iterations.

Unsupervised learning (UL), in contrast to the SL, are mathematical models that
employ just training datasets of input vectors and do not include a target variable.
Typically, unsupervised learning provides the pattern of input variables and frequently
presents various clusters formed from the input data. K-means clustering, Gaussian
mixture models, and kernel density estimators are some examples of UL algorithms.

Deep Learning (DL) was recently introduced as a subset of machine learning that
uses more advanced techniques than traditional shallow machine learning techniques.
The concept of neurons and Multi-Layer Perceptron (MLP) topology existed before the
DL was adopted widely. In DL networks, there are many hidden layers, and different
types of layers exist, such as a convolutional layer, pooling layer, and dropout layer. These
new architectures led to better function approximations, enabling advanced functionality
for DL. The paper presented by [43] shows a comprehensive overview of DL advances.
Nowadays, the DL field includes many models and structures. These algorithms can be
categorized into two main categories.

Firstly, descrimitive models are used for optimal class discrimination for better data
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classification. This class includes multilayer perceptron (MLP), Convolutional Neural
Network (CNN), and Recurrent Neural Network (RNN). Secondly, Generative Models
are the neural networks that focus on learning how the data was created to generate

similar data. Below is a summary of different algorithms used in each category above.

* Convolutional Neural Network (CNN) : CNN is mostly utilized for handling
images and performing operations such as feature extraction and recognition.
Numerous CNN versions exist, including visual geometry group (VGG) [44],
AlexNet [45], Xception [46], Inception, and ResNet [47]. All of these variants
were used in different applications and reusability was achieved by using transfer

learning.

* Recurrent Neural Network (RNN): The RNN [48] algorithm is characterized
by its capabilities to predict the target based on current and historical data. Since
RNN suffered from vanishing gradients problem, which impacted its ability with
long sequences of data, few other candidates were introduced, such as Long
Short-Term Memory (LSTM) [49], Bi-directional LSTM (BI-LSTM), and Gated
Recurrent Units (GRUs) [50]. These methods are usually strengthened by using

an attention-based mechanism.

* Generative models: These models are usually used to generate data samples. It
automatically detects and learns patterns or regularities in input data for the model
to create new data samples from the original dataset. Generative Adversarial Net-
work (GAN) [51] is constructed from two neural networks: a generator (G) that
generates new data with comparable features to the original data and a discrim-

inator (D) that forecasts the likelihood that the following sample will be pulled
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Figure 2.1: Machine learning types

from genuine data rather than the generated data. Thus, both the generator and
discriminator are trained to work against one another in GAN modeling. While the
generator attempts to deceive and confound the discriminator by providing more
data that are genuine, the discriminator attempts to separate original data from G’s
created data. The family of generative models also includes Auto-encoders (AE)
[52], Restricted Boltzmann Machines (RBM) [53], Self-Organizing Maps(SOM)

[54], and Deep Belief Networks (DBN) [55].

Although supervised and unsupervised learning techniques have been used in mul-
tiple problems, especially networking tasks, both techniques do not possess the intelli-
gence to take actions in a system, not to mention dynamic systems as network systems.
Fortunately, reinforcement learning can solve such problems by learning in an interac-
tive environment. In addition, reinforcement learning promises adaptiveness and other

features discussed in the next section.
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Reinforcement learning

RL [56] is one of the machine learning approaches for an agent to gain knowledge.
Unlike other learning techniques, RL is used to find the optimal decision in an interactive
environment and does not require a dataset to learn from as it learns directly from the
interaction between the agent and the environment. A basic illustration of the RL
process is presented in Figure 2.2. Conceptually, RL defines an actor (i.e., agent) and
a simulated world/environment, which the agent will interact. The agent runs within a
simulated world. The way the world reacts to the agent’s particular behavior is specified
by a model that is not necessarily known to the agent. The agent may remain in one
of the numerous states s € S of the environment or may pick one of the multiple
actions a; € A to transition between states. The transition probabilities between states
determine the agent’s final state (P). After applying an action, the environment provides
feedback in the form of a reward r € R.

RL is usually applied in sequential choice tasks, where the current selected action
affects the future states such as games, software testing, and others. RL relies on the
Markov Decision Process (MDP)[57] and has other concepts such as policy and value
function discussed in this section. The fundamental components of an RL system in
an MDP problem are (S,A,7,R,y), where S represents the list of possible states, A
denotes the list of possible actions at state S;, and R denotes discounted reward using
a discounted factor v € (0, 1]. In the RL process, the next state S; is determined for

each episode based on the following transition probability

P(s',r|s,a) =P[Si11 = &', Ry =7|Si = s, Ay = d
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and the reward. In RL, the training process starts with the agent performing random
actions a; € A at different state s; € S and receiving rewards ;1. During this training
phase and by using the feedback reward, the agent builds a policy 7;(a|s) that associates
a specific action 4; with a specific state S; that guarantees the highest accumulated

rewards given by the following equation.

Gy = Riyp1 +7Rigp + -+ = Z’YthJrkH
k=0

This training phase keeps running until the agent exceeds specific timestamp threshold
or number of seconds per episode [58]. The agent is then trained for multiple episodes
until converging to the best policy in terms of accumulative rewards.

To decide what action to perform at a given instant, the agent must understand
how beneficial it is to be in a particular condition. The value function is a technique for
determining this operation precisely for each state. Itis defined as the total of anticipated
rewards following the policy 7 from the current state onward and is given by the symbol
V:(s) and equation:

Vi(s) = Ex[G|S; = 5]

Similar equation can also be used to provide the goodness of a specific action at specific

state (0 (s, a) given by the following equation.
Qr(s,a) = E;[G¢|S; = s, Ay = a

During the training phase, the RL agent collects the interaction trajectories

St, A1, Ra, Sa, Ao, ..., St and learns from them. However, since the RL agent is built
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upon MDP, it relies only on the last interaction to get the next reward, which reduces the
complexity of the problem.

Different RL algorithms may be used based on the type of the model. If the model
of the system is known to the agent, Dynamic Programming (DP) can be adopted for
finding the best solution to the environment, and the algorithms used for RL in such
an environment are called model-based RL algorithms, examples include [59], and
"Model-based value estimation" (MBVE) [60]. On the other hand, if the system model
is unknown, the agent must use model-free algorithms that explicitly learn the statistical
model of the environment. Model-free RL includes Monte Carlo (MC) and temporal
difference (TD) as the most common approaches [58]. These two approaches have been
adopted in multiple different learning agents, which can be grouped into three different

groups as follows:

* Value-based: These methods use TD learning that updates the value function on
each step according to a temporal error calculated between old and new value func-
tions. Algorithms that fall into this category are State—action—-reward—state—action
(SARSA), Q-learning, and Deep Q-network (DQN). These methods are charac-

terized by lower variance, but more bias [61].

* Policy-based: Unlike value-based methods, these methods use MC learning that
updates a policy at the end of the episode. Changes are done directly to the
policy without demanding a particular metric. Examples include Proximal Policy

Optimization (PPO) [62].

* Actor-critic: These methods harness the power of both value-based and policy-

based learning and use MC and TD learning approaches to lower the bias and
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Figure 2.2: Reinforcement Learning cycle

variance from the above-mentioned methods. Examples include Deep Determin-

istic Policy Gradient (DDPG) [63].
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CHAPTER 3: PHYSICAL RESOURCE OPTIMIZATION USING DRL

In this chapter, the first contribution in the thesis is presented where the problem of
network selection is tackled by adopting an intelligent Reinforcement Learning (RL)-
based network selection scheme. Specifically, we leverage edge computing capabilities
to implement a user-centric network selection algorithm at the Internet of Medical Things
(IoMT) level, to sense the medical urgency of the patient and act accordingly to adjust
the compression ratio and the most suitable radio access network (RAN) to transfer the
acquired data while considering different application’s requirements, networks dynamics
and IoMT state. Our results demonstrate the efficiency of the proposed approach in
outperforming the state-of-the-art techniques in terms of battery life by more than 500%
while reaching almost 85-90% of the optimal algorithm’s performance in delay and

distortion.

24



Introduction

Several methodologies have been adopted in the literature for solving the network se-
lection problem, including: optimization techniques [64], [65], game theory [66]-[68],
Markov decision processes (MDPs) [69], [70], and multi-attribute decision making [71],
[72]. However, most of these approaches build on complex mathematical models and
instantaneous channels information. Indeed, to guaranty the optimality, while consider-
ing diverse networks, applications, and power constraints usually result in an NP-hard
problem [64]. Also, leveraging game theory, MDPs, or multi-attribute decision-making
approaches is computationally intensive, especially in the case of large networks, and
their convergence is not guaranteed. Even if they converge, it is not always guaranteed
to converge to an optimal solution.

Accordingly, relying on traditional network selection methodologies, which heavily
rely on mathematical models and consider only instantaneous network state, can not
cope with the highly-dynamic environments nor the next generation network demand
for swift connectivity and quick responsivity. To address these challenges, we opt to
leverage the potential of Reinforcement Learning (RL) [73] to develop an intelligent,
user-centric network selection scheme for s-health systems. Although few studies have
been presented for network selection using the Q-learning method [74], or RL [75], [76],
we are still at the beginning level. Thus, this paper aims at advancing the state-of-the-art

by:

1. Defining a holistic network selection problem that optimally selects the adequate
RAN and compression ratio at the patient level while considering the data distor-

tion, patients’ state, and end-to-end delay, i.e., due to processing, transmission,
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and queuing.

2. Leveraging efficient RL-based algorithm that considers all system’s dynamics to
solve the formulated problem. Indeed, we formulate a multi-objective reward
function that features the trade-off between energy consumption, delay, and dis-

tortion.

3. Conducting comparative experiments to demonstrate the performance of the pro-
posed scheme in comparison to two baselines, namely, energy-greedy and quality-

greedy, in addition to a state-of-the-art algorithm.

4. Demonstrating the adaptiveness of our approach to swift network dynamics
through introducing some disturbance to the converged RAN. Our results depict
how the proposed scheme can adapt to diverse network dynamics while changing

the action distributions with a reasonable number of episodes.

The rest of the chapter is organized as follows. Section 3.2 introduces our system
model, the environment we are simulating, and the different constraints of the problem.
Section 3.3 shows how we were able to transform our problem into MDP and solve it
using RL. Finally, Section 3.4 demonstrates our conducted experiments along with our

simulation results, while Section 3.5 concludes the chapter.
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System Model and Problem Formulation

This section presents the considered system model and the formulated optimization

problem for network selection.

System model

This chapter mainly focuses on efficient remote monitoring (Tele-monitoring) for
elderly or severely infected patients. The presented model in Figure 3.1 shows the main
components of the system. This model considers one home patient who is physically
connected to multiple sensors. At each timestep ¢;, the sensors will gather two types
of data, namely the vital signs and stream-based data. The patient’s vital signs (e.g.,
Blood pressure, Oxygen Saturation (SpO2), lung airflow) will be used to identify the
urgency of the patient’s condition based on the NEWS system (which was discussed in
our earlier paper [77]).

In addition, the sensors will also collect more stream-based data, such as the elec-
trocardiogram (ECG) that will be inserted into the IoT’s Buffer (Event Buffer) before
getting transmitted to our targets. We consider transmitting stream-based data such as
ECG as a generalization of the widely used data type in remote monitoring. Since the
IoT device is battery-operated and to reduce the burden on Hospital servers, we opt to
maximize the battery state of charge (SOC) by utilizing adaptive edge pre-processing
operations (e.g., compression, encoding, and quantization) before transmitting ECG
signal data to the target hospital servers or nearby helping device. In this scenario,
and for implementation purposes we consider that the IoT device is connected to a tiny

battery (i.e., less than ImAh).
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Figure 3.1: System model under study.

Compression model Each ECG signal data consists of B; bits. Before transmitting
the data, our IoMT device has to compress the data with a compression level C such
that the number of bits after compression b; is calculated as b; = B; - (1 — C). Each
compression level C will cause a distortion ~, and will impose a compression energy-
COSt Yeompression and compression delay C,. Since we are using stream-based data, we

follow the compression-distortion model used in [78] as follows:

o — Cl(l—C)icQ+CgF74—C5 3.1)
100

where F'is the length of wavelet filter used in compressing the signal, and the parameters
c1..5 are approximated parameters of the ECG’s distortion analysis.
The compression energy-cost Qcompression 18 calculated as the multiplication of the

number of compression cycles C,, s at the cost of each transformation step Ey, in
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addition to the DWT per computation energy . and is described below

Peompression — Ccycles : Ecomp + (]- - C) : Ecs (32)

The number of compression cycles C,, s can be calculated from the multiplication
of the maximum length of wavelet filter F},,,,, with the number of samples N, and the

number of hierarchical decomposition levels L as follows :

(Ccycles = Fmax * Ns : Z ol (33)

Moreover, since the IoT device has limited processing capability, the compression
task will produce a compression delay C; which is dependent on the number of com-

pression cycles and CPU per-second cycles C' PU,,s which can be calculated as follows:

Ceyer
C, — —cycles 3.4
= (3.4)

The compressed data will then be transmitted to a target destination such as a hospital
server or a nearby device that can analyze and process the data locally before transmitting

it to the hospital servers.

Transmission model To transmit the data to any target, we assume the existence of
M Radio access networks (RANS) which differ in communication range, transfer rates,
energy Costs Vi ansmission, transmission delays 7; and queueing delay ().

Following [65], the energy consumption per RAN ©4ansmission depends on the

channel gain G}, transfer rate 7;, bandwidth w;, bits to transfer /; and noise spectral
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density Ny. In addition to two parameters o and ¢ which change according to the
selected RAN. The Energy gain can then be expressed by G; = K - « - ]thQ, where
K = —=L5 .« is the path loss attenuation, and |h;| is the fading channel magnitude.

log(5bBER)’

Therefore, Yiransmission DECOMES :

ransmission — J - AL I 2% -1 3.5
Pt ( e ( )+ ¢ (3.5

Queuing model Since the incoming ECG signal is stored in a buffer (event buffer), a
queuing M/M/1 model has been used, which has proven to model the arrival of medical
events in the literature [79]. In this scenario, we assume that we have N different
ECG signal types where each type has a specific urgency level and are arriving at the
same buffer with an arrival rate of \; such that ¢ € {1,---, N}. In this scenario, the
service rate p is considered to be the network transmission rate and changes according
to the selected RAN. Because all network service rates p are extremely larger than the
summation of arrival rates Zij\io Ai < i, Yp € R, the buffer flow is considered to be
low or negligible. Following the queuing delay model presented in [79] for Priority
preemptive-resume scheduling, the Average Sojourn Time of different urgency levels S;

can be presented as :

1 i
L Dnet i
Sj:(l_(ﬁ+.. +i))(11_(ﬁ_|_ _|_’\1—1))+
H H H ) H (36)
p A
)\1 i—1
=G+ +=7)

Now that we have finished discussing our model, we discuss the problem formulation

and the constraints in the next section.
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Problem formulation

The ultimate objective of this chapter is to find the optimum compression level and

RAN that minimizes the overall delay ( including the compression, transmission, and

queuing delay components), ECG distortion, while maximizing the battery level in the

long run. Hence, the optimization problem was formulated as follows:

M
P: min or
i C (Z:Mj J>
7j=1
such that
Z/,Lj = 1, VJ € {1"'NRAN}>
Cmin < (C g (Cma:r
O S ((-pcompression + thransmission) S B
N e {0, 1}
M e {1,2,3}if N=1

M e {4,5,6,7}if N=0
where the end to end delay v is defined as

v=Cq+Ty+ Qq

(3.7

(3.8)

3.9

(3.10)

(3.11)

(3.12)

(3.13)

and total energy is formed as ¢ = Qcompression T Piransmission- 1he utility function

v; that incorporates distortion, delay, and energy consumption altogether is defined as

follows v; = alx] + B[v] + v[p:] and «, 5 and y are the weight coefficients of each

goal such that o + 3 + v = 1. While the constraint (3.9) bounds the compression ratio
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between 20 and 65% to avoid high distortion in compressing medical data. Equation
(3.10) limits the choice of an action that will cost more energy than the left battery
charge. The Ngi4n indicates the maximum number of RANs that exist at a certain
point of time. Furthermore, constraints (3.13) and (3.12) ensure that certain RANs
(e.g., short-range and long-range) be used according to the existence of a nearby helping
device or not. This means that our [oMT cannot use short-range communication RAN
to communicate with a nearby connected device if that device does not exist.

Using classical algorithms to solve problem P will ignore the dynamics of the
problem (e.g., patient’s urgency state, the battery level, RAN condition) to achieve the
lowest delay distortion, which will increase the average energy consumption. Hence
in the next section, we propose using deep reinforcement learning (DRL) to optimize
the action selection process of compression and transmission while being aware of the

environment’s nature and dynamics.
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The Proposed RL-based Solution (RLENS)

RL is a type of machine learning which has been widely used in the literature
[80] because of its in-need of training datasets and its ability to optimize complex
environments under dynamic changes. Rather than learning from datasets, the RL agent
learns by interacting with an environment where it will receive a reward or a penalty
corresponding to how good the action was. The RL problem is formulated as a Markov
Decision Processes (MDPs). An MDP is defined as a tuple of 5 elements, namely
(S, A, T, R,y).Where the agent observes the system state S and will apply an action A
in which it will receive a reward R that is discounted by ~ and the new state S’. When
applying an action, a state is transitioned with probability 7. With the help of a learning
algorithm, the agent will then be able to successfully map states to actions that will
produce the highest cumulative reward, which will refer to as a policy. Thus to solve
our problem P using RL, we have first to transform the problem into MDP, in which we

will explain the environment, actions, and rewards.

State The environment state at timestep ¢ is presented as s; = (B;,F;,N;,U;,S;) where
B; is the battery level of the [oMT device at time t, IF; indicates the current data amount
stored in the buffer, N, is a flag to reflect nearby device existence state, U, specifies if
the patient is in critical state or not (i.e., U; € {0, 1}) and S; is a number indicating the

percentage of data sent out of all data.

Action At each timestep, the RL agent will perform an action, either to send data or to
be Idle. If the agent chooses to send the data, a compression level must be specified, and

a RAN must be selected. The chosen action a, is presented as a; = {C;, Ty, I} where C,
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is a real number indicating compression level such that C; € R, {C,,.;,, < C; < Cypaz}»
T, is also a number indicating the RAN index to use and T; € R, {0 < T, < 7} finally,
I, which is an indicator for being idle (i.e., not compressing nor transmitting data) or
not, such that I, € R, {0 < I; < 1} with a deciding-threshold of 0.5. If the agent did
not choose to be idle, then the chosen action will affect the battery level, overall delay,
and distortion of the data. To simplify and avoid scheduling RAN resources, the chosen
RAN is assumed to send the data with its maximum rate of one second for only one

second, equivalent to one timestep in our system.

Reward We formulate our reward function, which defines our primary objective of
minimizing the overall delay and distortion while maximizing the battery life. To be
able to achieve that, the reward was split into immediate and final rewards such that the
immediate reward considers delay, distortion, or being idle. And The final reward will
assess the battery level left after finishing each episode. Thus the reward function 7; is

described as follows:

.

(057 e 70) = szn < C < Cmaz

(O5a e 70) — Omin S 0 S Omaz

Tt = 3 0 idleand U, = 0 (3.14)
-1 idleand U, = 1
By st * 100 if Sp=1

In this work, we have decided to use the Soft actor-critic (SAC) [81] algorithm,
which provides different features that is paramount in our scenario. Unlike other RL
algorithms that maximize the cumulative reward only and use a deterministic policy,

SAC learns a stochastic policy that tries to increase both the cumulative reward and
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entropy #(.) of selecting an action by combining them into a single reward function

J(0) which can be defined as follows:

T

J(0) = Esanipn, [M(st,ar) + aH(7o( |s1))]

t=1

(3.15)

where « controls the importance of the entropy and E is the expected value of the

reward that is gained from following the policy 7y in selecting action a; in the state s;.

Having high entropy is essential in our case. It encourages the agent to explore more

action options and can potentially find many optimal solutions that it can switch to with

the least number of training iterations. In addition, SAC is an off-policy algorithm,

which means that it can use previously collected data and learn from it, which helps

in training faster. SAC also supports continuous action space, which is the case in our

environment.

Table 3.1: List of used simulation parameters

Parameter

Value

RAN IDs

RANS service rates \

Bandwidth w;

Discount rate ~y

Training episodes

Replay buffer size D

Batch size

Learning rate «

Tau 7

Cumulative Arrival rate p

Queue size

Min and Max comp. C_min, C_max
Min and max delay o_min, o_max
Max Battery capacity

Max transmitted data

1,2,3,4,5,6 and 7
2,4,6,8,10,12,14 Mbps

0.5 Mhz
0.90
2000
2*%1076
256
0.0003
0.005
300 KB
50 MB
20, 65
0.05, 0.15 sec
0.9 Joule
800 Mb
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Performance Evaluation & discussion

In this part, we explain our environment setup along with the performance experi-
ments. We compare our RL-based solution with two different baselines, the first is the
energy-greedy and the second is the optimal algorithm. While the first considers the
energy without focusing on the patient’s urgency state, the second cares about all of
the objectives considered in the problem P, in experimentation, the latter’s performance

showed very similar results to the state of the art [76].

Environment setup As previously mentioned and illustrated in Figure 3.1, we simu-
late the environment of a remote monitoring system, where the patient’s sensors collect
some data such as ECG. An IoMT device is then responsible for choosing for compress-
ing and transferring that data through different RAN to a specific target (i.e., hospital or
nearby device). For simplicity, all environment configuration is presented in Table 3.1.
To study and analyze the performance of our RL-based solution, we have conducted
different experiments that we describe in what follows.

In the first experiment, we compare three different ways of solving problem P, which
are energy-greedy, state-of-the-art algorithm[76] and our system RLENS. The Energy-
greedy algorithm cares the most for the energy consumed rather than the delay and
distortion. In our case, we considered our RL-based solution with more weights on
the energy as the greedy algorithm. On the contrary, the state-of-the-art algorithm[76]
focuses more on the delay and the distortion without taking into consideration the
energy consumption. Finally, our primary solution, RLENS, considers all mentioned
parameters.

The first result can be seen in Figure 3.2, and it shows the superiority of the energy-
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greedy policy for having the least battery consumption among all with a 40% remaining
battery after transferring all data. The energy-greedy agent always tries to compress data
with the highest compression level and transfer data frequently with a low-bandwidth
RAN. Interestingly, this strategy leads to the lowest delay (as seen in Figure 3.3) and
energy consumption while distorting data the most as in Figure 3.4. On the other hand,
the state-of-the-art agent will always try to reduce the delay and distortion together.
The only way to achieve both objectives is by having the least compression possible
and choosing an energy-expensive RAN with a high rate that guarantees low overall

delay. This behavior will consume very high energy, depleting the battery as illustrated

in Figure 3.2.
40
35
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F 25 ~
3 ! —— RLENS Energy greedy
> 20 | RLENS All objectives
E —— State of art (Quality greedy)
1] i
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5 u
0 L T T T T T T
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Figure 3.2: Shows different remaining battery levels from different algorithms

On the contrary to the past two methods, the RL-based solution achieves most of
the objectives by being idle at specific points of time (e.g., when patient’s condition is
not urgent) and transferring the data with the adequate compression-ratio through the

cheapest RAN that provides the highest bits/joule. This behavior reduces the transmis-

37



—— RLENS Energy greedy
0.7 1 RLENS All objectives
,1 —— State of art (Quality greedy)

Avg. delay

0 2000 4000 6000 8000 10000 12000 14000 16000
Episode

Figure 3.3: Highlights proposed solution (RLENS) has almost same similar average
delay (sec) as state of the art algorithm

sion frequency, the unneeded data-quality conserving while increasing the overall delay
with a tiny amount. This act that can be seen in Figure 3.2, Figure 3.3 and Figure 3.4
showed to be 85-90% close to the state of art behavior in terms of delay and distortion
and 80% close to the energy saving in the energy-greedy algorithm.

In the second experiment illustrated in Figure 3.5, we show how long each agent
survives in an environment of a tiny battery against our RL solution. We introduce one
new baseline, namely a random agent, that randomly explores all options. Similar to
the observation of the aforementioned experiment, the RL agent manages to survive the
harsh environment with the help of its learned techniques with more than 20% battery
left. In contrast, optimal and random agents fail after 25-60 steps. Giving RL a longer
battery life by more than 500%

The third experiment, depicted in Figure 3.6, shows one advantage of using an RL-
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Figure 3.4: Avg.Distortion

based technique over other techniques, which is adaptability. For that experiment, we
wait until our agent converges on using a specific RAN and then simulate a significant
disturbance that could happen to that RAN. This disturbance will make the energy cost
of using that RAN very high. In our case, we introduced a disturbance to RAN 3,
which has triggered our agent to change its action distribution instantly to adapt to the
current situation and successfully converges after around 1000 episodes. We argue that

this convergence would have been much quicker if the agent had been trained for more

episodes.
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3.4. PERFORMANCE EVALUATION & DISCUSSION
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Conclusion

In conclusion, we presented RLENS, an RL-based technique for network selection.
We then studied the case of remote monitoring and we modeled the system accordingly.
Our algorithm’s goal was to optimize the selection of compression level and transmission
RAN while maximizing the battery life of [oMT, in addition to taking multiple aspects
and constraints in the objective. We have demonstrated the performance of our solution
using multiple experiments, which showed a 500% improvement over optimal algorithm,
an adaptability to the environment and close performance to both energy and quality

greedy by 85-90% and 80% respectively.
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CHAPTER 4: DRL-BASED VIRTUAL RESOURCE ALLOCATION USING NFV

In the previous chapter, we presented how Reinforcement learning optimized the
user-centric network selection scheme considering different dynamics from both the
patient and the [oMT.

In this chapter, we consider the network point of view, where we extend the problem
of resource allocation to virtual network resource allocation. We perform RL-based
network slicing to optimize the cost of different services network slices by dynamically
considering the choice of the network, data rate (bandwidth), VNF’s computing re-
sources, and paths. Our results show the advantage of using RL over optimal algorithm

in getting the least cost slices that abide by all constraints.
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Introduction

In contrast to the VNF placement and network slicing methods described in the
literature, our architecture supports various Intelligent-healthcare (I-health) services,
with their own key performance indicators (KPIs), while also accounting for the varying
resources and their sites, particularly the KPIs from the network’s edge to the cloud.
Thus, we observe that incorporating various I-health services in conjunction with all
relevant KPIs necessitates developing a new problem formulation and creative solutions,
which cannot be a simple extension of previous work. As such, the methodology
provided in this study attempts to investigate unique methods that integrate artificial
intelligence (Al) with distributed optimization techniques to enable intelligent network
management while giving practical trade-offs between optimality and complexity. Our

contributions particularly enhance the current state of the art in the following areas:

* We model the problem of network slicing considering different problem’s dy-
namics (including KPIs, different routes, and different computing resources per

intermediary nodes)

* We present an efficient, decentralized solution that leverages Reinforcement
Learning to construct end-to-end network slices, allocating necessary resources

while considering multiple KPIs per each service.

* We demonstrate how the network slicing problem is converted to MDP, in which

we discuss states, actions, and rewards.

* We then introduce a convex optimization (CVX)-based optimal solution as a

baseline. The solution tackles the complicated (NP-hard) network slicing problem
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in stages.

* We conduct different experiments to demonstrate how the proposed solution per-
forms against optimal algorithm and show how our solution provides lower com-

plexity, better solution, and better adaptability to different deadlines.

* The suggested solution has been analyzed to demonstrate its efficacy compared to

state-of-the-art alternative.
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Network slicing architecture

To serve various services that demand different Quality of Service (QoS), the pro-
posed architecture in Figure 4.1 uses ubiquitous network management intelligence at
multiple network layers (from the cloud to the network edge devices). Indeed, it inte-
grates SDN controller capabilities at various network tiers to provide a dynamic network
slicing architecture that enables the efficient and cost-effective administration of multi-
ple network slices with varying requirements. Overall, the centralized SDN controller,
placed in the cloud, is primarily responsible for adapting/managing all network slices.
In contrast, the local SDN (LSDN) controllers, located at the access points (i.e., macro
base stations), are responsible for scheduling computing and commutation resources for
the served users. Without sacrificing generality, this chapter will concentrate on wire-
less heterogeneous I-health systems (as seen in Figure 4.1). In which each patient (or
end-user) may transfer medical data to the Health-cloud (H-cloud) over different Radio
Access Networks (RANs). Each RAN will have unique energy consumption, financial
cost, and transmission latency features, even though the various RANs will share the
same control plane. The available RANs may change over time due to mobility and

different traffic load.
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System Model

As illustrated in Figure 4.2, various health care services (like remote monitoring,
smart hospitals, and remote procedures) should be allocated a specific network slice to
satisfy their strict QoS demands. Each service s € S consists of different VNFs v € V'
connected in a graph with their special order [82]. In this case, a single VNF runs on
one or more nodes of different capabilities (i.e., different resource amounts). As seen in
Figure 4.3(a), VNFs may represent a variety of functions such as data collecting, event
detection, feature extraction, adaptive compression, and database-related functions [83].
Because VNFs may require different resources with big amounts, VNFs are allocated
distributed resources from the physical network (i.e., computing nodes can provide
computational resources and storage) they are running on. As mentioned earlier, a
service is a group of VNFs connected in a specific order. According to the service
requirement, different KPIs are considered. For example, in a remote surgery service
where a patient is being treated remotely, the latency/delay KPI is more significant than
the cost KPI. On the other hand, telemonitoring may care more about cost KPI than
latency as the monitoring is done over long periods, thus low-cost communication. We
also note that not all KPIs must be fulfilled per service [84]. Table 4.1 summarizes
different KPIs used in the cloud. Moreover, after end-users process their data flow
f € F atthe first VNF’s node, the size of data flow should follow the flow conservation

law as follow,

B(f,n,n+1)=B(f,n—1,n)-s(f,n), YneN,VfeF 4.1)
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While B(f,n—1,n) represents the size of the in-going data flow f to node n (which
belongs to VNF v), x(f, n) indicates the compression ratio that n applies to that flow,

resulting in the new traffic size B(f,n,n + 1).

Remote

Remote
Monitoring surgery

Home
Patient

Services Monitoring

Other

Figure 4.2: I-Health 5G Network slicing
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EU-1 Data Feature
collection Extraction

Event Adaptive
Detection Compression

(b) Physical graph

Figure 4.3: (a) The service graph for different medical applications, each block
represents a VNF. (b) The Physical graph where VNF is running on. In this scenario,
data are collected from different patients and are analyzed at the fog-level nodes then
forwarded to the cloud with the help of macro base stations (MBS). The arrows
represent bidirectional traffic
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Table 4.1: Summary of different KPIs in the cloud

KPI Definition

Traffic Load [ Load for processing and transmission

Delay The highest permitted end-to-end delay
Reliability Reliability of all different nodes on service graph
Cost The anticipated expense of providing the service.
Availability  The availability of a service to customers
Security The Security of the end-end path of service
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Computing and network resources

Figure 4.3(b) depicts the system’s physical graph, which illustrates all available
processing and communication resources at various levels (i.e., fog, MEC, and cloud).
The vertices of the graph represent the various network nodes, while the edges (7, j)
reflect the links between them. Because network nodes may have varying levels of
computational resources (for example, CPU and memory), the amount of resources of
type k usable at node n is defined as a, (k). In order to maintain uniformity, service
and physical flow must match. Each edge (i, j) corresponds to a particular link [ € L,
with a communication latency D; and a capacity ;. Additionally, in order to simulate
a realistic status of links and network nodes, each node n € A and link [ have reliability
parameters 7),,(t) and 7;(¢), which represent the node’s or link’s ability to function

correctly at time ¢. Finally, each physical link [ is limited to its capacity; therefore,

S <wi vier, 4.2)
feF

where 7, denotes the data amount of flow f via link /.

key performance indicators

As presented earlier in Table 4.1, different KPIs can assist the requirement and
performance of different services. Our system considers four different service’s KPIs:
end-end delay, nodes and links reliability, compression distortion, and energy consumed
from transferring the data. Each of the mentioned KPIs will be discussed in detail in

the following.
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Delay Inour system, the delay is composed of two major components, namely network
delay and computation delay. While the network delay is caused by data transmission
across multiple network links, the computation delay is generated by the computing
nodes running different VNFs. Firstly, the network delay calculation, the average
network delay is calculated by adding the delays associated with the various links that a

flow f passes through on its path p which can be represented as follows

B(f,1,J
du(fp)= > Dij= Y % + €1, (4.3)
(i.)€p (ipep T
Here, % represents the transmission time and ¢; ; depicts the channel access delay
B3V

that may exist while on the data flows in link 7, 7.

Secondly, the processing delay, the VNF instances are modeled as M/M/1-PS queues
per the processing paradigm in [82]. The processor sharing (PS) model was chosen to
accurately simulate the behavior of a multi-threaded program operating on a virtual
machine (without losing generality, additional processing models [85] may also be
implemented in our framework). As a result, if the amount of traffic associated with
flow f and processed at the instance of VNF v at node n is B (f,n), the total processing

delay suffered by flow f through path p is stated as:

a(f.p) = SOAU) !

_ . (4.4)
nep a’n(ka CpU) - rcpu(n)B(fa TL)

where A(f,n) is the percentage of the traffic flow B(f,n) processed at the instance of
VNF v hosted on node n, i.e., B(f,n) = A(f,n) - B(f,n). When compared to other

types of resources, the allocated CPU plays a large role in (4.4). Thus, the allocated CPU
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provides an extra degree of flexibility to the trade-off between cost and performance.
More CPU results in a shorter processing time but higher expenses. On the other hand,
adding more resources from other resource types (e.g., storage space), would not affect
the other computing resources. Where D is the maximum desired delay for service s

flow f, the delay constraint for path p is expressed as follows:

dn(f,p) + dp(f.p) < Dy 4.5)

Reliability Since a single path p consists of a group of nodes and links, therefore the
reliability of p is calculated as the multiplication of each node and link reliability as

follows:

I 1T m@® -y = Hy, (4.6)

nep (i,5)€p

where H is the maximum target reliability required for flow f.

Encoding distortion Given the volume of data generated by I-health systems, it is
impractical to transmit all raw data from the EU to the cloud. Adaptive compression
of gathered data at the network edge appears to be a possible solution to this problem.
This reduces the transferred data size and hence the transmission energy usage and
total delay. However, using lossy compression may cause encoding distortion. As a
result, adaptive compression, energy consumption, delay, and distortion are generally
trade-offs. High compression ratios result in lower energy consumption and lower delay
to transfer the data but higher distortion. To quantitatively evaluate how compression
can cause distortion, we look at the EEG signal encoding model described in [86].

The author used the Root-mean-square difference between recovered EEG data and the
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original to measure distortion in this model. Moreover, the Real-time implementation

in [86] provides the compression-distortion relations as follows

xle(l_ﬁ(fvn)) _|_ To + (1 — I{(f’ n))_IB _|_ Ty
100

Y(fin) = 4.7

where the model parameters ;1 — x4 can be estimated using the statistics of the

considered EEG encoder [86] and «( f, n) is the compression ratio done to f in node n.

Energy consumption To calculate the energy consumed by transferring data, we use
the same energy model presented earlier in Section 3.

To transmit the data to any target, we assume the existence of M Radio access
networks (RANS) which differs in communication range, transfer rates r;;, energy costs
Ei;.

For each RAN, the energy consumption £;; depends on the channel gain GG, transfer
rate r;, bandwidth wyj, bits to transfer /; and noise spectral density Ny. In addition to
two parameters ¢ and ¢ which change according to the selected RAN [87] and can be
achieved experimentally. The Energy gain can then be expressed by G, = - « - |h;|*.

where K=-1.5/(log(SBER)), « is the path loss attenuation, and |5, is the fading channel

magnitude. Therefore, F;; becomes :

2% — 1)) 4 e (4.8)
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Problem Formulation

In this section, we will describe the problem formulation for our system.

Our network slicing framework’s ultimate purpose is to produce end-to-end cost-
effective network slices that fulfill all of the KPIs required by various services. This is
accomplished by the cloud SDN controller capabilities, which enable efficient and cost-
effective administration of many network slices with varying requirements. The primary
job of the SDN controller, which is often hosted in the cloud, is to adapt/manage all
network slices. To serve the main goal, the SDN controller must perform two different

tasks sequentially as follows :

* Collect the different required KPIs from multiple services

* Reserve virtualized network resources and functions (on physical links and nodes).

Thus, our objective function will consider three different aspects per each service slice:
the service route, the nodes’ capabilities running VNFs along the route, and the amount
of reserved resources on each node in the route such that the total cost from reserving
these resources is minimized. Estimating the network resource cost per network slice

can be modeled as the summation between three different costs as follows:

Ctotal = CTL(U) + cn(k) + C(/La])

Where ¢, (v) is the cost for creating VNF instance v on a node n, ¢, (k) is the price per
unit resource & at node n (cost at node) and c(i, 7) is the fee for transferring data unit
per time unit on a link (4, 7) (cost at network links).

For ease, the different aspects of the system model are presented in Table 4.2.
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Table 4.2: Summary of different aspects of our network slicing problem

Aspect Equation Description

Summation of delay from:
(i) processing at computing nodes.
De/lay dn(f,p) +dp(f7p) .. . . .
(ii) transferring data on different links per each

route.

Multiplication of reliability from:
Reliability [],c, [T j)ep7(t) - 1i5(t) (i) Each node.
(ii) Each Link in the route

Summation of total cost from:

(i) installing VNF on node if not exist.

(ii) reserving computational resources on processing nodes along the

Cost Crotal = Cn(V) + cn(k) + (7, 7)
end-end route (e.g., $/cpu resource).

(iii) transferring data traffic across different links in the

end-end route (e.g., $/bit).

When a request to deploy a service instance s is received, the centralized-SDN

controller begins solving the optimization problem, which is expressed as a cost-

minimization problem as follows:
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P1: min U 49
Sy poan(£:k) (th) 49)

such that

Sfap [dn(fap) + dp(fvp)] S va

Vfe F,VpeP (4.10)
117 )nii(t) > Sy, - Hy Vf € F¥peP (4.11)
1,J
de,p,l rp < Wy, Ve L, (4.12)

fer

B(f,n,n+1)=B(f,n—1,n)-k(f,n),

Vn e N,Vf € F, (4.13)
> dipi=N,-Spp VfE€F,NpeP, (4.14)
lep
> Spp=1, Vfe T, (4.15)
peEP
dsp €{0,1}, Vfe F,VpePVle L, (4.16)
Sip€10,1}, Vf e F,¥peP, 4.17)

In (4.9), the objective function U; is defined as,

Ur= 2.2 S |22 cnlv)t
Fop noow

SN calk)an(f, k) + > eli ) B(f.4, )
n k

(6,3)

The objective of our optimization problem p1 is to allocate the necessary resources
per service flow and traffic route in such a way that the overall cost is reduced while

satisfying different KPIs for all different services.
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We establish a path indicator S, in (4.9) to indicate the selection decision of route
p by flow f, whereS;, = 1 when path p is picked and zero otherwise. Therefore, the
problem’s unknowns are Sy, and a,( f, k), implying that each service must calculate its
transfer route and the quantity of resources to be allocated in all nodes in the network
along that path.

Furthermore, as noted in Section 4.3, all flows must meet the latency, reliability, link
capacity requirements i.e., (4.10)-(4.13). Additionally, constraint (4.14) assures that
when flow f selects path p, all links along this path are reserved for this flow, where
dyp, is the link selection indicator of link [ over path p, and [V, is the number of hops

in route p. The constraint (4.15) guarantees that each flow chooses just one route.
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Proposed solutions

In this section, we will show two different solutions to our problem P1 which we
have defined earlier. The first solution involves an optimization-based approach, which
we name (OISA). We use OISA as a benchmark for the second solution. The second
solution is our main contribution, the DRL-based solution, named (RLISA). We then

compare both solutions and show the results.
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Optimization solution (OISA)

The challenge of simultaneously allocating resources (or VNF placement) and rout-
ing traffic is often difficult to solve; an even simplified form of this problem (with just
one KPI) has been demonstrated to be an NP-hard problem [88]. The defined inter-slice
allocation issue in P1 may also be viewed as a more sophisticated variant of a multi-
constrained path problem, in which the costs associated with distinct links change at
each hop [89]. As a result, solving P1 directly is impractical, urging us to propose an
efficient approach known as Optimized Inter-Slice Allocation (OISA). Using OISA, for
each flow, we get the optimized decision by solving the problem in three sequential steps

as follows:

1. Finding all candidate paths that abide by the delay and network-capacity con-

straints.
2. For each candidate path, optimize resource selection and cost

3. Select the path with the minimum cost.

This sequential solving of the problem reduces the search space for the second step
(i.e., optimizing resources per path). The details of the OISA algorithm are shown in
Algorithm 1

Thus OISA reformulates P1 to be as follows:

PLS: min (Ul> (4.18)

subject to (4.10), (4.13),

where U is the objective function in (4.9) for a specific flow f and path p.
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We should highlight that if two or more flows share the same link, the capacity of the

link (bandwidth) can be divided among these flows using any proportional fair method

[90]. Furthermore, the OISA’s complexity is determined by the number of flows F',

the number of potential paths P for each flow, and the complexity of solving P1-S, i.e.,

Cp1s. As aresult, OISA’s worst-case complexity is P¥ - Cpig.

Algorithm 1 Optimized Inter-Slice Allocation (OISA) Algorithm

~

10:

11:
12:

SANR AN S ey

Input: ¢, (v), ¢,,(k), c(i,7), 71, Wi, Dy, and Hy

for f in F' do
store all possible paths in set A

end for

for possible paths tuples in .A do
Sample n possible paths taking into consideration the total delay and network-
capacity constraint
Solve the optimization for the selected paths collectively
Store paths and resources chosen by all F' flows and their total cost in set C

: end for
From C find the minimum total cost, the corresponding resources, and paths for the

different flows.
For all flows, update selected path Sy, = 1, and allocate the resources a,(f, k)
Output: {S,-, a,(f, k)}

Table 4.3: Simulation parameters.

Parameter Value

D and D, 5 ms and 8 ms

H; and H, 0.97
a, 3 and v 0.33
M 4
N, 3
Cin 039%
KT 0.7

2

DRL parameters asin [91]
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DRL-based solution(RLISA)

In this approach, to develop a scalable, low complexity, and adaptive solution, we
opt to leverage the power of DRL. We argue that developing a DRL-based solution
can cope with a highly complex and dynamic environment while efficiently solving the
inter-slice allocation problem.

DRL has been widely employed in the literature [73], [80] due to its independence of
training datasets and its capability to optimize complicated environments under dynamic
changes. Rather than learning from datasets, the RL agent learns by interacting with an
environment in which it would be rewarded or penalized based on how well it performed.
To simplify the learning process, RL adopts Markov Decision Processes (MDPs), where
(S, A, T, R,y) are the five elements that make up an MDP.

The DRL learning cycle starts with an agent that observes the system state S and
takes an action a € A to get a reward » € R, which is discounted by a factor ~, i.e.,
R = ~ry, plus the new state s € S. When the agent acts, the current state of the
environment will transition to s’ with a probability 7. After the RL agent has been
trained using a learning algorithm, the agent builds a policy 7 that makes it able to
correctly map different states to the best actions that guarantee the highest cumulative
reward. In what follows, we illustrate how to leverage DRL to solve the formulated
inter-slice allocation problem in P1.

First, we convert our problem into an MDP, defining our environment, state space,

actions, and reward.

State To efficiently capture the different states in our environment, we included links’

reliability (lo, - - - , l) in addition to the number of data packets to be sent by each service
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flow doune- This gives a per timestep state tuple s, = (lo, - - - , lg, deount)- Hence, the RL
agent can choose a path that guarantees the reliability threshold during the training phase.
The above representation will also help the RL agent to adapt to different environmental

conditions (when a link or node is down).

Action At each timestep, the RL agent chooses the best paths for each service flow
(each path represents the set of links and nodes from the patient to the cloud) while
reserving the needed communication and computational resources along each path. For
instance, if we consider the network topology in Figure 4.4 with two service flows F}
and F5, the chosen paths will be ps1, pro, respectively, while the reserved resources
along each path (for both flows) will be (res()fl, reslyy,resOsq, reslyy). Thus, the

action space will be a; = (pf1, pro, res01,reslyy, resOsq, reslys).

ay = (pfl{07 73}7pf2{07"' ,3},7’650]01{1,"' 71000}7

resle{l,---,1000}, resOso{1,--- , 1000}, reslp{1,---,1000}) (4.19)

It is worth mentioning that every node has limited computational capability; hence
the RL agent may take illegal actions in the exploration phase (e.g., reserve resources
beyond the maximum resources available at a certain node). We have developed two

rules to solve this issue:

* If a flow requests more resources than a specific node’s maximum capacity, it will

be assigned only the maximum available resources at this node.

* Splitting the bandwidth/computational resources equally between the flows shar-
ing a particular link/node if they request more resources than the maximum
capacity.
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Reward function After defining the desired states representation and actions, we
formulate our reward function. This function defines our primary goal of minimizing
end-to-end costs while respecting delays and reliability constraints of diverse flows.
Firstly, to maintain the required delay constraint for each service flow, the difference
between the current and the required delay is used to penalize the agent if the delay
constraint (i.e., c1) is not satisfied. The same applies to the reliability constraint c2.

‘When the two constraints c1 and ¢2 are satisfied, the cost of the resources RL chooses
to reserve is calculated. To ensure the RL agent continuously chooses the combination
of the resources with the lowest financial cost, we model the rewards based on how close
the current cost is from the lowest and highest resources’ cost explored by the agent.

To be able to do that, we take two different ranges, C[C, i, Cpnaz| and (1,---,0)
and map the first range to the second using linear interpolation.

Meaning that the resource combination with the least cost will always have the
highest reward as the RL agent keeps exploring.

This will urge the agent to find the actions with the least cost, i.e., near to C,,;,.

Therefore, the reward function 7 is defined as:

(17 Tt 70) = C[lena (Cma:c]a Zf ﬂ(01’ 02)

ri=14 _A(D - D,.,) if D>D,. (cl) (4.20)

AR - Ryep) if R<Ry (c2)

\

To make sure that the agent is always guided towards the least cost, C,,,;,, is continually
updated by the lowest cost explored by the agent; hence the reward is updated accordingly.
This guidance will encourage the agent to reach better results without diverging from

its target.
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Figure 4.4: An example of remote monitoring and remote surgery services sharing the
same physical graph.

Second, we opt to leverage an efficient DRL algorithm, namely Proximal Policy
Optimization (PPO) algorithm [92], to solve our inter-slice allocation problem. PPO is
a policy gradient algorithm that was found by the OpenAl group in 2017 [92]. The next
paragraph describes how PPO works and the reason behind using it.

In simple terms, the PPO algorithm utilizes two local neural networks, namely actor
and critic. While the former is used to do different actions, the latter is used to define
the quality of the actions taken by the actor. The actor then uses the critic feedback to
continuously update its policy using stochastic gradient descent (SGD).

PPO has been widely used in the literature because of its inclusivity of having

multiple parallel training agents (brought from the A2C algorithm) and having a Trust
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Region for updating the actor policy (which was brought from the TRPO algorithm).
The main notion of PPO is that, whenever the actor updates its policy, the new policy
is clipped to not deviate too much from the old policy. We highlight that having
trust-region and tiny updates are extremely helpful to solve our problem, due to the
fine-tuning nature of this algorithm in searching for the optimal paths (e.g., ps1,pr2)
and resources (e.g., (resofl, reslyy, resOrq, reslyy)) that guarantee the lowest cost (as
will be shown in Section 4.5). Moreover, PPO supports high-dimensional observations
and multi-discrete actions, which make it the best choice to solve our problem while
supporting the scalability needed. In addition to that, PPO uses parallel agents for the
training, which allows for reducing the training time while enabling the agent to collect
many training trajectories (i.e., S1, A1, R, S, Ao, . .., Sr) to learn from and reduce the
variance. Finally, the proposed solution supports dynamical and real-time exploration
and testing for the environment; thus, it updates the reserved paths and resources in
real-time, which is crucial for highly dynamic networks and critical applications. In
what follows, we present the details of the proposed RL-based Inter-Slice Allocation
algorithm (RLISA).

As presented in Algorithm 2, RLISA firstly starts by sampling an action using the
PPO algorithm from the action space (4.19). Secondly, forming an allocation map AM,
where we store all links and nodes used by all services flows to make it easier to resolve
the conflicts (resulting from sharing the same node, same link, or illegal actions) in the
next step. After that, we resolve any conflicts and update the allocation map to be ready
to apply the action, reach the new state, and get the reward. The resulted trajectory is
then stored into the replay buffer, where the PPO’s actor and critic networks will learn

in a mini-batch fashion.
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Algorithm 2 RL-based Inter-Slice Allocation (RLISA) Algorithm

1: Input: # of episodes K and maximum data to be sent d,,4,
2: Initialize PPO Neural network parameters 0, PPO value function network param-

eters and replay buffer R

3: for Each episode E do

4:  Reset all links and nodes reliabilities and data count d .+
5:  Release all nodes’ allocated resources
6:  while d oy < dias do
7: Using PPO policy, select a; tuple (py,,, resOf1, resly) per each flow
8: Create an allocation map AM for all links and nodes
9: if Multiple flows share same link (3_ ;> 77, > W) then
10: Divide link bandwidth equally among all flows & update AM
11: end if
12: if Multiple flows share same node and their total usage > a,,(k) then
13: Divide node resources proportionally & update AM
14: end if
15: Based on AM, apply action a,; from (4.19) and transfer data
16: Calculate reward ;1 as in (4.20)
17: Decay {lo, - ,ls} and increment d .y
18: Save rollout (s, a;, 7411, S¢+1) iIn R
19:  end while
20:  for min M do
21: Sample random mini-batches from R
22: Calculate rewards-to-Go }%t X
23: Estimate advantage estimate A}*
24: Update PPO networks
25:  end for
26: end for
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Performance evaluation

This section assesses our suggested solution in relation to OISA. First, we start by
examining the convergence behavior of the RLISA solution proposed. Then, comparing
it to the OISA technique while increasing the maximum delay deadlines for the various
flows.

To test and validate the DRL solution, we created the simulation according to the
scenario presented in Figure 4.4 with the RL parameters shown in Table 4.3. In that
case, we set a delay deadline of 8 and 5 milliseconds for flow 1 and flow 2 respectively,
and trained our RL agent. The results are illustrated in Figure 4.5. Figure 4.5(a) shows
the reward convergence by the agent. On the other hand, Figure 4.5(b) and Figure
4.5(c) respectively show the least cost selected path and resource along with the delay
constraint being fulfilled.

To further investigate the performance of DRL against the optimal solution and
to show the effect of increasing the deadline on the cost presented by the convex
optimization (CVX) solver, we have ran the same scenario in Figure 4.4 with an increased
maximum delay deadline (i.e., (8,5), (9,6), (10,7) for flows 1 and 2 respectively). The
results, illustrated in Figure 4.6, show how DRL outperforms the optimal solution in
almost all cases. Although both optimal and DRL solutions chose the same paths for
flows 1 and 2, the DRL solution chose more fine-tuned values for the resource reservation.
The reason behind that was the fine-tuning nature of the PPO DRL algorithm, as it creates
a trust-region and slowly moves in the direction of the highest reward. On the other
hand, the optimal algorithm was more conservative as it cared mostly about meeting the

constraint by reserving more resources than DRL’s. This experiment showed us how
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DRL could adapt to different delay deadlines and effectively obtain the lowest cost with

less complexity and without rerunning as in OISA.
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Figure 4.5: Convergence behavior of the proposed RLISA solution with increasing the

number of episodes, (a) cumulative reward, (b) cost, and (c) delay satisfaction
percentage.
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Figure 4.6: Cost variation of inter-slice allocation problem for OISA and RLISA, while
increasing the maximum delay deadline of flows 1 and 2

Conclusion

In summary, we presented RLISA, an RL-based algorithm that optimizes virtual
resource allocation through the dynamic choice of optimal service path and intermediate
node resources for different service flows. We have compared our solution against an
optimization-based algorithm. We examined the convergence of the RL agent and
showed how our proposed solution outperforms the optimization solution with lower
complexity. Moreover, our solution presented an adaptive behavior to different deadlines

changes than optimization-based one.
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CHAPTER 5: CONCLUSION

In this thesis work, we investigated the use of deep reinforcement learning (DRL)
in improving physical and virtual network resource allocation for m-health systems.
After introducing the main concepts related to health care and machine learning in
Chapter 2. We presented our first contribution (RLENS) in Chapter 3, an RL-based
user-centric technique for improving network selection for battery-operated IoMTs that
considers the conditions of the patient, data aging, and the IoMT. We demonstrated
the advantage of RLENS by studying the case of remote monitoring and modeling the
problem accordingly. Particularly, our goal was to optimize the selection of compression
level and transmission radio access network while maximizing the battery life of loMT
and considering multiple constraints. To verify our solution, we have created a set of
experiments that demonstrated the advantage of RLENS against two baselines, in which
RLENS showed a reduced distortion level, lower delay, and long battery life.

As Chapter 3 focused on optimizing the network selection from the user’s IoT per-
spective (user side), Chapter 4 shifts the focus on optimizing the network side. Specifi-
cally, we optimize the allocation of different services’ end-end network virtual resources
through RL and network slicing. In this case, we optimize the end-end route and the
resource reserved per intermediary nodes for different service flows. The main goal
behind this usage is to lower the cost of different slices while abiding by different KPIs
coming from different services. We then verify our RL-based solution (RLISA) against
an optimization-powered algorithm (OISA) and perform different experiments. Our
results show how RLISA outperforms OISA in complexity, least cost, and adaptability

to changes.
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CHAPTER 6: FUTURE WORK

For the first contribution, the following can be considered:

* Considering multi-modal vital signs, where IoT device can compress and transmit

different signals e.g., ECG, EEG, each with its own custom compression ratio.

* Adding a mechanism for incentive renting of resource on the nearby devices and

including it in the objective function.

» Formulating the problem as a cooperative multi-agent optimization, with different
agents with a local view on the IoT side and others with a global view on the
network side who reserve the bandwidth per local agents. This can provide more

scalable solution while considering all different patient states

* The mechanism for detecting patient’s urgency can be updated to use GANs or
Restricted Boltzmann Machine (RBM) in which it can dynamically adapt to usual
levels of sensors and only alert when the overall condition is quite different from

the normal values.

For the second contribution, these points can be considered:

* In this problem, we considered that data flows in only one path to the destination
per service, this can be upgraded to include multiple path split where data flow
per service can be choose multiple routes to destination (i.e., load balancing).

Moreover, investigating the optimal number of paths per service flow.

* In this work, we reserved network slices per service, however many users can join
a single service, in which a second partitioning algorithm can be used to split data
according to each user’s state. In other words, a granular RAN slicing.
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* More KPIs can also be a good addition to the problem formulation, for example
the security of intermediary nodes, in which the SDN controller will need to

perform an additional encryption step before handing over the data to them.

* Adaptive network slicing might be added, where a network slice changes according

to the changing total amount of data produced by different patients.
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