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Abstract

Due to the increasing number of cyber incidents and overwhelming skills shortage, it is
required to evaluate the knowledge gap between cyber security education and industrial
needs. As such, the objective of this study is to identify the knowledge gaps in cyber
security graduates who join the cyber security workforce. We designed and performed
an opinion survey by using the Cyber Security Knowledge Areas (KAs) specified in the
Cyber Security Body of Knowledge (CyBOK) that comprises 19 KAs. Our data was
gathered from practitioners who work in cyber security organizations. The knowledge
gap was measured and evaluated by acknowledging the assumption for employing
sequent data as nominal data and improved it by deploying chi-squared test. Analyses
demonstrate that there is a gap that can be utilized to enhance the quality of education.
According to acquired final results, three key KAs with the highest knowledge gap
are Web and Mobile Security, Security Operations and Incident Management. Also,
Cyber-Physical Systems (CPS), Software Lifecycles, and Vulnerabilities are the
knowledge areas with largest difference in perception of importance between less and
more experienced personnel. We discuss several suggestions to improve the cyber
security curriculum in order to minimize the knowledge gaps. There is an expanding
demand for executive cyber security personnel in industry. High-quality university
education is required to improve the qualification of upcoming workforce. The
capability and capacity of the national cyber security workforce is crucial for nations
and security organizations. A wide range of skills, namely technical skills, implementation
skills, management skills, and soft skills are required in new cyber security graduates.
The use of each CyBOK KA in the industry was measured in response to the extent of
learning in university environments. This is the first study conducted in this field, it is
considered that this research can inspire the way for further researches.
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1 Introduction

Cyber security employees are important for safety at the institutional and national
level. The more experienced, productive, and educated the employees are, the
better. Academic area needs to be aware what are the main gaps between what is
taught at universities and what is expected later on in industry area. This is also
a valid concern for software engineering educators who would like to know the
knowledge gaps of their fresh graduates (Garousi et al., 2019).

Best cyber security experts can be much more productive than the low-skilled
cyber security graduates. Skilled graduates in cybersecurity roles can help the
nations address cyber security problems on time (National Research Coun-
cil, 2013). Therefore, nations aim to address this skills gap in cyber security
effectively and efficiently. One approach is to use the industry and government
partnerships with education providers. Cyber security Challenge UK can be con-
sidered as the first example that aims to increase the number of cyber security
professionals and improve the capacity in the UK. This not-for-profit British com-
pany organized several security competitions to solve the skills shortage prob-
lem in the UK and increase the number of skilled cyber security professionals
(Vogel, 2016). Also, governments are working together with academic institu-
tions to develop cyber security programs. In 2014, Government Communications
Headquarters (GCHQ), which is a cyber security organization in UK, accredited
cyber security MSc programs of six universities to fill the roles required for UK
Vogel (2016).

The Center for Strategic and International Studies (CSIS) performed a sur-
vey on the cyber security skills in eight countries in 2016. The survey showed
that 82 percent of employers refer to the shortage of cyber security skills and 71
percent of employers consider that this gap results in damage in their organiza-
tions (Crumpler and Lewis, 2019). This CSIS study also reported that the skills
of cyber security operators, namely intrusion detection and secure software
development, are the most difficult skills to find (Crumpler and Lewis, 2019).
The workforce shortage is valid nearly for all positions in cyber security, how-
ever, the most important need is for highly skilled technical expertise (Crumpler
and Lewis, 2019). This kind of missing skills have also been reported in soft-
ware engineering field. Due to the missing skills in new hires, companies allocate
resource investments for training of them Garousi et al. (2019). As in the case of
software engineering, a similar concern exists on the mismatch between knowl-
edge learned in universities and the cyber security industry needs.

In this paper, we follow a similar protocol and approach used by Garousi et al.
who focused on software engineering knowledge gaps. However, our scope is cyber
security graduates instead of software engineering graduates (Garousi et al., 2019).
In addition, Garousi et al. had performed an in-depth analysis of the software engi-
neering topic at the same time by performing a systematic review and meta-analysis
of 35 studies in software engineering area (Garousi et al., 2019).

With the help of this study, we improve the body of knowledge on knowledge
and skill gaps of new cyber security graduates who join the labor market. We
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determine the important topics that are required in practice and identify the miss-
ing skills. This objective is achieved with the help of a critical evaluation of pro-
grams and based on data collection from experts in cyber security industry. Our
contributions to this study are listed as follows:

— To the best of our knowledge, this is the first study that uses Cyber Security Body
of Knowledge (CyBOK) to identify knowledge gaps of cyber security profession-
als.

— We used the sub-KAs specified in CyBOK, which enabled us to provide very
precise and specific recommendations for improvement of the cyber security cur-
riculum.

— We applied the required statistical analysis approaches and focused on cyber
security and CyBOK instead of software engineering and SWEBOK. This
research can be performed in different countries with similar experiments and
protocols to improve the cyber security education.

— CyBOK is an evolving knowledge base. This research demonstrated the benefits
of this resource for improving the cyber security education.

This paper is structured as follows. Background and related work is presented in
Section 2. Methodology is discussed in Section 3. The results are presented in
Section 4. Section 5 provides the discussion. Finally, conclusions are discussed in
Section 6.

2 Background and related work

With the rapid development of new technologies such as Blockchain, Deep Learn-
ing, Edge Computing, Digital Twins, the cyber world has a much greater impact on
our lives. The Internet took place at the most critical points of our lives and became
indispensable. The risks it brings threaten our life as well as our digital world, caus-
ing serious losses. Since cyber security is a process that needs to be kept alive, short-
term solutions are not sufficient. As long as companies see the potential of cyber
security as a part of their business processes, they can protect their employees and
the company’s valuable assets against potential risks. For most of the companies all
around the world, the internal mechanisms of a computer are like a closed box (Den-
ning, 2018). There is very little awareness and lack of knowledge about the cyber
security. Users need cyber security experts for the security of data and applications,
configuration of network security, and security-related maintenance and updates.
The need in the field of cyber security has recently intensified because many opera-
tions are performed online, such as electronic banking, product purchase, and e-gov-
ernment operations.

So far, the need for cyber security experts has been met with computer scientists,
computer engineers, software engineers, and programmers who have been trained
on the relevant technologies. In recent years, some universities started to provide
cyber security courses as part of the software engineering, computer science/engi-
neering programs under different names, such as computer security and software
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security courses. Although these courses were initially offered as an elective course,
it has transformed into a compulsory course in several programs. At a later stage,
undergraduate programs related to cyber security have been opened and later, MSc
programs have been designed at different universities all around the world.

There is a considerable number of studies in the literature on cyber secu-
rity awareness. In these studies, parameters covering education, trained human
resources, informatics policies, and regional differences are analyzed. However,
most of these studies are based on the experts in the IT (information technologies)
sector who are not directly involved in the relevant processes. Within the scope of
our study, a comprehensive analysis was made with the data obtained based on the
CyBOK, which defines the cyber security knowledge areas in a broad framework,
and the cyber security experts who are constantly intertwined with the cyber inci-
dents are involved.

According to the framework publication published by NIST, a reference infra-
structure for education and other fields that defines the interdisciplinary relation-
ship of the cyber security field is explained (Newhouse et al., 2017). Kaspersky and
Furnell pointed out the importance of providing support to the industry by providing
cyber security training to skilled professionals and ensuring adequate cyber secu-
rity awareness among end users Kaspersky and Furnell (2014). Crumpler and Levis
stated that organizations face serious difficulties in terms of the human resources
they need to protect their existing systems from cyber security threats (Crumpler
and Lewis, 2019).

Ahmed and Roussev stated that the peer education model as a well-defined teach-
ing protocol is a good tool that can be used to perform cyber security education
effectively (Ahmed and Roussev, 2018). Wilk mentioned that cyber space creates
great difficulties for computer experts (Wilk, 2016). As a result of the study, it is
specified that the legal awareness of the students about privacy and IP (Intellectual
Property) is crucial because these aspects affect all the computer professionals. Ricci
et al. stated that people are generally the weakest link in the security chain in terms
of cyber-attacks and identity theft Ricci et al. (2019). Cabaj et al. stated that the cur-
rent cyber security workforce is not sufficient to meet the growing demand for quali-
fied cyber security professionals and the shortage will increase (Cabaj et al., 2018).

Rashid et al. (2018) mentioned that cyber security has become an important ele-
ment in the curriculum of all education levels. They stated that the basic information
on which cyber security is developed is fragmented. Manson and Pike emphasized
that the changes and innovations that occur in technology and security needs require
ideal cyber security professionals to work with a certain amount of time (Manson
and Pike, 2014). Conklin et al. analyzed the infrastructures created for efforts to
train experts in cyber security and examined some of the critical but not addressed
issues faced by different programs (Conklin et al., 2014).

A detailed quantitative survey about the cyber security labor market of the UK
provides several recommendations (Research and analysis Cyber security skills in
the UK labour market, 2020). The report discusses skills gaps, required training,
qualifications, recruitment process, and skill shortages for the market. This study
provides insights into the skill gaps that affect the industry and employers and dis-
cusses how much training the employees need to maintain the standard in the cyber
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security sector. It also mentions how the curriculum of the universities should be
updated regularly to provide sufficient skill sets to new graduates. Furthermore, it
discusses guidance paths for the qualification and training processes of the recruiters
as well as the candidates. Finally, the report recommends specific roles for the gov-
ernment and industry to take responsibility and help to improve this sector.

Yonemura et al. (2021) analyzed the process of creating a sustainable and effec-
tive cybersecurity education methodology suitable for Japanese National Institute
of Technology (KOSEN) staff and students. With the project activity carried out
within the scope of the study, it is aimed to strengthen the technical infrastructure of
the relevant unit in order to train talented students who have gained practical cyber
security skills. Yoon et al. (2021) conducted a case study on designing and facili-
tating assignments for cyber security students enrolled in the fellowship program.
As a result of the study, practical suggestions are given on how the assignment can
be used for various classrooms or cyber security projects and how instructors can
maximize their capacity. Popstojanova et al. (2021) aims to contribute to address-
ing government and industry need through program development for highly skilled
cyber security professionals. The program objectives are: (1) to increase the annual
enrollment of undergraduate students, (2) develop curricular and extra-curricular
student support services and activities for students, (3) strengthen partnerships with
computer and information technology employers, (4) to investigate the impact of
curriculum activities on student achievement. Chou et al. (2021) developed a ques-
tionnaire within the scope of the study and it includes a series of categories, each of
which includes questions to evaluate the workshop design and whether the system
is suitable and useful for learning about cyber security. With the work carried out,
the design of the workshop was explained and the focus was on the self-assessment
of knowledge on topics in the cyber security category. Alrabaee and Manna (2021)
examine the cyber threats that threaten users globally, as well as some attacks that
took place especially during the COVID-19 pandemic. As a result of the study,
they offered various suggestions on what can be done in the future to take precau-
tions against these attacks and to improve cyber security awareness and prevent
their reoccurrence. Troja et al. (2021) stated that the purpose of teaching Computer
Science and Cyber Security courses efficiently during the COVID19 pandemic is
more than pressure on education. In the study, they presented their approach to the
appropriateness of using the WebEx HandsOn-Labs tool to bridge the educational
gap between face-to-face and online education. Romanovs et al. (2021) developed a
framework document within the scope of Cyber Security Curriculum Recommenda-
tions for Smart Grids. The study deals with a systematic reading and analysis of the
literature and modern education in cyber security. Within the scope of the research,
basic results were obtained and basic requirements and recommendations for cyber
security research programs on smart grids were presented.

According to our literature search, we did not encounter any study that used
CyBOK to identify the knowledge gaps in cyber security. However, we observed
that knowledge gaps for software engineering discipline have been determined based
on SWEBOK previously (Garousi et al., 2019). Since cyber security is a different
specialized domain compared to software engineering, it is crucial to perform a
research to determine the cyber security knowledge gaps. In this study, CyBOK has

@ Springer



Education and Information Technologies

been used as a reference document to determine the cyber security knowledge gaps
and an opinion survey was performed with cyber security experts.

3 Methodology

Research questions, survey design, the execution of survey, and the data analysis
method are presented in this section.

3.1 Research questions (RQs)

The objective of this research is to analyze the knowledge gaps between the Cyber
Security (CS) education and industry demands by using the Goal, Question, Meas-
ure (GQM) [4] approach. The following research questions were defined according
to the overall objective:

e RQ 1: What are the most significant aspects of Cyber Security according to the
experts in industry? This RQ has been divided into the following two sub ques-
tions:

— RQ 1.1: What are the key points of Cyber Security according to the trained
experts in industry?

— RQ 1.2: How do experienced practitioners and recent graduates perceive the
importance of knowledge areas (KAs) differently?

e RQ 2: How is the perceived importance of Cyber Security KAs in the workplace
compared with the knowledge acquired at universities?

e RQ 3: What knowledge areas of Cyber Security are mostly adopted by experts
and what areas have the largest gaps? The third RQ is designed to investigate the
knowledge gaps where there is more need in training Cyber Security personnel.

3.2 Survey design

We developed an online survey to get the opinions of practitioners. CyBOK ver-
sion 1.0 has been used in the study. The questionnaire starts with several number of
demographic questions, comprising degrees, roles, and graduation year. Participants
have been asked what they obtained during their university education on the 19 KAs
and 118 sub KAs in CyBOK and how important each topic is in the workplace. An
overview of the 19 KAs and 118 sub KAs of the CyBOK is provided in Fig. 1. The
questionnaire includes the following three main parts: Demographics (i.e., seven
questions), importance of topics in workplace & level of knowledge obtained in edu-
cation (i.e., large number of questions), and comments (i.e., one question). A 5-point
Likert scale was used to evaluate each topic, as shown in Table 1. A sample of the
online survey is given in Fig. 2a, in which four of the Risk Management and Gov-
ernance sub-KAs are shown.
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Fig. 1 12 KAs of CyBOK and their sub KAs (adopted from SWEBOK Garousi et al. 2019)

Table 1 5-point Likert scales

. . The Likert scale to evaluate university level # of participants
utilized to evaluate learning

and significance of topics at learning
workplace (0) Learned nothing at all (0) Completely useless
(1) Learned the basics (1) Occasionally useful
(2) Moderate working knowledge (2) Moderately useful
(3) Learned a lot (3) Very useful
(4) Learned in depth (became expert) (4) Critical to my work
An Empirical Analysis Based on CyBOK An Empirical Analysis Based on CyBOK
1. Welcome to Cyber Security Knowledge Gap Survey 3. Human, Organizational & Regulatory Aspects

The aim of this survey is to identify the knowledge gaps between cybersecurity education and industrial  Human, Organizational & Regulatory Aspects
needs, and report the results as part of a scientific publication. Our survey questions were created

categories. The first column asks how much you need that knowledge in your job and the sec: *8.In the Tst column, please indicate the overall importance / usage of each of the following cyber
column asks how much you learned that topic at the universit security (CS) subjects in your current position(s); in the 2nd column, please indicate how much you
learned about each of the following CS subjects in your whole university education

Cyber security is becoming an important element for all d
based systems and rlated educational programmes o 1.Risk Management & Governance KA

and instructors

iplines like Importance usage i your oo

How much you leames n your whole unversty
wledge and clear eoucation

11. Risk assessment

ersity of Bristol - C y Body of Knowledge
4 and management B B
(CyBOK) introduce: ige on which a rang nmes may be built on i
education 2 number of attempts on establishing skills orks, key topic areas, and ik
s for cyber security. On the other hand, a consensus has not been reached on what 12. Cyber risk

assessment and
management

nity of researchers, instructors, and practitioners sees as formed foundational
Knowadie i orber semuriy

Fig.2 a) A sample from the online survey, b) Screenshot from CyBOK summary presented to partici-
pants

A summary of CyBOK has been provided to the participants to inform them
about CyBOK KAs and sub KAs, as shown in Fig. 2b. This information was acces-
sible to all participants by clicking on a link. After preparing the initial version of
the survey, we had five practitioners to complete the survey. The aim of this test
work was to verify that the questions were clearly and easily understood by par-
ticipants. According to the received feedback from the test work, we made slight
changes to the initial survey. These changes were related to the wording we choose
in the survey. For example, we avoided the use of some strong words not to bias our
results and non-specific words were removed not to cause ambiguity in the survey.
Also, questions which were vague were changed because direct questions would be
better in these cases. The updated survey was shared with numerous experts at a
later stage.
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3.3 Survey execution

We shared the survey link through the social media platforms (i.e., LinkedIn and
Twitter) to reach Cyber Security practitioners. The survey link was also forwarded
to the personal emails of known Cyber Security experts to increase the response
rate. This kind of sampling is known as compatibility sampling (a.k.a., conveni-
ence sampling) Valerio et al. (2014). An online survey hosted at www.surveymonk
ey.com was utilized to collect feedback from respondents. The survey was acces-
sible between August 2020 and October 2020. We carefully selected responses only
from Cyber Security experts who had a relevant education and therefore, we reached
a total of 60 experts in this population. There were some additional experts, how-
ever, due to their irrelevant formal education, we were unable to include them in our
analysis.

3.4 Demographics

Demographic state of the dataset is depicted in Table 2. The dataset has 60 data
points, each of them corresponds to a responder. The academic degrees of the
respondents are as follows: 11 respondents have PhD degrees, 23 of them have
MSc degrees, and 26 of the respondents have BSc degrees. Therefore, 56,6% of the
participants have post-graduate degrees. 85% of the respondents proclaimed their
expertise in cyber security. All the participants hold Computer Science or Computer
Engineering BSc degrees. This information indicates that our group of participants
is very suitable for the planned survey study.

3.5 Data analysis method

The survey comprises sequential (i.e., ordinal) data for significance of knowledge
and subjects instructed in the university. The sequential data can be utilized as
nominal data (Van Belle, 2011; Norman, 2010). The graduation degree acquired
by students (e.g., BSc, MSc, PhD) can be an instance of the nominal data. A
number of nominal instances comprise a period of an engineer’s experience or
number of code lines generated in a certain time period. The mean and standard
deviation parameters are convenient when sequential data is employed as nominal

Table2 Academic degrees of

respondents (n=60) Degree # of respondents % of respondents
BSc 26 432
MSc 23 383
PhD 11 18.3
Cyber Security # of respondents % of respondents
Expertise
Yes 51 85
No 15
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data. This form of usage presumes that the distinction between (2) Moderately
useful and (1) Occasionally useful is matched to the distinction between (3) Very
useful and (2) Moderately useful. Moreover, when sequential data are utilized as
nominal data (Jamieson, 2004), the distinction between (2) Moderately useful and
Occasionally useful is not presumed to be equivalent to the distinction between
(3) Very useful and (2) Moderately useful. It turned into feasible to put in order
these parameters, but not utilize the standard deviation and the mean of them.
This data representation approach corresponds to the Likert scale approach and is
used in this study.

There are different concepts on employing sequential data as nominal data (Nor-
man, 2010; Jamieson, 2004). Some analysts and researchers suggest that this can be
enabled with some remarks (Van Belle, 2011), for instance, treating sequential data
as distributed normally. Knapp (1990) and Anderson (1961) both specify that under
equivalence, the power for both the nonparametric and parametric is proximate,
and can be higher for the nonparametric in the events of violations of the normality
hypothesis. Jamieson (2004) emphasizes that statistics performed with parametric
can be utilized together with small sample sizes, Likert data, non-normal distribu-
tions, and uneven variances.

Lethbridge (1998, 2000) evaluated the significance and learning level by utilizing
a Likert scale and investigated the findings (i.e., sequential data) employing methods
and techniques suitable for the nominal data. Lethbridge (1998, 2000) computed the
standard deviation and the mean of sequential data and formed knowledge gap as
the distinction between the significance of a subject and the level of knowledge in
this subject. Moreover, in another work for investigating knowledge gaps between
software engineers, Kitchenham et al. (2005) opposes the approach proposed by
Lethbridge for the sequential data. To evaluate significance and learning a degree
of subjects in software engineering, they adopted to utilize only proportions, that
are also introduced in Lethbridge’s study. For example, the significance of a topic
is computed with the following equation: Importance = number of elements which
score three (3 or more / number of subjects and a six point scale, from 1 to 6) was
utilized to determine significance and learning degree. The knowledge gap has been
described as the distinction between learning degree and significance, both of them
are explicated in percentages.

In this study, practices introduced by Lethbridge (1998, 2000) and Kitchenham
et al. (2005) were utilized along with non-parametric chi-squared test. The knowl-
edge gap was measured and evaluated by acknowledging Lethbridge’s assump-
tion for employing sequential data as nominal data and improved it by deploying
chi-squared test. To measure the difference between the participants’ perception of
learning degree and importance of each KA, the chi-squared test is convenient. As
such, the following hypotheses have been formed to evaluate the knowledge gap for
each KA and answer RQs:

— HO: The mean of significance for the experiment set (or participants) is equiva-
lent to the mean of participants’ learning degree (i.e., the statistically important
distinction between the significance and learning degree was not found, thus no
knowledge gap was specified)
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— HI: The mean of significance for the experiment set is not equivalent to the mean
of the participants’ learning degree (i.e., a statistically important distinction was
found between the significance and learning degree, a knowledge gap is speci-
fied)

After the computation of the t parameter, it was compared to the critical value of t
parameter with a degree of freedom (df) of 128 from the t table of distribution for
a selected confidence value (i.e., 0.05 in our case). If the computed t parameter is
greater than the critical t value, then the hypothesis HO (which signifies the means
are significantly different) is rejected. In this way, Lethbridge’s analysis method was
used and amplified by utilizing chi-squared to test the importance of differences. The
formula of Kitchenham et al. (2005) was adapted to the Likert scales (see Table 2)
as follows:

number of subjects scoring more than zero

Importance /Learning Level =
P / & total number of subjects

4 Experimental results

This section presents the demographics information of the participants, responses to
research questions, and all the results of the survey.

4.1 RQ-1: Importance of cyber security topics in workplace

In this section, general importance perception of cyber security KA topics are evalu-
ated. The analyzes are conducted based on the fact that the newly recruited staff
members and experienced personnel would have different perceptions. In RQ 1.1,
the general respondents’ perception about Cyber Security Topics is depicted as a
violin chart. In RQ 1.2, experienced personnels’ perception is analyzed to see the
impact.

4.1.1 RQ 1.1: General importance perception

Figure 3 illustrates the KA level importance assessments of the respondents. The
figure is depicted as a violin plot Hintze and Nelson (1998). The Violin plot repre-
sents the distribution of data while reinforcing it with density information. Thick-
ness of bars represents higher density, and the thinner bars imply less density. The
dots in violin bars stand for the KAs median. The median value of Cyber Secu-
rity KAs diverges between (2) Moderately useful and (3) Very useful, indicating an
obvious incline in perception towards high importance.

Risk Management & Governance along with Authentication, Authorization &
Accountability are two top KAs with the highest median and highest overall impor-
tance ratings. The distribution of data for top KAs is above (3) Very useful. The
average median for these KAs is again three (3), showing that these KAs are vital
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Cryptography
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Distributed Systems Security
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Physical Layer and Telecommunications Security
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Fig. 3 Importance perception of CyBOK KAs (x-axis: Perception scores according to Likert scale,
y-axis: CyBOK KAs)

factors for Cyber Security. Hardware Security and Cyber Physical Systems have
been the least influential KAs, each possessing a median of two (2). Another point
is that the distribution of data points for the least influential KAs is scattered and
has only a minor concentration around the median. The remaining KAs pose less
scattered distribution of data points. The distributions for Adversarial Behaviors,
Operating Systems & Virtualization Security, Distributed Systems Security, Physi-
cal Layer and Telecommunications Security are more scattered while the other top-
ics pose a more concentrated distribution.

4.1.2 RQ 1.2: Comparison of importance perceptions between less and more
experienced respondents

RQ 1.2 investigates whether experienced personnel would have different perceptions
of importance compared to new graduates. To evaluate this difference, the dataset is
divided into two groups and an additional analysis is performed. First group com-
prises less experienced Cyber Security personnel (i.e., 1-10 years of experience).
The second group is made of more experienced Cyber Security personnel, having

Table 3 KAs with largest difference in perception of importance between less and more experienced per-
sonnel

Rank KA Mean difference Standard Devia-  Chi-squared
tion
Cyber-physical systems 1.073 0.95 1.207
Software lifecycles 0.941 0.82 1.401
3 Vulnerabilities 0.823 0.95 1.302
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over 10 years of working experience. The results show an obvious difference in the
selection of importance of topics in Cyber Security.

Table 3 shows the most important topics where experienced and inexperienced
engineers differ the most. The mean difference, standard deviation and t analysis
are presented jointly to support this observation. Table is ordered with respect to
mean difference and only top 3 KA’s are shown. Mean difference shows the differ-
ence of perception between experienced and inexperienced personnel is supported
with t analysis. Positive mean means that experienced personnel find the KA more
important. T analysis is a statistical assessment to measure whether there is a mean-
ingful variation between the means of two series. The topics discussed in Table 3 are
experience-based topics and the statistical selection of these topics is meaningful.
These topics require a lot of experience and are usually not well taught during uni-
versity education. Among these topics, only the software lifecycles topic seems to
find broader placement among course syllabuses.

4.2 RQ-2: Learned Topics vs. Importance at Work

CyBOK KAs and sub KAs comprise several answers of respondents. To get a
stronger representation of all the responses, the 128 data points of answers are aver-
aged. Thus, a single parameter is obtained to assess each KA and sub KA. The two
scatterplots presented in Figs. 4 and 5 are designed using this single parameter. Both
figures depict the importance of usage charts of the KAs. Figure 4 focuses on the
KA level analysis, while Fig. 5 depicts the sub KA level analyses. The KA level
analysis shown in Fig. 4 shows that Authentication, Authorization and Accountabil-
ity, Risk Management and Governance and Cryptography are the topics with the
most important/used at work, and also possess the most instructed course subjects at
university.

Topics such as Cyber Physical Systems, Hardware Security and Physical Layer
and Telecommunications Security show least learning level in Fig. 4. This shows that
insufficient information is provided during the university education. The importance

Risk Management & Governance

Law & Regulation

Human Factors

3 Privacy & Online Rights

Malware & Attack

Adversarial Behaviors

Security Operations & Incident Management
Forensics

Cryptography

Operating Systems & Virtualization Security
Distributed Systems Security

Authentication, Authorization & Accountability
Software Security

Web & Mobile Security

0 1 2 3 4 Secure Software Lifecycle

Network Security

Hardware Security

Cyber Physical Systems

Physical Layer and Telecommunications Security

[ ]

Educational Level of KA

0000000

Importance of KA

Fig.4 Perception of respondents about importance vs. learned topics in the university per KA
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Fig.5 Perception of respondents about importance vs. learned topics in the university per sub KA

ratings of these topics are slightly below moderate, as such, the gap seems to be
minimal. The topics with the highest gap are Web and Mobile Security, along with
Security Operations and Incident Management. These two KAs have been regarded
as moderately or very useful at work by many respondents. Besides, the educational
perception of these topics is rated only slightly below moderate. These observations
denote that the university educators should invest more into these KAs in the related
courses.

Figure 5 demonstrates that the clusters of sub KAs are largely consolidated. This
denotes that respondents consider both importance and respective educative level of
sub KAs of a particular KA similarly. From another perspective, among the CyBOK
KAs, we do not have a topic that has a small impact in practice but gets acute atten-
tion in university syllabuses. Likewise, the average perceptions of learning in most
instances are around 1 out of 4, which stands for the lack of education in university
in almost all instances. However, this is not a negative observation. Granted the vast
range of topics and concepts in Cyber Security, coverage of all topics in university
syllabuses is a quite challenging task. As a result, most universities aim to equip
their graduates with essential skills to start in industry. Thus, students are expected
to fill the gaps as they gain experience throughout their career.

4.3 RQ 3: Knowledge Gaps: Fields to Reconsider

RQ 3 presents an investigation of the knowledge gaps in both KA and sub KA level.
The investigation considers both experienced and newly recruited respondents. The
knowledge gap analysis involves two approaches. Both approaches use quantitative
measurements to see which fields demand further attention in the university edu-
cation. The first of these approaches is Lethbridge’s approach Lethbridge (1998,
2000), enriched with chi-squared test and used in Table 4. Table 4 demonstrates
the mean knowledge gap of CyBOK KAs according to Lethbridge’s approach.
The chi-squared test used in analyses shows that there is an important gap between
the workplace importance and learning level of each KA. Kitchenham’s approach
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Table4 CyBOK KAs sorted by mean of knowledge gap

Rank KA Mean Gap Standard Chi-squared
Deviation
1 Risk Management Governance 2.190 1.250 1.210
2 Web Mobile Security 2.095 1.480 3.010
3 Malware Attack Technologies 2.048 1.244 3.062
4 Security Operations Incident Management 2.000 1.264 2.724
5 Authentication, Authorization Accountability 2.000 1.483 3.465
6 Privacy Online Rights 1.905 1.261 4.203
7 Software Security 1.905 1.375 2.110
8 Human Factors 1.810 1.123 1.216
9 Network Security 1.810 1.327 2.120
10 Secure Software Lifecycle 1.762 1.411 4.236
11 Adversarial Behaviors 1.619 1.284 2.572
12 Forensics 1.619 0.973 4.026
13 Operating Systems Virtualization Security 1.619 1.396 2.003
14 Law Regulation 1.571 1.076 4.275
15 Cryptography 1.476 1.123 1.275
16 Distributed Systems Security 1.476 1.250 2.420
17 Cyber Physical Systems 1.286 1.231 1.043
18 Hardware Security 1.143 1.062 1.902
19 Physical Layer and Telecommunications Security 1.095 1.179 2.008

Kitchenham et al. (2005) is the second method where the knowledge gaps are sought
to be identified. The results of Kithchenham analysis are illustrated in Table 5.

The largest knowledge gaps appear in KAs Web and Mobile Security and Security
Operations and Incident Management. These KAs find themselves in the top four
positions in both analyses. On the other hand, the most notable conflicting result is
that while Cyber Physical Systems is rated as one of the KAs with the largest knowl-
edge gap in Table 5, it is ranked as seventeenth in Table 4. To further investigate the
reason of conflict such as this one, the data points used in these tables is plotted in
Figs. 6 and 7. Figure 6 depicts the gaps according to Lethbridge’s approach and uses
means, while in Fig. 7, the gaps are calculated as percentages. In obtaining of both
figures, the calculation of the knowledge gap is evaluated as the difference between
importance and learning level. The figures are sorted in descending order according
to the knowledge gap.

Figure 6 presents the data points according to Lethbridge’s Lethbridge (1998,
2000) analysis. The analysis consists of mean of KA scores, standard deviation
scores, and t scores. Data points are sorted with respect to descending order of mean
values.

As presented in Fig. 7, Kitchenham’s approach Kitchenham et al. (2005) suggests
the translation of binary coding of importance scores. The operation divides the lik-
ert scale scores given in Table 1, using a delimiter. This delimiter is selected as zero
in this study and can be described as % of participants scored greater than zero and
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Table5 CyBOK KAssortedby — p. 1 A Knowl-
percentage (%) of knowledge edge Gap
gap based on Kitchenham %)

et al.’s approach Kitchenham
et al. (2005)

1 Adversarial Behaviors 57%
2 Web Mobile Security 57%
3 Cyber Physical Systems 57%
4 Security Operations Incident Management 52%
5 Forensics 52%
6 Physical Layer and Telecommunications Security 52%
7 Law Regulation 48%
8 Privacy Online Rights 48%
9 Malware Attack Technologies 48%
10 Hardware Security 48%
11 Risk Management Governance 43%
12 Distributed Systems Security 43%
13 Software Security 43%
14 Secure Software Lifecycle 43%
15 Operating Systems Virtualization Security 38%
16 Human Factors 33%
17 Authentication, Authorization Accountability 33%
18 Cryptography 24%
19 Network Security 24%

Risk Management & Governance

Web & Mobile Security

Malware & Attack

Authentication, Authorization & Accountability
Security Operations & Incident Management
Privacy & Online Rights

Software Security

Human Factors

Network Security

Secure Software Lifecycle

Operating Systems & Virtualization Security
Forensics

Adversarial Behaviors

Law & Regulation

Distributed Systems Security

Cryptography

Cyber Physical Systems

Hardware Security

Physical Layer and Telecommunications Security

KA Topics

o
-

2
Likert Scale

Fig.6 KA level knowledge gap distribution based on Lethbridge’s approach Lethbridge (1998, 2000)

% of participants scored zero. Educative scores are also merged into two groups with
the same delimiter. One caveat of this approach is that the discrimination of respond-
ents’ answer is not possible. Considering Tables 6 and 7 together, Cyber Physical
Systems KA draws the attention. The KA are rated as 1.286 out of 4 in Fig. 6, while
in Table 7 presents a rate of 57%. This shows that while Kitchenham et al. (2005)
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Fig. 8 Knowledge gaps of different KAs as a violin plot (x-axis: knowledge gap, y-axis: CyBOK KAs)

rates the KA slightly below moderately importance, Lethbridge’s method Kitchen-
ham et al. (2005) reports a higher importance. Hence, it can be derived from the
analysis that the approaches stand out from each other.

Figure 8 depicts another violin plot to present the knowledge gap distribution of
each KA. The figure depicts all KAs with negative gap rates, showing that the over-
all perception about the Cyber Security KAs is that they all have knowledge gaps.
The university education lacks the overall quality to catch up with industry. Moreo-
ver, this also points out the general view of participants on the topic, as most of the
participants agree on similar knowledge gaps. The figure also shows leaning to the
left-hand side of Fig. 8. While most KAs have the same median as minus two, Risk
Management & Governance, Malware & Attack, Authentication, Authorization &
Accountability & Software Security KAs have the overall lowest values, hence hav-
ing highest gaps.

Table 6 displays the results of chi-squared test for the top 20 sub KAs with the
largest knowledge gaps. The table shows that more than half of sub KAs belong
to Risk Management & Governance (five sub KAs), Malware & Attack (three sub
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Table6 Top 20 CyBOK sub-KAs with the largest knowledge gap sorted by mean of knowledge gap
based on chi-squared test

Rank Sub-KA Mean Gap Std. Dev. Chi-squared Table 7 Rank
1 1.6. Business continuity 2.429 1.469 1.278 17
2 1.3. Cyber risk assessment and management  2.333 1.461 1.106 15
3 1.1. Risk 2.238 1.338 2.492 -
4 2.4. Data protection 2.238 1.480 2.438 -
5 14.3. Server side vulnerabilities and mitiga-  2.238 1.375 1.072 14
tions
6 5.5. Malware response 2.190 1.327 1.002 —
7 1.4. Risk governance 2.143 1.276 1.463 16
8 4.1. Privacy as confidentiality 2.143 1.195 2.446 —
9 5.3. Malware analysis 2.143 1.195 1.665 —
10 5.4. Malware detection 2.143 1.352 1.131 -
11 12.3. Authentication 2.143 1.424 2.253 -
12 13.3. Detection of vulnerabilities 2.143 1.389 1.268 -
13 1.2. Risk assessment and management 2.095 1.700 2.646 —
principles

14 3.3. Human error 2.095 1.338 1.251 —
15 7.2. Monitor: data sources 2.095 1.179 2.143 -
16 15.4. Adopting a secure software lifecycle 2.095 1.375 2.496 -
17 16.7. Network defense tools 2.095 1.480 1.402 -
18 4.5. Privacy engineering 2.048 1.322 1.320 -
19 7.1. Fundamental concepts 2.048 1.071 2.408 -
20 7.3. Analyze: analysis methods 2.048 1.244 2.730 -

KAs) & Security Operations & Incident Management (three sub KAs). The other
9 sub KAs are from eight KAs where only Privacy & Online Rights is represented
with two sub KAs. Table 7 shows the analysis done for sub KAs using Kitchen-
ham’s approach Kitchenham et al. (2005). We can see that 16 sub KAs out of 20 are
under Risk Management & Governance (four sub KAs), Law & Regulation (four
sub KAs), Security Operations & Incident Management (three sub KAs), Web &
Mobile Security (three sub KAs) & Forensics (three sub KAs). Two sub KAs belong
to Security Operations & Incident Management (two sub KAs) and one sub KA
belongs to Cyber Physical Systems.

The rankings of all top KAs by respective approaches are provided in
Tables 6 and 7 as the last columns. There are 4 sub KAs common in these tables,
while remaining 16 sub KAs differ between both approaches. These 4 sub KAs were
classified under two KAs, i.e. Risk Management & Governance and Web & Mobile
Security.
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Table7 Top 20 CyBOK sub-KAs with the largest knowledge gap based on based on Kitchenham et al.’s
approach Kitchenham et al. (2005)

Rank Sub-KA Percentage Table 6 Rank
1 6.2. The elements of a malicious operation 62% -
2 8.5. Cloud forensics 62% -
3 18.4. Policy and political aspects of cps security 62% -
4 2.12. Public international law 57% -
5 6.3. Models to understand malicious operations 57% -
6 7.4. Plan: security information and event management 57% -
7 1.5. Risk assessment and management principles 57% -
8 7.6. Knowledge: intelligence and analytics 57% -
9 7.7. Human factors: incident management 57% -
10 8.3. Main memory forensics 57% -
11 8.6. Artifact analysis 57% -
12 14.1. Fundamental concepts of modern platforms affecting security 57% -
13 14.2. Client side vulnerabilities and mitigations 57% -
14 14.3. Server side vulnerabilities and mitigations 57% 5
15 1.3. Cyber risk assessment and management 52% 2
16 1.4. Risk governance 52% 7
17 1.6. Business continuity: incident response and recovery planning 52% 1
18 2.3. Privacy laws in general and electronic interception 52% -
19 2.7. Tort 52% -
20 2.11. Regularity matters - Importance / usage in your job 52% -

5 Discussion

In Section 3.1, we presented the RQs of this study, and here we discuss our research
findings. Our responses for each of these RQs are presented as follows:

Response to RQ 1.1: According to our survey, Risk Management & Govern-
ance, Authentication, Authorization, & Accountability have been considered
being the vital for cyber security whereas hardware security and cyber physical
systems have been considered the least influential KAs. As known in computer
security literature, Confidentiality, Integrity, and Availability (CIA Triad) are
the core goals of Computer Security. For Confidentiality, there are four tools,
namely Encryption, Authentication, Access Control, and Authorization. When
we consider the confidentiality goal and the corresponding tools, we can eas-
ily understand why participants considered these KAs as vital for cyber security.
Since hardware development is limited compared to the software development
in the country of the participants, they might have selected hardware security as
the least influential KA. Similar case might be valid for cyber physical systems
because the development of sensors and single board computers is relatively lim-
ited. Another reason might be related to the application domain of respondents.
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If their company does not develop their own hardware components, their impor-
tance might be neglected while responding. In a different country, the result
might be different.

— Response to RQ 1.2: Experienced and inexperienced participants differ the most
in the following KAs: Cyber Physical Systems, Software Life Cycles, and Vulner-
abilities. Experienced experts found these KAs more important compared to the
inexperienced cyber security specialists. New graduates might not have seen the
importance of software life cycle yet, they might need more time to understand the
importance of processes. Also, the huge vulnerability space can be understood after
several years’ of experience in the field. Cyber Physical Systems might have been
neglected by new graduates because they might not have worked with these systems
yet.

— Response to RQ 2: Authentication, Authorization, & Accountability, Risk Manage-
ment & Governance, and Cryptography KAs are considered the most important at
work and most instructed subjects at the university. Since cryptography is an old
discipline, it is taught in computer security courses in detail. The other KAs are also
well known and well described topics in computer security textbooks. Our analysis
showed that Web and Mobile Security, Security Operations and Incident Manage-
ment are the topics that have the highest gap. Since web application development
and mobile app development are evolving and new techniques and platforms are
being developed day by day, the security aspects related to these technologies might
not have been taught in the universities sufficiently. Since incident management and
security operations include less technical aspects, they might have been neglected
during the courses.

— Response to RQ 3: The largest knowledge gaps appear in the following KAs: Web
and Mobile Security, Security Operations and Incident Management. These KAs
find themselves in the top four positions in two analyses. This suggests that educa-
tors must design new courses on the security aspects of web application develop-
ment and mobile app development. Also, less non-technical aspects such as inci-
dent management must also be covered in the cyber security courses (e.g., computer
security).

A similar analysis can be carried out by other cyber security researchers in different
countries and different results can be reached. Since this is the first study in this field,
we consider that this research can pave the way for further research in this field. Cyber
security programs must be enhanced based on the needs in cyber security industry and
this kind of research is one of feasible approaches to determine the potential problems
in the education system. Finding the right participants for the survey is not an easy task
because some of these cyber security experts do not have a formal computer science or
computer engineering education and most of them are very busy to respond the detailed
questions in this research. Fortunately, we were able to find appropriate participants in
this research, however, it would be better if we could increase the number of partici-
pants in further research. CyBOK is also evolving and, therefore, the survey might need
to be adapted to the new versions in further research. There might be additional KAs
and sub KAs in the new versions of CyBOK. However, the general structure of the sur-
vey, the followed protocol, and the statistical analysis will be similar. We believe that
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this study will trigger other cyber security educators to perform similar analysis in near
future to improve the quality of their education.

6 Conclusions and future work

There is a growing need for competent Cyber Security personnel in indus-
try. High-quality university education is needed to improve the competency of
upcoming workforce. In this study, a questionnaire was designed using the KAs
specified in the CyBOK consisting of 19 KA. We analyzed the responses of par-
ticipants using statistical approaches. The respondents have relevant university
degrees and work experience. Two of the most used approaches (i.e., Lethbridge
and Kitchenham) are applied to get a broad view on the current state of the uni-
versity education. Both KA and sub-KA level analysis show that there is a gap
that can be exploited to enhance the quality of education. However, we plan to
carry out a survey of existing programs/curriculum to make a deeper analysis of
the gaps because statistical analysis provides a limited perspective for this state-
ment. For this purpose, we decided to investigate two cyber security programs of
leading research intensive universities in the UK, which have a global reputation
for excellence. We will also change the format of our interviews because semi-
structured interviews are more interesting to analyze relevant university degrees,
work experience, and triangulate information about the participants’ curriculum.
The following recommendations are provided for educators:

1. Recommendation 1: According to the results, there is a necessity to make some
adjustments to the university education. We suggest educators to design new
courses on web and mobile security, security operations and incident manage-
ment, and cyber physical systems. It was determined that adversarial behaviors,
web and mobile security, and cyber physical systems are the three key KAs with
the highest information gap. The use of each CyBOK KA in the industry was
measured in response to the extent of learning in university environments. We
recommend educators to address security aspects in these courses (i.e., web pro-
gramming, mobile programming, cyber physical systems, computer security) or
update the curriculum with the addition of these courses.

2. Recommendation 2: To introduce web and mobile application security courses in
depth, it is recommended to collaborate with industrial partners because develop-
ers in private sector use secure coding principles in daily basis, use automated
security testing, and perform penetration testing for mobile applications. Work-
shops are suggested to be organized and guest lecturers from industry are sug-
gested to be invited in these courses that require state-of-the-practice besides the
state-of-the-art. Practical sessions led by industry experts are also suggested to
train the students.

3. Recommendation 3: While inexperienced participants did not consider the impor-
tance of software development life cycles, experienced ones appreciated their
contribution to their daily tasks. Based on this evidence, we suggest educators to
cover at least one secure software development life cycle in one of their lectures.
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For example, CLASP, the Microsoft Secure Development Lifecycle, and the Soft-
ware Security Touchpoints are some of the example secure life cycles/processes.

4. Recommendation 4: Vulnerabilities were evaluated differently by the experienced
and inexperienced participants. However, vulnerabilities are one of the most
important elements of the security. Because of the incomplete patches, hackers
can exploit the same zero-day vulnerability over and over in different organiza-
tions. Many companies do not shut down the flaws and therefore, hackers keep
exploiting the same zero-days. During the formal education of students, it should
be emphasized that vulnerabilities must be closely watched and their root causes
must be determined to avoid a similar type of problems.

5. Recommendation 5: Hardware security has been considered the least influential
knowledge area. This is also the general impression in industry and that is why
the hardware security has received limited attention so far. However, recently two
security vulnerabilities that allow access to memory locations without the user
permission, which are called Meltdown and Spectre, were discovered in modern
microprocessors. These flaws were found in several processors from AMD, ARM,
Intel and other vendors. Therefore, we suggest educators to emphasize the impor-
tance of not only software security but also hardware security because hardware
vulnerabilities are growing exponentially over the last few years.

6. Recommendation 6: CyBOK is a very valuable resource for educators. Therefore,
different sections of this book can be explained in some courses. These knowledge
areas can be discussed in computer security courses to increase the awareness of
the students.

7. Recommendation 7: Cyber physical systems have been neglected by new gradu-
ates according to survey results. New courses are needed to engineer cyber physi-
cal systems because the required knowledge and skills are not gained during the
formal education.

8. Recommendation 8: There is a necessity to create long-term job and internship
opportunities for the students/graduates and hence, improve their skill sets by
encouraging and guiding them through their career paths.

9. Recommendation 9: Non-technical aspects such as incident management and
security operations must be also addressed in computer security courses besides
the technical topics. Some educators prefer only the technical issues, but this type
of non-technical subjects are also crucial for organizational security.
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