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Abstract

This paper presents an approach for resource allocation functionality with cluster aggrega-
tion (RAFCA) for securely transmitting surveillance videos in high-speed trains (HSTS).
Each train wagon is assumed to be equipped with a surveillance camera, along with a
mobile relay (MR) that communicates with the cellular base station (BS) on one hand and
with the indoor devices inside the train on the other. The RAFCA approach is based on a
permutation process of the video frames across multiple MRs, such that parts of the video
captured by the camera of a given wagon are transmitted by the MRs of all other wagons.
The probability of detection by an eavesdropper is calculated in this paper and shown to be
negligible, which leads to the preservation of the privacy of the passengers. Moreover, the
proposed approach is shown to have no or little impact on the quality of experience (QoE)
of the transmitted videos, thus preventing quality degradation.

Keywords Video transmission - Quality of service - Quality of experience - Physical layer
security - Railroad networks

1 Introduction

Nowadays, high speed trains (HSTs) are expected to provide ubiquitous connectivity to
their passengers. They should be equipped with the state-of-the-art 5G and beyond com-
munication capability, for both addressing the passengers’ needs and carrying network
management and control information in real-time [16, 7].

In fact, passengers would expect to enjoy voice, video, and data services; hence, stream-
ing high quality videos on-board HSTs should be performed with high quality of service
(QoE). Moreover, the network should support internet of things (IoT) traffic, which some-
times is mission-critical (especially for safety purposes), from the various sensors and actu-
ators on-board the train and along the rail track [32].

Although historically it was suggested in the literature that two networks, one for pas-
senger traffic and another for mission-critical data, should coexist for HST networks, it is
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now accepted that a single 5G (and beyond) network can handle both types of traffic [11,
9].

The trend for increased mobility of passengers and goods is expected to continue in the
future. Therefore, the security and safety of passengers should be of utmost importance.
The use of surveillance cameras on-board HSTs can help in this direction. Such cameras
would record the situation in each wagon, and the surveillance video can be transmitted
to a central command center for analysis and processing. In case any suspicious activity
is detected, the train can be stopped at the nearest station for the intervention of security
personnel.

The transmission of these surveillance videos in real-time not only poses communica-
tions challenges on the network, but also leads to security challenges concerning the pri-
vacy of the passengers [32]. Any malicious eavesdropper capturing the transmissions can
try to identify the passengers and their locations within the train, which goes counter to
the purpose of installing a surveillance system for passenger protection. Encrypting the
video streams might solve the problem; however, it might lead to significant delays due to
encrypting several video streams, transmitting them, and then decrypting them before dis-
playing them in the control center.

The work in this paper aims to address this problem by proposing a lightweight physi-
cal layer security approach for scrambling the video frames before transmitting them. The
proposed approach assumes the existence of multiple mobile relays (MRs), at least one on
top of each train wagon, which is a scenario studied extensively in the recent literature,
e.g., [8, 29, 3]. Each MR can be considered as a cluster head relaying the traffic from its
wagon to the base stations (BSs) along the rail track in the uplink, and from the BS to the
devices in the downlink. Since these MRs can be connected to the internal network of the
train, a specific MR does not have to exclusively transmit the surveillance video of its own
wagon. Instead, the traffic can be aggregated and scrambled in a way to increase security
and maintain the privacy of passengers. Thus, an approach based on Resource Allocation
Functionality with Cluster Aggregation (RAFCA) is proposed in this paper and shown
to achieve high security levels without impacting the QoE of the video traffic, compared
to the traditional scenario. According to the author’s knowledge, physical layer security
techniques for securing real-time transmission of surveillance videos in HSTs are not well
investigated in the literature.

The rest of this paper is organized as follows. A review of the related literature is pre-
sented in Sect. 2. Section 3 presents the system model. The proposed approach is described
in Sect. 4. The simulation results are presented and discussed in Sect. 5. Finally, in Sect. 6,
conclusions are drawn and directions for future research are outlined.

2 Literature review

With the increase in the number of train passengers, real-time surveillance becomes
more important to maintain safety and security. In fact, incidents can happen inside
trains, e.g., see [15] for a recent example from Japan, which has led the authorities to
consider deploying CCTV surveillance cameras in all trains, as their absence made it
more difficult to law enforcement authorities to capture the assailant [15]. Several CCTV
surveillance solutions for HSTs are available in the market, e.g., [18, 26]. They sup-
port communication with operators inside the train, and with a control center outside
the train. Transmission of video surveillance data to outside the train can occur either
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continuously [18], or only when an artificial intelligence (AI) system inside the train
detects an incident, i.e., the video is stored locally and shared on-board the train with
train operators, but transmitted to the control center in case an incident is suspected that
might require external intervention [26].

Securing these transmissions is important to maintain the safety and privacy of pas-
sengers, although the security process should not affect the real-time nature of these
transmissions. Although remote video monitoring over IP networks was investigated
long ago [13], few papers in the literature have addressed this problem for railroad
networks. In a recent survey [17] on security in railway transportation, the papers men-
tioned as working on HST video transmission were more concerned with transmission
of entertainment video [28], but not surveillance videos. Naturally, securing entertain-
ment videos is less critical, and could afford a certain (reasonable) delay, compared to
real-time surveillance videos.

Therefore, despite the unique challenges related to the HST scenario, we consider fur-
ther the papers in the literature investigating the security of surveillance videos over wire-
less channels in general, without necessarily being related to HST transmissions. Most of
the existing works in the literature investigate video encryption techniques [2, 4, 10, 19,
22]. Due to the computational overhead and time consumption required, they attempt to
find encryption methods that can be implemented faster.

In [4], the authors propose a joint approach for video encryption and transmission,
with the aim of achieving good cryptographic security while reducing the impact of
bit error propagation due to losses of encrypted bits, when transmitted over wire-
less channels. In [2], surveillance videos stored on the cloud are considered, and a
complete security framework based on encryption, authentication, and key manage-
ment, is proposed and investigated. In [10], the authors propose an improvement to
the advanced encryption standard (AES), and name it Improved AES (IAES). They
prove that IAES reduces encryption time while still providing a strong key space.
In [19], fountain codes are proposed for enhancing enterprise multimedia security.
The purpose is to secure video frames transmitted wirelessly to edge servers. The
authors use rotation constellation to increase errors at the eavesdropper, whereas the
main idea is to perform detection at the legitimate receiver by having that receiver
accumulate enough packets before the eavesdropper. This relies on having redundant
coding packets and thus increasing the overall amount of data to be transmitted. The
authors of [22] investigate the security of a video transmission system for training
surgeons remotely. They consider the joint use of AES and RSA encryption with
video steganography techniques.

Other works also use steganography [24, 25] to secure transmissions, where the
video to be protected is “hidden” inside another video. This can be done with or with-
out encryption. In fact, steganography itself provides security through hiding, whereas
encryption in this case adds an extra level of security. In a practical HST surveillance
scenario, this would require the generation of “cover” videos to hide the surveillance
“secret” videos, which adds more delay and increases the data required for transmis-
sion, notwithstanding the time needed to extract the secret video from the cover video
at the receiver.

The use of various encryption techniques does not preclude the fact that the encryp-
tion process is still computationally intensive. In addition, several solutions are not directly
compatible with existing video compression standards, such as MPEG4 and H.264/H.265.
Moreover, the vulnerability of encryption to bit errors can further affect the correct decod-
ing of the video at the receiver [4].
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The proposed approach in this paper can be used separately to provide a good
level of security in the absence of encryption. However, it should be noted that it
could also be easily implemented in conjunction with encryption methods, as an
added layer of security, when the encryption can be done fast enough to meet the
requirements of real-time surveillance and be robust enough to avoid excessive
error propagation during the transmission over the wireless channel, which is chal-
lenging in HSTs.

The closest work that uses physical layer security for video transmission is pre-
sented in [14]. It assumes the odd frames are transmitted unencrypted, whereas the
even frames are XORed with the odd frames (each even frame is XORed with the
previous odd frame) before transmission. When an odd frame and the subsequent
encrypted even frame are received correctly, the receiver (whether legitimate or a
malicious eavesdropper) can detect both frames. However, when a frame is lost by the
legitimate receiver (due to transmission over a wireless channel), a request for retrans-
mission is made by the receiver over a noise free feedback channel. This channel can-
not be used by the eavesdropper if he loses a frame. Thus, the legitimate receiver can
recover losses, unlike the eavesdropper. In scenarios where no separate feedback chan-
nel exists, as is the case in the scenario investigated in this paper, this method cannot
be implemented.

Although in [4] the contribution is about proposing a new encryption method, the
authors briefly mention that permutation or scrambling can be used as a fast solution
in case the complexity of encryption and the ensuing delays cannot be tolerated due to
the nature of the application, as is the case in the HST video surveillance scenario. The
authors of [4] mention that this comes at the cost of reduced security. However, the
assumption in the references that mention permutation is that the packets of frames of
the same video sequence are permuted between each other. In the proposed approach
of this paper, we are permuting the frames of various video sequences across multiple
MRs, i.e., the video frames transmitted by a given MR come each from a different
MR. This adds an additional degree of freedom and significantly improves security. In
Sect. 4, the security level of this approach will be assessed and compared to the case of
having permutation over a single sequence only.

The proposed approach in this paper does not require any separate feedback chan-
nel, does not need any changes to the existing video coding standards, and does need
the overhead of encryption or steganography. Thus, it is not affected by error propa-
gation due to the loss of encrypted bits. In addition, it can benefit from traditional
existing error concealment techniques to partially address the loss of video data during
transmission over wireless channels. As noted previously, this does not prevent it from
being used as a supplementary approach adding an extra level of security, in addition
to encryption and/or steganography methods, whenever these methods are made suit-
able for the real-time video surveillance in HSTs.

Thus, the main contributions of this paper are:

— Proposing an approach named Resource Allocation Functionality with Cluster
Aggregation (RAFCA), for achieving security of real-time video surveillance data
in HSTs, using frame permutations across the surveillance videos of multiple MRs
in the train,

— Proving that RAFCA achieves high levels of security in face of eavesdropping, such
that the reconstruction of the transmitted videos is virtually impossible,
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— Showing that on the long run, RAFCA does not lead to degradation of QoE of the
transmitted videos, and

— Performing extensive simulations to analyze the impact of RAFCA on QoE in vari-
ous scenarios and various types of transmitted videos.

3 System model

The system model is shown in Fig. 1. MRs placed on top of train wagons communicate
with the BS through their outdoor antennas, and communicate with the passengers as
indoor access points (APs) through their indoor antennas. Thus, they mitigate the attenua-
tion caused by penetration loss when the signal has to reach the passenger devices without
MRs. Moreover, their low mobility with respect to the passengers allows avoiding Dop-
pler issues inside the train. As for the outdoor links, they can mitigate the Doppler effect
through signal processing techniques as they are more powerful devices than passenger
devices and are connected to the internal train network where powerful servers can be used
for this purpose.

Figure 1 also shows surveillance cameras inside each train wagon, which in turn are
also connected to the on-board network of the train. Their recorded videos are scrambled at
the server before redistributing their frames over multiple MRs using the proposed secure
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Fig. 1 System Model
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approach described in Sect. 4. From there, they are transmitted to the BS and routed to the
central command center where they can be analyzed and processed. In addition, appropri-
ate action can be taken in case of an emergency.

The encoding/compression at the server (discussed in Sect. 3.2) reduces the size of
the video frames transmitted, which allows for easier transmission of the surveillance
data over the wireless links due to the reduced data rate. The proposed approach, since
it is based on scrambling the frames before transmission, does not add overhead to the
transmitted data. This allows securing the transmitted information without increasing
the required data rate. Resource allocation over the wireless channel is performed as
described in Sect. 3.3. In order to concentrate the scope of this paper on assessing the
proposed permutation-based physical layer security method, we resort to relatively “tra-
ditional” resource allocation methods without using very advanced techniques. Hence,
the color-coded links in Fig. 1 between the BS and MRs in our scenario simply cor-
respond to different frequency subcarriers (more details in Sect. 3.3). More advanced
features could include the use of massive multiple input multiple output (MIMO) or
adaptive beamforming antenna techniques, in order to further increase the data rate and
reduce losses over the wireless channel. These enhancements can be performed as future
work in a subsequent study, as the scope of this paper is to evaluate the proposed security
technique and its potential impact on QoE, without boosting its performance with other
non-security related enhancements.

3.1 Channel model

We use the channel model implemented in [31], which is adapted from the D1
channel model in the WINNER II specifications [6]. It consists of (i) pathloss,
calculated based on the distance between the BS and the MRs, (ii) lognormal
shadowing or slow fading, caused by large scale obstacles, and (iii) fast small-
scale fading.

Correlation between consecutive shadowing samples is considered based on
the approach of [27, 33], whereas fast fading samples are considered independent
[31].

3.2 Video encoding and QoE

In this paper, we consider that the videos are encoded using MPEG4 or
H.264/H.265 format. We consider that a video sequence is subdivided into
groups of pictures (GOPs), where each GOP consists of an I-frame and several
subsequent P-frames. B-frames can also be considered without affecting the pro-
posed approach. However, in this paper, we investigate GOPs with I-frames and

Y NN
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L

frames: ¥ )
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Fig.2 Video Encoding and Error Concealment

@ Springer



Multimedia Tools and Applications (2024) 83:7583-7607 7589

P-frames only. Due to the interdependency between video frames, when a frame
is lost, all the subsequent frames in the GOP cannot be displayed and are con-
sidered lost, until the correct reception of the next I-frame. The previous frame
concealment method (freeze frame) is adopted: in case a frame is lost, the latest
correctly received frame is displayed until the next I-frame is received. An illus-
trative example is shown in Fig. 2 with a GOP of 10 frames, where the fifth frame
(fourth P-frame) is lost.

3.2.1 Video QoE

The QoE metric used in this paper is:

Qm,kZQmw<1_;> (l)

1 + eP1(PSNR,—=by)

In (1), PSNR,,, is the peak signal to noise ratio of frame k recorded in MR m,
whereas b; and b, are parameters dependent on the video characteristics. The QoE met-
ric (1) is based on the metric used in [30] as a special case of the metric derived in
[21]. Although b, and b, are hard to determine in real-time, it should be noted that the
proposed approach described in Sect. 4, and the resource allocation approach described
in Sect. 3.3, are independent from these parameters (In the simulations of Sect. 5, we
use video sequences for which these parameters are known in the literature). Thus, in
this paper, we use the metric (1) for the purpose of analyzing the QoE performance of
the proposed approach, although the proposed approach can run independently of these
parameters, and can be analyzed using other QoE metrics or using the PSNR itself. The
maximum QoE is set to Q,,,, = 100 in order to conveniently measure the QoE on a scale
between 0-100.

max

3.2.2 Network QoE

Equation (1) corresponds to the QoE metric at a given device, e.g., an MR in the sce-
nario of Fig. 1. More specifically, we consider the average performance over all frames
in a GOP at a given MR as:

0, = Zi:] 0,../K. However, to assess the performance of the proposed approach,
we need to evaluate QoE across all MRs. Therefore, we use the “network” QoE metrics
derived in [33] and listed in Table 1.

The first metric is the sum QoE and corresponds to adding the QoE values
of all MRs. Although this gives an indication of the overall performance in the

Table 1 Network QoE Metrics

Summarizing Performance Metric Definition Metrie Description
across all MRs E]s;mj _ Zir\;l:l 0, Sum QoE
QEEM) _ (Hf‘::l Qm)l/M Geometric Mean QoE
Qirgin) = min,,Q,, Minimum (Min) QoE

@ Springer



7590 Multimedia Tools and Applications (2024) 83:7583-7607

network, the worst-case MRs could be masked by the high QoE achieved by the
MRs having better performance. This can be addressed by using the geometric
mean QoE, which is based on the product, rather than the sum, of individual
QoEs. This way, a very low QoE at one MR can affect the whole network perfor-
mance. For example, if all MRs have very high QoE but only one achieves a QoE
of zero, then the geometric mean QoE will be equal to zero in this case (although
the sum QoE might still be good). The third QoE network metric is the minimum
QoE. Although the geometric mean QoE metric is fair, the minimum QoE metric
is more biased towards the performance of the worst-case MR. Thus, in case one
optimizes the worst-case performance (minimum QoE), it is guaranteed that the
overall performance will be enhanced, since all other MRs will perform better
than the worst-case MR.

3.3 Resource allocation approach

We consider an LTE advanced (LTE-A) network deployed along the rail track.
Since it will be used for serving the passengers and the control/management
network, unless otherwise specified, we assume that a chunk of bandwidth of
5 MHz is allocated for the sole purpose of transmitting the surveillance videos
in the uplink, from the MRs to the BS. In LTE-A, the time—frequency resources
are subdivided into resource blocks (RBs), such that each RB consists of 12
consecutive subcarriers using orthogonal frequency division multiple access
(OFDMA). Each subcarrier has a bandwidth of 15 kHz. An RB is allocated for
a minimum duration of 1 ms, which is the duration of one transmission time
interval (TTI). The 5 MHz bandwidth consists of 25 RBs. Wireless channel
conditions will vary over the RBs for each MR. Thus, the channel state infor-
mation (CSI) of each MR is estimated at the BS based on sounding reference
signals transmitted in the uplink direction by each MR [1]. The BS can then
perform intelligent resource allocation in order to allocate RBs to MRs such
that high data rates can be achieved.

We perform resource allocation using the algorithm proposed in [31] (Algorithm 1
in [31]). It works by finding the (RB, MR) pair that leads to the highest data rate, and
allocates that RB to the MR. Then it continues with other RBs and MRs until serving all
MRs, or until consuming all RBs.

4 Proposed approach

This section describes the proposed RAFCA approach for scrambling the videos
and transmitting them across multiple MRs. Thus, parts of the video captured in
a given train wagon are transmitted by every other wagon, in a way to make the
video almost undetectable by an eavesdropper. The proposed approach is sum-
marized in Algorithm 1, with the detailed description of the algorithm provided
as follows:

— Step 1: Perform a permutation of the video frames between the MRs. For exam-
ple, the first frame (I;) of MR 7 can be transmitted by MR 1; the first frame (I;)
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Fig.3 Illustration of the Permu-

tation Method for Transmitting M R1 M Rz e MR M

Video Frames from Multiple

MRs L | 7 5 3
P,| M| 6 1
Ps| 4 M-2 2

of MR 5 can be transmitted by MR 2, etc. The permutation varies from frame to
frame within the same GOP. For example, continuing with the previous example,
the second frame (P,) of MR M can be transmitted by MR 1; the second frame
(P,) of MR 6 can be transmitted by MR 2, and so on. An example is illustrated in
Fig. 3.

— Step 2: Each MR transmits the frames assigned to it for the duration of one GOP.
These frames will actually constitute a hybrid GOP where each frame comes from
a different MR; i.e., each MR i transmits K frames during the duration of one
GOP, the first being an I-frame and the rest being P-frames, but each will be com-
ing from a different MR. Thus, an eavesdropper capturing the transmissions of
a given MR will not be able to reconstruct the MR’s video sequence, since the
transmitted frames are not dependent on each other, because each one comes from
a different MR.

— Step 3: At the receiver, the various frames are detected. We consider a conserva-
tive approach where a frame is considered in error if at least one bit of the frame is
received in error. Thus, the frames are marked as either correctly received or errone-
ously received.

— Step 4: The reverse permutation is performed at the receiver, by reversing the process
done in Step 1. Hence, the frames corresponding to the GOP of each MR are sorted in
order.

— Step 5: Perform error concealment. After placing the frames in order, the consecutive
frames that are correctly received can be displayed properly. In case a frame is lost, the
subsequent frames in the GOP are considered lost and the concealment approach of
Fig. 2 is implemented.

— Step 6: Calculate the PSNR and QoE metrics.

In Algorithm 1, we denote by [],(1 : M) the permutation vector of frames at position k

from all MRs, with its inverse being denoted by H,:l(l : M). Comments in the pseudocode
of the Algorithm are preceded by the symbol “//”.
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Algorithm 1: RAFCA Approach

1: for k=1:K do
2:  Generate []; (1: M) //permutation vector of frames at position & from all MRs m=1,..., M
3:  for m=1:Mdo

// Transmission of permuted frames: MR m transmits frame no. k£ generated in MR m :
4: MR m transmits frame k,,, = [[; (m)
5:  end for
6: for m=I1:Mdo

/ At the receiver, permuted frames are received and placed back in the initial order:
7: Receive frame k,, = [[;1(m’) // Take the inverse permutation to put the frames in order
8: if (frame k,, is received in error) and (frame (k,,, — 1) is received correctly) then

//1f a frame is lost for MR m, assume all subsequent frames in the GOP are lost:

9: set Frame_n(j) = Frame_n(ky, — 1) for all j=£, ..., K // previous frame concealment
10: end if
11: Calculate @, (from Equation (1))
12:  end for
13: end for
14: for m=1:M do
15 Calculate Q,,, = YK_; Qi /K
16: end for

17: Calculate Network QoE Metrics from Table 1.

4.1 Complexity analysis

In this section, we discuss the complexity order of Algorithm 1. The steps at Lines 3—5 and
Lines 6-12 have each a complexity of order M. However, they are nested in the “for loop”
of Lines 1-13, which is looping over the variable k. Thus, the complexity order of Lines
1-13 is O(2MK). Finally, the loop at Lines 1416 is of order M. Hence, the total complex-
ity is of order 2KM + M ~ O(KM). Thus, the algorithm has linear complexity with respect to
the number of frames and the number of MRs in the train.

4.2 Probability of detection

Since the frames are randomly permuted over all MRs, for each frame there are (M!) pos-
sible permutations. Since all these permutations are equally probable, the probability of
guessing the correct permutation for a given frame is:
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Pe,frame = 1/(M’) (2)

With the permutation of the frames at any position i in the GOP (1 <i<K) being inde-
pendent from the permutation of the frames at any other position j, then the probability of
correct detection of the whole video sequences is given by:

P, gop = (1/(M)* = 1/(M)* 3)

For example, having M =10 MRs on the train and having K= 15 frames per GOP will
lead to P, . =2.76 X 10”7 and P, cop=4.1X 10~ Thus, it is almost impossible for an
eavesdropper to capture the videos in a time that is short enough to affect or disrupt the
communications with the command center or to violate the privacy of the passengers.
Comparing these numbers to encryption techniques, we can note that the number of pos-
sible keys in AES is 2!%%, and in IAES [10] the authors consider 22, The probabilities of
correct detections in these cases are 1/2'2=2.94x10"*and 1/2*°=8.64x 10773, respec-
tively, which are still significantly lower than P, ;op=4.1X 10~%°. Moreover, considering
permutation of frames within a single GOP, i.e., within the video of a single MR (which is
what is often assumed by permutation in the literature, e.g., [4]), without considering the
added degree of freedom by permuting across MRs as in RAFCA, we obtain a probability
of detection of 1/(K!). With K=15 this leads to a value of 7.65x 107'3. This explains why

MR, MR MR; MRm

t,=to+At 1,1 P12 P13 P1m

t=to+2At | [Py \pz.F P11 P23 P2,m

t—

ta=to+3At || P31 | P32=P2a " P3,3= P2,2=

P11 1

N . Yoy
. . . s,5= P32= \\pAM,M= Pm-1,m1 =/\
. . . P21 N =[P1,1
. . . . \\DMH,M: P2,1

ty=to+ MAL \pM,1 /

. -/ P Pms12=
5 . Pm,1
. . . N Ppmias=

Pm+1,2= Pm,1

EE L:

Fig.4 Assessment of the Packet Loss Probability with the Proposed Permutation Approach
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permutation is considered in the literature to have less security than encryption. However,
RAFCA clearly overcomes this limitation by achieving a value of P, ;op=4.1X 107 using
the realistic values in the above example (M =10 and K=15).

4.3 Evaluation of QoE degradation

In this section, we show that the implementation of the proposed approach does not
asymptotically lead to an increase in packet losses, and thus does not affect the QoE of
the videos, compared to the benchmark case where each MR transmits its own video
frames in order.

We consider that the train starts moving at t=t,. Given the speed of the train, we assume
that if MR 1 transmits at time ¢, from a certain position, then MR 2 will reach that posi-
tion at time #,=1,+ At, MR 3 will reach it at time 7;=1,+2At, and so on. Let p;; denote
the packet error probability at time ¢; for MR j. Since the BS positions on the rail track are
fixed, and since the MRs are fixed on the train, then the pathloss of MR2 at time 7, will
be the same as that of MR1 at time #;. In addition, this will apply to a large extent to large
scale fading (it is unlikely that large scale structures would have moved significantly within
At). With the fast fading being independent identically distributed (iid), then the overall
distribution of the channel gain for MR 2 at time ¢, will be similar to that of MR 1 at time
t;. Following the same reasoning for all MRs, then p;, ;,; = p;;. The situation is illustrated
in Fig. 4.

Hence, after the last MR, MR M, has reached the position of MR 1, then MAt seconds
would have elapsed. Considering transmissions for NAt seconds after that and computing
the average packet loss probability will lead to:

ACMR 1 : Py = o TP

. 1 N+M 1 N+M-1
At MR 2 : Pavg,z N+M Ez:ﬁ Pl:i,z N+MP1 2 + 5 N+M Zl JI P’:[vl'

. 1 N+M N+M-2
AtMR3 : Pyos= o 2y Prmiz = N+M(P13+P23)+_N+M o1 P

. 1 N+M N 1
AUMRM : Poy = v Doy Proimt = N+M —— (P g+ Py +Py i) + — N+M TP
Since

1 N+M 1 N M
< <
N+M 2,-=1 Prein < Payj < <N+M Z Py + N+M) @)

Then,
) 1 N+M 1 N M
My o 577 it Froit S My coPang; < A}l—{r;o(N 31 i P+ 7 M)

&)
Hence, with the left-hand side and the right-hand side of (5) converging to the same
value when N is large, we can write:

limN—woPavg,j = limN—»ooPuvg,l = Pavg’vj (6)

The conclusion from (6) is that the average packet loss probability is almost the same
from all MRs in the long run. Thus, the probability of losing a packet from the GOP of
MR i without the proposed permutation approach will be the same probability, on aver-
age, when that packet is transmitted by any other MR j=i with the proposed approach.
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Table 2 Simulation parameters

Style Tag Definition
Train Speed 250 km/h
Separation between MRs 10 m
Pathloss constant -128.1dB
Pathloss exponent 3.76
Shadowing standard deviation 8dB
Uplink bandwidth 5 MHz
Number of RBs 25

TTI duration 1 ms
GOP duration Is
Frames per GOP 15

Consequently, the proposed approach should not lead to any QoE degradation in the long
run. The simulation results of Sect. 5 will validate these conclusions.

5 Simulation results and discussion

This section presents the simulation results of implementing the RAFCA method described
in Sect. 4, along with resource allocation on the BS-MR links using the approach described

in Sect. 3.3. The performance is evaluated using the video QoE techniques presented in
Sect. 3.2.

5.1 Simulation parameters

The simulation parameters are listed in Table 2.

In the simulations, we use the Foreman and Football video sequences, encoded in CIF
format. The parameters (bl, b2) are selected as (0.34; 29.09) for the Foreman sequence,
and as (0.34; 25.9) for the Football sequence (values obtained from [21]).

s

” (a) Foreman

Fig.5 Video Sequences used in the Simulations
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Fig.6 Performance Evaluation of the Sum QoE Metric

Figure 5 shows a snapshot of these video sequences. The foreman sequence corresponds
to a low motion scenario with limited activity, whereas the football sequence corresponds
to a highly dynamic scenario with a lot of motion and activity. Thus, a video corresponding
to a calm situation in a train wagon would be expected to behave similarly to the Foreman

4 4 \g A4 B4 - T
\
90 LQ Foreman, 20 mW, no Permutation \ |
kA A  Foreman, 20 mW, with Permutation \
= = ‘Foreman, 200 mW, no Permutation \
80 ¢ Foreman, 200 mW, with Permutation \\ B
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sol  \ e Football, 200 mW, with Permutation \ B
w o |\ e
s |\ T
9 s- A e,
s |\ Tl
s | N\ T
40
30 -
.
200 T~
10 —
0
0

Number of MRs

Fig.7 Performance Evaluation of the Min QoE Metric
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Fig. 8 Performance Evaluation of the Geometric Mean QoE Metric

sequence, whereas a video corresponding to an agitated situation would be expected to
have a performance closer to the behavior of the football sequence.

5.2 Simulation results

Figures 6, 7, and 8 show the network QoE metrics listed in Table 1, sum QoE, min
QoE, and Geometric mean QoE, respectively, of the received videos. The Foreman and
Football video sequences are considered, and the scenario with the proposed RAFCA
approach (with frame permutation) is compared to the scenario without permutation,
where each MR systematically transmits the video of the camera installed in its corre-
sponding wagon. Different values of the transmit power used at the MRs are also con-
sidered and plotted in the results. Resource allocation, for both the RAFCA approach
and the traditional approach, is performed using the method described in Sect. 3.3.

Interestingly, the main and most important conclusion is that, in all scenarios of Fig-
ures 6, 7, and 8, the proposed approach leads to the same performance of the traditional
approach without permutation, i.e., no noticeable performance degradation is noted. Thus,
the approximations (4)-(6) illustrated in Fig. 4 are accurate.

Other (more expected) conclusions can also be drawn from the figures. First, the QoE
increases with the MR transmit power, for both sequences. Second, for a given MR trans-
mission power, the QoE of the Foreman sequence is higher than that of the Football
sequence. As mentioned previously, this is because the Foreman sequence corresponds to
a less dynamic scenario than Football, and thus the variations between consecutive frames
are less pronounced. Consequently, the size of the compressed frames is smaller, and the
effects of frame loss are less dramatic when the previous frame concealment method is used.
Third, higher transmission power leads to higher QoE. Indeed, this leads to a higher sig-
nal to noise ratio (SNR) over the wireless MR-BS link, thus leading to a higher data rate
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Fig.9 Performance Evaluation of Foreman with Different Transmit Power and Number of RBs

which allows the correct transmission of more bits from the encoded videos. Fourth, the
QoE performance of the Foreman is ideal for 200 mW transmit power, as long as the num-
ber of MRs is below 30. In fact, in the simulation parameters presented in Table 2, we have
reserved 25 RBs, corresponding to a 5 MHz bandwidth, to be allocated for the transmission
of the surveillance videos. The resource allocation approach described in Sect. 3.3 allocates
one RB per MR at each TTI. Hence, with up to 25 MRs, each MR is guaranteed to have an
RB allocated to it at each TTI. In addition, the resource allocation approach seems to be able
to serve perfectly a slightly higher number of MRs (up to 30), before the performance starts
to degrade. By “ideal” performance, we mean that all MRs achieved a 100% QoE, as evi-
denced by Fig. 6 (sum QoE=3000=30x 100 for 30 MRs), Fig. 7 (min QoE=100, i.e., the
worst-case MR already achieves 100% QoE), and Fig. 8 (geometric mean QoE =100, which
cannot be achieved unless the QoE of each MR is equal to 100). Due to the highly dynamic
nature of the Football sequence, more RBs and/or more power is needed to achieve ideal
performance. However, with the current simulation parameters, performance seems to be
acceptable with 10 MRs per train and a transmit power of 200 mW per MR.

To assess the impact of increasing the power or the bandwidth on performance, we inves-
tigated different scenarios with different combinations of transmission power and avail-
able number of RBs for the Foreman sequence. The results are plotted in Fig. 9. Clearly, the
increase of bandwidth or power enhances performance. For example, the use of 100 RBs
allows all MRs to achieve 100% QoE. Even with 25 RBs, a 4W transmission power allows up
to 50 MRs to achieve 100% QoE. The high transmit power leads to more bits to be transmitted
per TTI, thus allowing the resource allocation algorithm to alternate the allocation of RBs to
MRs without affecting performance, although at a given TTI not all MRs are allocated an RB.

It should be noted that the results presented in Figures 6, 7, 8 and 9 are based on using
omnidirectional antennas at the MRs, as the main purpose of these simulations is to inves-
tigate whether the RAFCA approach leads to any QoE degradation compared to the tra-
ditional approach without permutation. However, the use of beamforming with adaptive
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antenna arrays at the outdoor part of the MRs is expected to lead to significantly better
results by increasing the antenna gains, which constitutes an interesting topic for future
research.

The previous figures (Figures 6, 7, 8 and 9) assumed the videos of the various MRs had
a comparable level of activity. This was represented in the simulations by having all MRs
transmit the Foreman sequence, or all of them transmit the Football video sequence. Thus,
the results showed a perfect match between the approximation of Egs. (4)-(6) (illustrated in
Fig. 4) and the simulations. In fact, considering an example where, at a given time ¢, MR i
is closer to the BS than MR j, then MR j will have a higher probability of losing a packet.
One can analyze the following two scenarios:

— Scenario A: Assuming that at that time, in the case with permutation, frame k& of MR
i is transmitted by MR j, and is lost over the channel, whereas the permuted frames
transmitted by MR i (including those of MR j) incur no losses. If this is the only loss in
the transmissions, then, after reversing the effect of the permutation at the receiver, the
video recorded at MR i will have a loss of frame k, whereas the video recorded at MR j
will have no losses.

— Scenario B: In the case without permutation, assuming the same wireless channel con-
ditions and the same positions with respect the BS, frame k of MR j will be lost by MR
j itself (as there is no permutation), whereas the frames of MR i will incur no losses.

In terms of QoE metrics, when both video sequences are more or less similar (e.g.,
all passengers are seated in the two wagons i and j which have the same architecture and
design, and where the cameras are placed in identical positions in each wagon), then the
overall performance will be the same (the impact of losing a frame at position k from a
GOP at MR j is not very different than losing a frame at position k from a GOP at MR i).

100 N £ T T T T
Average QoE - No Permutation
QF = o A Average QoE - With Permutation -
k N = = 'Geometric Mean QoE - No Permutation
80 |- S ¢ Geometric Mean - With Permutation
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70 - ..
“n.,
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[
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<]
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w
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]
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0 I I 1 1 I I I I 1
0 5 10 15 20 25 30 35 40 45 50
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Fig. 10 Performance Evaluation with different types of video sequences transmitted by MRs: 50% Foreman
and 50% Football. The results are shown for the various QoE metrics
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This is confirmed by the results of Figures 6, 7, 8 and 9. In fact, if in Fig. 6 we consider
the average QoE, expressed as Qg}vg) = EZ=1 0,,/M = Q(os;m) /M, instead of the sum QoE,
the results and QoE values will be similar to those of Figs. 7 and 8 (we will the use the
Average QOoE in the remaining results to make the comparison easier and of the same scale
to the other QoE metrics, since it is has similar behavior to the sum QoE). Indeed, when
the video characteristics are similar, the results of Scenarios A and B above (with and with-
out permutation) will be similar.

However, when the video sequences are significantly different, e.g., in the case where
everything is quiet in MR j whereas an incident is occurring in MR i with a lot of activity
going on, then the effect of frame loss will be different. In fact, in this case, Scenario A will
lead to a more serious degradation in QoE than Scenario B. Indeed, in Scenario A, frame
k lost by MR j corresponds to the dynamic video of wagon i. In Scenario B, lost frame
k would correspond to the calm and stable video of wagon j. Thus, the loss in Scenario
A will have a more dramatic effect on the QoE. Had the conditions in the wagons been
reversed (more activity in wagon j whereas we have a calm situation in wagon i), then the
reverse would happen: Scenario B (without permutation) would lead to more QoE loss.

This analysis is confirmed by the results shown in Fig. 10. In fact, in order to validate
this analysis, we simulate a scenario where 50% of the MRs are randomly chosen to trans-
mit the Foreman sequence (used to represent a scenario with little variations), and the other
50% of the MRs are transmitting the Football sequence (used to represent a dynamic sce-
nario with many variations in the video). Then we implement the proposed approach and
display the results with and without permutation.

Figure 10 shows that the min QoE metric is well-approximated by the proposed
RAFCA approach presented in this paper, even in the extreme scenario considered. The
permutation and non-permutation scenarios perform comparably with this metric. For
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Fig. 11 Performance Evaluation with different types of video sequences transmitted by MRs: 80% Foreman
and 20% Football. The results are shown for the various QoE metrics
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Fig. 12 Performance Evaluation with different types of video sequences transmitted by MRs: 20% Foreman
and 80% Football. The results are shown for the various QoE metrics

the average and geometric mean QoE, the performance is acceptable when the number
of MRs is low, thus leading to a high QoE. When the QoE degrades due to the increase
in the number of transmitters (MRs), thus causing a strain on the available resources,
the performance of the permutation scenario degrades by around 15% compared to the
performance without permutation in the geometric mean QoE, and to significantly worse
performance in terms of average QoE. This is interpreted by the fact that permutation
spreads the video frames of one MR to be transmitted by all the other MRs. Thus, all
MRs with good channel conditions have at least one chance to have one of their frames
transmitted by an MR with worse channel conditions. Hence, when losses start occur-
ring, they are equally likely to occur to the GOP of any MR, due to the random permuta-
tion. This leads to more losses of the dynamic frames that more severely affect QoE. In
the case without permutation, the MRs having good channel conditions are less likely to
incur any losses. Hence, since videos of different characteristics are transmitted per each
wagon and thus the frames do not affect QoE equally, those MRs with more variations in
their video and with good wireless channel conditions will lead to increasing the QoE for
the non-permutation case.

This analysis is confirmed by the plots of Fig. 11, showing the results of the scenario
where 80% of the MRs transmit the Foreman sequence and 20% transmit the Football
sequence, and Fig. 12, showing the results of the scenario where 20% of the MRs transmit
the Foreman sequence and 80% transmit the Football sequence.

In fact, Figs. 11 and 12 show that as more and more MRs are transmitting videos with
similar characteristics, the average QoE approximations of Egs. (4)-(6) become more accu-
rate. The same applies for the case of the geometric mean QoE. Indeed, Figs. 11 and 12
show that the average QoE results of the permutation case are significantly closer to those
of the non-permutation case, compared to the scenario of Fig. 10.
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An interesting outcome of Figs. 10, 11 and 12 is the behavior of the Min QoE metric,
which corresponds to the worst-case scenario among all MRs, and deserves a detailed
analysis of its own. In Fig. 11, the case with permutation (RAFCA) achieves better Min
QoE performance than the case without permutation. In fact, this figure corresponds to a
scenario with few dynamic videos (20% Football) that more severely affect QoE in case
of loss. The Min QoE case, unlike the average and geometric mean QoE, corresponds
solely to the worst-case performance. Thus, if one MR (say MR X) transmitting the Foot-
ball sequence has bad channel conditions, its losses will determine the Min QoE perfor-
mance in the case without permutation. When permutation happens using RAFCA, the
video frames transmitted are spread across all MRs. Thus, the frames of the worst-case
MR X will be spread across all other MRs, which have better channel conditions, and
thus it will suffer from fewer losses, which will increase its QoE. The losses caused by
the transmissions of MR X to other MRs (because of permutation) will most of the time
correspond to MRs transmitting the Foreman sequence (since they constitute 80% of all
MRs) and thus will have less dramatic effect on their QoE. This diversity benefit for the
worst-case MR will get reduced more and more as the number of MRs transmitting the
Football sequence increases, as can be seen in Fig. 10 (50% Football) and Fig. 12 (80%
Football). In fact, with more MRs transmitting the Football sequence, even if the frames
of the worst-case MR X are transmitted by other MRs, MR X itself will be transmitting
more and more frames of Football MRs (MRs having videos with characteristics similar
to the Football sequence). Thus, the losses caused by MR X will affect these MRs, caus-
ing one of them to have the worst-case performance and achieve a lower Min QoE. The
performance of Min QoE can be seen to degrade from Fig. 11 (20% Football) to Fig. 10
(50% Football), and on to Fig. 12 (80% Football), as the number of MRs having highly
dynamic videos increases.

Nevertheless, it should be noted that this Min QoE behavior is a nice side effect of the
permutations of RAFCA. In fact, in a typical HST scenario, incidents would be rare to
happen, with most scenarios being similar to our case of 100% Foreman (in Figs. 6, 7, 8
and 9). Whenever an incident happens, it will mostly be in one or few MRs, thus causing
more activity in these MRs only. This is more similar to the case of Fig. 11 (80% Fore-
man corresponding to MRs with little activity or trouble, and 20% Football corresponding
to MRs with higher activity and agitation), where the permutation leads to enhancing the
worst-case performance! Thus, in case an incident occurs even in a wagon with an MR
having bad wireless channel conditions, the proposed RAFCA approach has the desirable
and unexpected side effect of boosting the quality of that MR’s video, while protecting the
privacy of passengers.

5.3 Discussion, limitations, and potential solutions

In this section, we discuss some practical limitations of the above approach and propose
solutions for each of them. The first issue is the permutation vector used, as both the server
inside the train and at the command center need to know the permutation vector, so that the
permutation can be correctly reversed. This can be done by having a similar pseudorandom
number generator at both the train and command center, with the condition of initializing
it with the same seed. Hence, it will produce the same sequence of numbers. The chal-
lenge becomes how to share the seed and change it periodically. Different solutions exist
for this scenario: (i) The seed could be set offline (e.g., each day before the trains start their
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trips), (ii) it could be exchanged over a separate secure channel (e.g., through free space
optics when the train is stationary at the station), or it could be sent in encrypted form over
the same wireless channel used for transmitting the videos. The encryption key could be
obtained using physical layer techniques: For example, the channel state information (CSI)
of each RB on the BS-MR links could be used to generate a key. Since the CSI can be
known at the BS and train, the key can be generated and used without having to be wire-
lessly transmitted.

The second issue is that the proposed approach is a physical layer security tech-
nique based on permuting the transmitted frames, without resorting to traditional
encryption methods. It should be noted that a P or B frame cannot be decoded without
the previous I and P frames. By shuffling the order of frames, the process is made
very hard on the eavesdropper to correctly decode a GOP. However, the I-frames,
if unencrypted, can still be decoded, although the eavesdropper cannot immediately
guess to which wagon a detected I-frame corresponds. This issue can be addressed
by using the proposed approach in conjunction with other more traditional encryp-
tion techniques, thus providing an additional layer of security. However, this does not
serve the purpose of fast transmission and reception/display of the surveillance videos
without incurring encryption/decryption delays. This limitation can be addressed by
noting that a P or B frame cannot be decoded without the previous I and P frames.
Thus, an eavesdropper cannot detect the frames in a GOP if it cannot correctly decode
the I-frame. Consequently, only the I-frames need to be encrypted. This can be done
using lightweight encryption techniques. For example, a stream cipher can be used
where each bit of the I-frame is simply XOR-ed with a bit from the cipher stream.
For decryption, the same stream has to be generated at the receiver. This requires that
the key used for the stream cipher generator be the same at the train and at the com-
mand center. Again, this can be solved by determining the key using physical layer
techniques based on CSI over the OFDMA subcarriers, as described in the previous
paragraph.

Another possible solution is to use cipher block-chaining (CBC) to encrypt the
I-frames. Although not a Blockchain, CBC could be a feasible Blockchain-like solution

I-Frame I-Frame I-Frame
Initialization from from from
Vector MR 1 MR 2 MR M
> XOR Process > XOR Process —> > XOR Process
Encryption Encryption Encryption
Encrypted Encrypted Encrypted
I-Frame
I-Frame | | I-Frame | | | PR
from MR1 from MR2 MR M

Fig. 13 CBC process for encrypting the I-frames
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that could be easily implemented in conjunction with physical layer security. Block-
chain has been suggested in recent years as a solution to several security problems
[12-5], including IoT [12, 23], 5G [5], and video storage for forensics purposes [20].
Despite the benefits of Blockchain, several challenges seem to be underestimated by
most of the literature. For example, the scalability of blockchain might be challeng-
ing when the number of transactions increases. Since the blocks are hashed and inter-
connected, it might take significant time for a specific transaction to be retrieved and
decrypted. Having shorter chains might solve this problem but will reduce the security
of the blockchain approach. Moreover, the energy required for transaction validation,
similarly to bitcoin mining, is significant. The consumption and cost will increase with
the number of nodes added to the blockchain. Thus, since the main objective of this
paper is to use lightweight physical layer security methods, a full-fledged Blockchain
is not recommended with the proposed approach. It could be used for securing stored
videos from multiple trains after reception at the command center (or after storage at
multiple distributed locations), where they can be retrieved when needed for forensic
purposes for example, as suggested in [20]. However, for real-time wireless transmis-
sion from the train to the command center, CBC would nicely complement the pro-
posed approach at the price of a reasonable increase in computational requirements.
An example is shown in Fig. 13.

CBC is suitable for the proposed scenario because this scenario involves one train
and one command center (thus the distributed condition needed for Blockchain does not
apply); in addition, the chains are short, since the process of Fig. 13 is repeated with
every GOP. Thus, the number of blocks in the chain is equal to the number of MRs,
which is manageable. With the approach of Fig. 13, it would be virtually impossible to
decode an I-frame without knowledge of the key, initialization vector, and all the previ-
ous I-frames. The key and/or initialization vector could be generated and shared using the
techniques suggested in the first paragraph of this subsection. If speed of transmission is
an issue, the encryption blocks in Fig. 13 could be reduced to simple XOR operations,
assuming the key has the proper size in this case (otherwise, more advanced encryp-
tion algorithms, such as AES [23], can be used). It should be noted that, when the CBC
approach of Fig. 13 is implemented, the encrypted I-frames at the output would then
undergo the RAFCA process, where they are permuted and transmitted over the wire-
less channel. At the receiver, the effect of the permutation is reversed, and the frames are
decrypted in sequence using the key and initialization vector. This extra decryption step
would occur after Step 4 in the RAFCA process described in Sect. 4, or, equivalently,
after Line 7 in Algorithm 1.

6 Conclusions and future research directions

In this paper, we presented resource allocation functionality with cluster aggregation
(RAFCA) for securely transmitting surveillance videos in high-speed trains. The RAFCA
approach is based on a permutation process of the video frames across multiple mobile
relays (MRs), such that parts of the video captured by the camera of a given wagon are
transmitted by the MRs of all other wagons. The probability of detection by an eaves-
dropper was calculated and shown to be negligible, which leads to the preservation of the
privacy of the passengers. Moreover, the QoE of the transmitted videos was investigated,
and it was shown that the RAFCA approach does not lead to any noticeable performance
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degradation, compared to the benchmark scenario where each MR transmits the video of
its corresponding wagon, using the same resource allocation method, when the videos
transmitted have comparable characteristics. In the case of videos with different charac-
teristics, different scenarios were investigated and analyzed in detail. RAFCA was shown
to have a desirable side effect of boosting the worst-case QoE performance in realistic sce-
narios, due to the diversity provided by permutations.

Future research directions consist of implementing the proposed approach with
advanced techniques to enhance the performance, such as reconfigurable intelligent sur-
faces (RIS) that can be deployed along the track or on top of the train wagons, as a substi-
tute of the outdoor part of the MRs. Another interesting direction for future investigation
consists of implementing the proposed approach in scenarios where cluster aggregation can
be performed, other than in high-speed trains. Such scenarios could include, for example,
transmission of surveillance video by street cameras (in case they are transmitting wire-
lessly), and ambient assisted living scenarios where patients are monitored by surveillance
cameras, and where there is a possibility to aggregate the streams of the cameras corre-
sponding to neighboring patients.
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