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ABSTRACT

ALSHAIKHLI, MAYS, MOHAMMED, Masters: June: 2019, Master of Science in
Computing.
Supervisor of Thesis: Tarek, Mohamed, El-Fouly.

The Internet of Things is a novel paradigm which involves the increasing
prevalence of objects and entities supported with identifiers and the ability to exchange
the data over a network. However, with all these advantages the risk comes, as the huge
number of connected devices gives hackers more entry points. Distributed Ledger
Technology (DLT) can stave off security threats to Internet enabled devices by
providing a distributed ledger for their functioning, thereby eliminating the central node
that networks usually depend on for management by their users. Internet of Things and
Application (IOTA) is a new technology designed specifically for the Internet of Things
(IoT) industry which depends on the distributed ledger for storing transactions.

The main contribution of this thesis is to study and run a set of test cases in
healthcare industry to prove the effectiveness and viability of using IOTA in many
healthcare applications using data, images or even videos. We will also do a
comparative analysis with Blockchain to prove that IOTA technology could stand all

odds in terms of feasibility, reliability and robust data security.
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CHAPTER 1: INTRODUCTION

1.1 Overview

The revolutionary changes in the operations and robust systematic
functioning—with the progress of time and applied science—in pursuit of the
progression of technology and the expansion of business sectors has become the priority
of the present.

The critical needs of the healthcare industry demand quality and reliable
technology. The healthcare organizations are challenged to deliver quality healthcare
while maintaining up-to-date technology. Keeping in mind the criticality, accessibility,
availability, and accuracy of information exchange among various tiers of the system,
a thorough, reliable, and real-time approach is an ultimate need. Having said that,
confidentiality comes out on top as a key aspect of protecting information exchange
against malicious attacks. Thus, a technology with great potential and multiple potential
applications, from remote monitoring to medical device integration is highly required

to benefit the healthcare industry.

1.2 Limitations of the Current Healthcare Systems

There are numerous limitations within the current health care system that need
to be considered to enhance the functionality of healthcare protocols. In this section,
we will discuss a few of them [67] and [68]:

 Expectations of healthcare users. Users expect an immediate and seamless
flow of data in today's world. Many industries either have or are starting to adopt the
technologies necessary to ensure instantaneous information for their users.
Unfortunately, there has been a recession in the health sector. Legacy systems are

heavy, sluggish, and often sensitive, and they play little part in the patient's life.



» Fragmented health services. Due to various formats and standards, health
records contained in legacy systems are isolated and thus difficult to share. The current
scope of data is fragmented and not suitable for modern users’ instantaneous needs.
Consequently, stakeholders are encouraged to maintain their own records.

» Lack of patient centricity (passive user). The relationship between health
professionals and patients has been paternalistic for a long time now. However, a
considerable change of authority has occurred in recent years. A second medical
opinion is now considered reasonable, and patients are expected to help make decisions
about their treatment options, according to Yeoman et al. [1]. Although patients have
the right to choose where and when they receive their treatment, they must not only
have control over their own data but must be provided with the best care as well.

* Informed clinical decision making: Medical staff and professionals rely on
research and testing to decide on informed diagnoses and possible treatment plans for
patients. Traditionally, such investigation and testing are requested only when it leads
to alternative diagnoses or treatment plans. Unfortunately, although research and/or test
results are reported, they are rarely shared among all the healthcare providers involved
in the care of the patient and are normally confined to the hospital that originally
requested them. This affects the patient's quality of care. When other institutions don't
know the entire history of a patient, this can lead to wrong decisions for the patient and
can also lead to delays and unnecessary costs. These types of medical errors can be fatal
in the worst case.

Research by the National Health Center has found that medical errors are the
third most prominent cause of death in the United States, as shown in Figure 1, and that

"most errors are systematic, including poorly coordinated care" (Makary et al.) [2].
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Figure 1 Most prominent death in the United States [2]

* Security risks to patient data: Electronic health records (EHR) are currently
stored in a centralized database with largely non-portable medical records.
Centralization increases the level of security risks and calls for confidence in a single
authority. In addition, centralized databases cannot guarantee security and data
integrity. Legal requirements force health institutions to have centralized health
databases. Centralized health databases in most countries are legally necessary to
improve portability and safety. In this context, they require an extra layer of technology.

Data security is paramount because medical data is more sensitive. In early
2017, this was underlined when a cyber-attack hit health institutions around the world.
The attack showed the public that health systems are vulnerable to potential risks, and
it served as a warning about the shortcomings of existing facilities. Many institutions
have tried to overcome this issue, which is top on governments’ agendas and causes
both physician and patient frustration. Data security is a major part of the challenge
noted by Collier [3].

* Increasing costs. The current system is unbelievably slow, inflexible, and
unfortunately opaque for both patients and professionals. These problems are also

apparent during the processing of health plan claims that require approval from health



plan providers and subsequent sharing of data with the providers in order to determine
costs. This occurs only if the specific healthcare service has a health plan "in-network."
To make a supplier an in-network supplier, it is necessary to negotiate a complex
agreement that adds substantial cost to the supplier's management costs. Billing and
insurance related (BIR) expenses include, among other things, the maintenance of
benefit databases and the records for the services provided. Average BIR costs are
expected to reach up to $315 billion by 2018 and take up to 3.9 hours, according to
Yong et al. [4].

* Record tampering: Medical data should not only be considered as medical
records but also as legal documents. It is a criminal offense to tamper with stored
records, and any retrospective changes must be clearly marked, dated, and signed.
Changing existing medical records or deleting or adding false records is a risk for
healthcare professionals. Authentic and original clinical notes are required if a claim is

made, and a claim cannot be made indefensible by failing to do so.

1.3 Thesis Objective

The goal of this thesis is to tackle the problem of lacking high-quality services
in the field of e-health. The conflict between the use of EHR technology and patients’
privacy in terms of their medical history remains a major problem in the healthcare
sector. Doctors face ample issues (in terms of performance and security) with EHR,
leading to unreliable and troubled results. To achieve this goal, IOTA is intended to
give advanced trust to the community through the decentralized approach of the
innovation itself. This approach inhibits records from being tampered with because

there is no single central authority that by itself can alter data [60].



Working on a distributed guideline is important in the healthcare community,
since IOTA can resolve the issues around the absence of a central node, arranging health
records with the goal that they can be verified and recorded by all participants. This can
possibly construct an efficient focused framework for patients. It doesn’t, in any case,
imply that IOTA is just utilized in a decentralized setting; rather, it is utilized with a
constraint that the trust between healthcare entities is fundamental, with or without
intermediaries. Its ability to conquer healthcare’s most serious challenges, from identity
and security to information integrity and access, just like interoperability, is too
unexpected to ever be overlooked by our industry [61].

Indeed, it is the desire to stop losing trust in health records that has driven us to
IOTA technology. By giving the precise idea of an unalterable health record
empowered by IOTA, the potential for utilizing this progressive innovation for tracking
purposes is also incredible. With the healthcare industry currently being very digitized
and at the same time experiencing information weakness, utilizing an IOTA innovation-
based framework makes sense to monitor this tremendous volume of information and
provide the area with much-required relief.

The main objectives of this research can be summarized as:

1.Studying and running a set of test cases in healthcare industry to prove the
effectiveness and viability of using IOTA in many healthcare applications using data,
stream of continuous data, images or even videos.

2.We will also do a comparative analysis with Blockchain to prove that IOTA
technology could stand all odds in terms of feasibility, reliability and robust data

security.



1.4 Thesis Outline

In Chapter 2, we present the necessary background information and address
some of the recent reviews of the related problems. Chapter 3 reviews the history of the
IOTA model and its components and algorithms. Our proposed system and case studies
for its evaluation are presented in Chapter 4. Chapter 5 concludes the thesis and presents

some future work.



CHAPTER 2: BACKGROUND

2.1 Overview

Some important studies related to the proposed framework are discussed in this
chapter. The work discussed is the main concept of a newly proposed framework that
is presented in Chapter 3. The design and assessment papers discussed in this chapter
are divided into two main subjects. The first set of research papers focuses on the overall
concept of IoT, along with its benefits, risks, usage, device requirements, and security
requirements. The second set of papers focus on blockchain technology, as it provides

the baseline for IOTA technology because of the similarities in their concepts.

2.2 Internet of Things

The Internet of Things (IoT) impacts the way we interact with the world around
us. Billions of internet-connected devices (“things”) ranging from TVs, fridges, and
cars to health monitors and wearables find their way into our personal lives, according
to Pan et al. [5]. As Kumar et al. [6] point out, we are heading towards 20.6 billion
connected things by 2020, according to the Gartner forecast. This pervasive technology
materializes the concept of things being super-connected to the world and collecting
information, as well as being monitored and controlled via the Internet to interact and
interconnect with humans. Even with overestimates of the number of devices connected
to the IoT world, there is no escaping that we are inside the IoT world and an
unimaginably large number of IoT devices contain sensitive information, any
disclosure of which will have serious consequences. IoT devices have several issues
related to security due to their limited hardware and significant energy constraints
according to Trappe [7]. Also, the characteristics of the [oT ecosystem have security
implications with regard to the flow of information between the connected devices. A

prime illustration of security’s importance in the [oT environment is the 2016 Dyn
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cyberattack that involved a distributed denial of service (DDoS) attack that targeted
systems provided by Dyn, which affected millions of internet addresses as well as
servers. According to Kolias et al. [8], countless IoT devices were infected and hijacked
by this simple malware attack.

There is no clear plan for realizing the vision of the IoT. In a centralized
“traditional platform” of cloud computing that acquires information from nodes in data
acquisition networks and provides raw data and services to other nodes, the central
platform controls the whole information flow. But the problem with the centralized
model is that the infrastructure and its maintenance are costly, and as IoT devices
proliferate, it will increase the cost substantially. Also, from a performance standpoint,
centralized servers remain a bottleneck and failure point that could disrupt the whole
network. On the other hand, in a distributed approach, different application platforms
collaborate with each other, and all the intelligence is in the nodes (edge computing).
However, there have been no explicit analyses for the most powerful security and
performance mechanism, blockchain and IOTA, that were built using the distributed
platform. In order to understand these techniques, it is necessary to understand the
distributed approach and determine its actual value.

Today’s IoT initiatives apply distributed computing concepts on a local level
and collaborate with other network participants to achieve a common goal. Still, the
development of decentralized architecture and edge computing is a critical issue
discussed by Sunmaeker et al. [9]. In order to explore these factors, we need to study
the specific requirements of applications.

Goiri and Lopezdelpina [10] discuss in their paper how to use web protocols to

implement IoT successfully through semantic techniques that help with exchanging



knowledge in a distributed manner, where devices located in different locations can
communicate with each other successfully.

Also, Liu [11] describes the U2IoT system, which is composed of two parts—
the unit of the IoTs and the ubiquitous loT—which control the communication between
all nodes. Because of the nature of the distributed environment, many security threats
are encountered. Zhou et al. [12] explain in detail the security issues and challenges in
distributed IoT by focusing on the network entity, where un-traceability, authentication,
and access control are the main security issues. The proposed technique is based on the
robustness and scalability of the network and node mobility due to their dynamic
behavior. Specifically, the node can travel from network to network safely due to the
robustness of the node mobility.

As the IoT extends to be “Internet of everything,” companies are increasingly
interested in leveraging data-driven insights to generate value. This technology offers
different ways to make more profit through increased resource efficiency and
productivity. We need IoT in many fields, such as medical and healthcare systems,
where the Internet of things is revolutionizing healthcare. As patients become more
connected and generate more data, clinicians can identify and address their needs more
efficiently than ever.

IoT can help in many ways: 1) It can make operations that once required ample
time to execute instantaneous, and 2) it can provide comfort to patients because various
in-hospital procedures and treatments such as electrocardiograms (ECGs) and blood
pressure (BP) monitoring could be conducted remotely.

These systems would utilize devices to allow patients to monitor their health,
share data with healthcare providers, and alert others when in need by embedding

intelligent functionalities into homes. This would allow patients to be monitored around



the clock with built-in sensors that could track movement from inside the home and
alert family members or emergency services when needed. These smart systems could
be integrated with near field communication, radio frequency identification (NFC,
RFID) and other wireless-based applications for data sharing, according to Amendola
[13]. The deployment of such services would certainly displace invasive testing
methods, thus saving time and money.

The crux is that with the advancement in biotechnology and its utilization in the
healthcare industry, healthcare providers would significantly increase the success rate

of patient comfort and survival, according to Hu [14].

2.2.1 Advantages and Disadvantages of lIoT

The IoT is a future-oriented technology that proposes interconnected devices
and the Internet to automate many daily jobs. The IoT digitizes the sensors, equipment,
machinery, gateways, and network. It connects people in the real environment with
devices. This opens opportunities for significant data creation and revenue generation
and leads to a rapidly growing typical IoT network which expands the speed of variation
and total volume of data. But how such a large amount of information from all sources

will act in real-time situations in loT environments is a real challenge to predict.

2.2.1.1 Advantages of IoT

As already discussed in the above section, [oT technology is rapidly
emerging because of its incomparable structure and efficiency. The future
depiction of IoT will certainly revolutionize various technological applications
around the globe. Many of the benefits of this stringent and sturdy platform are

discussed by Roman et al. [15] and Zhao et al. [16]:

10



* Communication: IoT technology’s main role is to connect machine to
machine (M2M) to make the commutation of devices more transparent and to
stay in touch with one another. This will lead to greater efficiency, higher
quality, and faster results.

* Automation and control: Replacing much of human intervention with
IoT devices is an aim of IoT technology. Automation will increase the quality,
reliability, and security of services. This will allow machines to be able to
communicate with each other without human intervention.

* Access to information: Ease of access to any information regardless of
the location of the data by IoT platforms will make it very convenient for people
to do their work, even if they are not physically present at their workplace.

* Monitoring: Taking into consideration the surgical aspects of healthcare
industry monitoring have always been a challenge to healthcare professionals.
IoT will ensure that the critical data required during surgical interventions is
stored and accessed efficiently.

* Cost effectiveness: The financial aspect is also one of IoT's greatest
advantage for money saving and optimum use of energy and resources. Where

IoT devices provide a relatively cheap way to increase efficiency considerably.

2.2.1.2 Disadvantages of loT

With the huge list of advantages of IoT, we need to look at the
technology from a wider perspective to look for its weaknesses, if any: Here is
a compiled list of the disadvantages of IoT discussed by Roman et al. [15] and

Zhao et al. [16]:

11



» Compatibility: Different types of devices could require installing extra
hardware to make it possible to communicate between the IoT devices.

* Complexity: Even though the huge number of interconnected devices is
an added advantage for IoTs because of its nature, as far as security is
concerned, this advantage brings a flaw in the system. For example, as more
nodes get added to the network, dealing with data congestion becomes a
challenge.

* Privacy and security: The privacy of IoT is a major concern. The safety
risks associated with IoT are becoming more complex and may have serious
consequences. All information between IoT devices should be encrypted to
keep information confidential, which obviously demands extra effort and

infrastructure.

2.2.2 IoT Security Requirements

The Defense Advanced Research Projects Agency (DARPA) has identified the
Internet of Things security shield as one of four projects with a potentially wider impact
than the Internet itself, according to Sfer et al. [17]. The security requirements of [oT
devices are divided into four principle areas (authentication, confidentiality, integrity,
and availability) to ensure security between different devices. Security should be
implemented during the development lifecycle of all IoT devices. Here we will discuss
the principles requirement in more detail as explained by Leo et al. [18] and Weber
[19]:

* Authentication: Weak links in today's computing world can sometimes be
networks. They are one of the most vulnerable sections of the whole configuration.

Each IoT node must recognize any node that attempts to connect. The node credentials

12



are verified, identified, and validated to determine whether the user is authentic in using
the resources. IoT users can use double-way authentication, digital certificates, and
biometrics based on the needs of the IoT user for easy or complex and much more
secure authentication. IoT authentication does not require human authentication
intervention because the sensors and the machine-to-machine interactions are highly
embedded in IoT. Therefore, you will have to go in with a different mindset when
authenticating IoT devices. However, it’s very challenging to achieve authentication
due to the nature of the IoT environment with many nodes connected to the network
(e.g., devices, humans, services, processing units, and service providers) as discussed
by Roman et al. [12]. In 2015, Rizzardi et al. published a research paper, “Security,
privacy and trust in Internet of things: The road ahead” [20], to assert the opinion that
a set of IoT devices communicates to accomplish a common goal. Their vision
considered that IoT deployments involve distinct technologies, architectures, and
implementations to build a successful and secure communication. They divided their
work in terms of security into three main categories: security requirement
(authentication, access control, and confidentiality), trust, and privacy.

* Confidentiality: Confidentiality and privacy are always interchangeable in our
lives. They refer to how users share information with other users which generally
cannot be divulged without getting the authorization to access the data. On the other
hand, privacy refers to freedom from intrusion into another user’s information.
Confidentiality is designed to prevent sensitive data from going to the wrong node. Key
methods to achieve confidentiality are cryptography, strong passwords, and encryption
technologies. One example of confidentiality is making sure that the sensors reveal the
collected data to the correct node, as explained by Farooq et al. [21] and Roman et al.

[22].
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* Integrity: This refers to the “property that data has not been altered or
destroyed in an unauthenticated manner.” The main goal of the IoT system is to
exchange data between different IoT devices, and this is an extremely important factor
to ensure the integrity, consistency, and accuracy of the data. It is the assurance that the
data received at the receiver node is sent without tampering while in transit or modified
through collisions (e.g., breaches of confidentiality), according Airehrour [23].

* Availability: IoT devices and services should be available at any time and from
anywhere in order to achieve the goal of IoT technology. Availability is important to
keep systems upgraded, ensure that they remain functional despite hardware issues and
security attacks, and to let data be capable of retrieval, according to Abdmeziem [24].

It’s important to analyze the possible threats to IoT systems and choose the
appropriate defense accordingly based on the type of data and its sensitivity. Also, it’s
important to start thinking about security in the design phase and define security
requirements regarding risk evaluation. During the design phase, it should be

understood how an attacker could gain access to the system and compromise it.

2.2.3 IoT Device Requirements

IoT device requirements stem from the heterogeneous nature of IoT devices.
The prerequisites of IoT are many, but the main ones can be classified into three
categories:

* Low resource consumption: The IoT is already estimated to generate hundreds
of zettabytes (trillions of gigabytes) of data each year, so the biggest challenge for IoT
devices is to minimize power consumption. The design requirement for IoT is to
increase the lifetime of devices and maximize the capacity of on-board batteries.

Operating within a battery’s lifetime translates into lower power needs with
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ramifications for both average and peak power consumption. In the case of wearable
medical devices such as pacemakers, battery failure is not an option. Therefore, it is
essential to understand the power consumption pattern and battery life of these devices.
A prime example of the importance of low resource consumption is a wireless sensor
that would do some job for an extended period of time—maybe months or years—while
powered by a battery, as explained by Perera et al. [25].

» Widespread interoperability: [oT is an unbelievably diverse area that includes a
wide range of hardware and software ecosystems. All technologies are linked together
within the IoT, including smart watches, drones, cameras, and thermostats. Billions of
IoT devices, sensors, actuators, and smart devices are connected to the Internet for
collecting and maintaining data through connected communication networks in a
heterogeneous way. Interoperability is the ability to make all the devices that are
connected to a network work together and achieve a specific need, according to Cheung
et al. [26].

* Billions of Nano-transactions: IoT devices generate and maintain transactions
over the Internet. Hence, IoT devices need a model to deal very efficiently with
hundreds of billions of transactions between IoT devices, according to Cooper et al.
[27]. Because IoT devices send data very frequently, the IoT device should use an

application/model that takes into consideration the above requirements.

2.3 Blockchain Model

Blockchain is a fully distributed and trusted database (ledger) cryptocurrency
technology that is used to maintain a tamper-proof record of transactional data to

achieve transparency, integrity, and verifiability of transactions, as discussed by
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Shaheen et. al. [28]. Blockchain was founded in 2009 by Satoshi Nakamoto as Bitcoin
[29].

Blockchain functions as a decentralized public ledger, and it disregards the need
for any central authority between network devices to maintain the network. Blockchain
is structured as a peer-to-peer (P2P) network, according to Lemieux [30]. It allows the
network participants through the nodes to share a public ledger, which is tamper-proof
and becomes a permanent record once the transaction is confirmed and added to the
blockchain. The transaction cannot be deleted or modified, and each node will be
egalitarian in the network. Furthermore, each node stores a copy of the public ledger,
which is updated simultaneously to prevent data loss due to a single point of failure

(SPoF), according to Banerjee et al. [31].

2.3.1 How Blockchain Works

As shown in Figure 2, when a new transaction is issued, it is represented as a
block in the shared ledger and is immediately broadcast to all participants. Generally,
most of the nodes must execute algorithms to confirm and validate the history of the
new individual block; a public key encryption technique is used to ensure the security

and privacy of the distributed ledger content, according to Desmedt [32].
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Figure 2 The blockchain process

In the beginning of the blockchain, the first block (the “genesis block™) created
contains a header of the block and data transactions. The block’s timestamp is used to
create the hash algorithm (e.g., SHA256). After the blockchain is started, any new
transaction issued comes into a blockchain and calculates its own hash from the
previous block hash, and all the network participants that are connected to the network
must execute algorithms to confirm and validate the new transaction. This process is
called “consensus,” as shown in Figure 3, according to Sleiman et al. [33] and Righi et
al. [34]. At this point in the process, the network participants must verify whether the
hash has been calculated correctly. The distributed consensus process ensures that all
network participants have the same copy between them and share the same state without
the need for a centrally governing, unifying authority to determine which transactions
are valid and which are not. Once a block is added to the ledger, it will not be deleted
nor modified, since the main characteristic of the ledger is that it is tamper-proof. If
anyone attempts to modify the block or swap it out, the hashes of the previous block
will also change, which will lead to an error state during the consensus process. When
the error state is reached, other network participants will not receive any new blocks
unless the problem is solved by discarding the block that caused the error, and the

consensus process will be repeated again, according to Zheng et al. [35].
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Blockchains can be classified into two platforms: permission-less blockchains
or permissioned blockchains, according to Meng [36]. In permission-less blockchains,
also called public blockchains, any network participant can conduct transactions and
participate in the consensus process. Examples of permission-less platforms are Bitcoin

by Nakamoto [29], Zerocash by Sasson et al. [37], and Ethereum by Wood [38].

2.3.2 Validation Algorithms

The development of decentralized architecture and edge computing remains a
main issue needed to be discussed. Determining which blockchain platform will be used
is perhaps the most important part of the consensus algorithm. There are four standard
protocols for blockchains which are used to arrive at consensus, according to CERP-
[oT [39] and Wright et al. [40]:

* Proof-of-work (PoW) algorithm: The main innovation by Satoshi Nakamoto is
doubtless the proof-of-work algorithm, which is used to solve the problem of double-
spending (e.g., in Bitcoin, spending the same money twice). PoW requires network
participants to perform some work that will simplify the work to the network. For the
block to be accepted, it should solve the puzzle, “guess the zeros,” which is generated

by the network to be solved in a specific time. The miners that don’t solve the puzzle
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will try to guess the new puzzle. In general, proof-of-work always accompanies public
platforms because though it consumes lot of power to compute, it is also the easiest
algorithm to verify, according to Zheng et al. [41].

* Proof-of-stake (PoS) algorithm: This method uses another way to achieve
consensus. Instead of solving the puzzles of PoW, the creator of a new block is chosen
in a deterministic way. Depending on the number of stakes, there is no block reward,
and the miners take the transaction fees. This algorithm allows for the building of a
trusted and distributed network with high-stake node (loyal node), as explained in [42]
by Borge.

* Practical Byzantine fault tolerance (PBFT) algorithm: PBFT is a replication
algorithm that can handle up to 1/3 byzantine replica attacks and is used to build
consensus in blockchain systems; it is just one of those possible solutions. Among all
other algorithms, it requires less effort than others, according to Lamport et al. [43].
Three examples of blockchains that depend on PBFT for consensus are Hyper-ledger
by Hyperledger Project [44], Stellar by Mazieres [45], and Ripple by Schwartz et al.
[46].

* Delegated proof-of-stake (DPoS) algorithm: To achieve consensus, it uses a
reputation system by preventing non-trusted nodes from participating. The trusted
nodes can create blocks but cannot change the transaction details. However, they can
also prevent non-trusted nodes from being included in the next block, according to

Sankar et al. [47].
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2.3.3 Limitations of Blockchain

The core benefit from blockchain is that it uses a decentralized database to be
directly shared without a central authority. However, some researchers have pointed
out that blockchain has some real challenges that need to be overcome:

* Scalability: Scalability is one of the principal criticisms of blockchain.
Because of the blockchain’s inherent decentralization platform characteristic, each
network participant processes the transaction and maintains a copy of the entire state,
according to Conoscenti et al. [48]. In fact, the blockchain gets weaker as more network
participants are added to its network because of the inter-node latency that
logarithmically increases with every additional participant node, as explained in [49]
by Huumo.

» Storage and bandwidth: As the blockchain increase in size, the storage
requirement cryptographic proof also increases the bandwidth and power needed by the
network's fully participating nodes. It becomes somewhat difficult for the few nodes
that can provide resources for blocks, which leads to the risk of centralization,
according to Zyskind et al. [50].

» Fees: In each block, several transactions are bundled and then checked by
miners. This means more jobs will be validated for miners by increasing transactions,
meaning higher transaction fees as well, according to Buterin [51].

» Data privacy: Blockchain data is shared by everyone on the system
intrinsically. This level of openness is not always a secure way to store data, as
discussed in [52] by Aitzhan et al.

» Network size: It requires a large number of nodes knowing that each user is a
node, which means that the bigger the network is, the stronger it responds to attacks

while the risk of internal defects remains. Specially in IoT devices, the size really
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matters. Moreover, it does have a physical limit, since all the data needs physical
storage, according to Karame [53].

However, the growth of blockchain still hits bottlenecks and impediments at present,
which prevent it from being used as a generic platform for cryptocurrencies across the
globe. So, the IOTA comes as a next generation of blockchain to solve the drawbacks

of this technology with different infrastructure as explained.
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CHAPTER 3: IOTA MODEL

3.1 Overview

Internet of Things Applications (IOTA) is a cryptocurrency distributed open-
source ledger that will be the foundation for the growing technological concept known
as the Internet-of-Things (IoT) and aims to mark the age of the machine economy, as
is explained in Popov’s white paper [54]. IOTA is doing this by applying its new and

innovative tangle protocol.

3.2 IOTA History and Evaluation

The evolution of IOTA began in 2015. Marked as a “third-generation
cryptocurrency,” IOTA was launched by David Sonstebo in 2015, and all tokens were
issued by the end of the year. By 2017, the tokens had been used for beta-testing [54].
Rumors swirled that all tokens were seized by the community that established the IOTA
Foundation, a non-profit organization seated in Germany, while the developers got
nothing [55].

The number of devices to be connected to the network will reach 20.6 billion in
the coming years [6]. According to experts, this type of network fits perfectly with
IOTA’s original purpose: to be a means of data transfer. The data are pre-mined and
inseparable, and to be able to use the network, users do not need them. A total of
2,779,530,283,277,761 tokens are in circulation at this point.

There is no other cryptocurrency that has the strength of micro-transactions as
of today. Micro-transactions (i.e., sending small volumes) became a substantial part of
the internet once they were resolved by IOTA developers. In 2016, massive investment
in this project was made by Outlier Ventures Capital Project [56].

A huge advantage is that no fees are required for this cryptocurrency, regardless

of the size of the transaction. Nodes are motivated to be involved in the creation and
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confirmation of other node transactions. The system uses a weight mechanism to avoid
hacker attacks and spam. All transactions are confirmed in terms of their weight. The
weight corresponds to the amount of “work™ invested in a transaction by each node.
Unlike other cryptocurrencies, IOTA has always primarily focused on the
Internet of Things. This global concept includes network elements such as medical

systems that can communicate with data and can be monitored and remotely controlled.

3.3 Advantages of IOTA

The idea of IOTA stands out from other technologies because of its scalability.
This next-generation technology will certainly go way ahead in terms of its robust
architecture, which is much more sophisticated than other distributed ledger
technologies.

* Distributed Ledger Technology: IOTA is an open-source cryptocurrency
created for IoT projects seeking to build a distribution ledger for the Internet of Things,
different from most of other cryptocurrencies, which use blockchains technology to
store transactions. A distributed ledger is a database that can store and updated
independently by each node in a large network. The broadcasting is unique, where the
transactions are not distributed to various nodes that govern by a central authority but
instead are independently built and held by every node. Each node on the network
validates two previous transactions, and the majority must come to a consensus. The
main idea of IOTA is the ability to communicate through a tangle graph, which gives
the advantage of establishing secure, fully authenticated, and tamper-proof
communications between the IoT devices and sensors [57].

* Micro-transactions and Zero Fees: IOTA provide real-time micro-transactions

as well as an ecosystem that is ready and flexible for scaling with no mining and no
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blocks. The security and consensus of the network are maintained by all the nodes that
are attached to the network and generating transactions. Micro-transactions are enabled
for the first time in tangle technology, which gives developers new business
opportunities for their applications in IoT devices. Besides transferring money between
users, IOTA allows the transfer of transactions between IOTA devices to request a
service. To implement this service, you need to pay for the data with a small value of
IOTAs, which is called “micro-payment.” Zero fees for each transaction is another
interesting advantage that comes with IOTA, as there is no requirement to pay miners,
which is a purposive accomplishment in the tangle technology [58].

* Scalable Distributed Ledger: There is no limit to scalability. Each transaction
requires the sender to verify two previous transactions on the tangle in order to
broadcast to neighbors, so more transactions can be confirmed as the number of users
sending them increases, which makes IOTA scale proportionally to the number of
transactions. Also, IOTA can achieve high transaction throughput: Even if more IOTA
transactions are created, the confirmation rates will become better, as explained by

Martin et al. [59].

3.4 How IOTA Works

IOTA cryptocurrency is based on the tangle technology, just as Bitcoin and
Ethereum are based on blockchain. The Direct Acyclic Graph (DAG) of the tangle
differs in several key aspects from the blockchain. The tangle uses a ledger in the tangle
protocol to store transactions. These transactions are connected via edges, which
represent validated transactions within the tangle network. The rule of the tangle is to
validate at least two previous transactions before a new transaction that takes place on

the network can be validated.
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The procedure for validating transactions in the tangle network differs from the
procedure carried out in the blockchain network. There are no miners on the tangle
network in the same sense that Bitcoin miners are made available. Each user who
operates on the tangle network is, instead, a miner. In sending x IOTAs onto Bob’s
mobile phone, Alice performs an order to verify two previous transactions with a proof-
of-work calculation. IOTA uses Hash-cash as a test algorithm, but with considerably
less difficulty. This allows the tangle network to join regular devices such as Alice’s

mobile telephones, internet routers, and laptops.

3.5 The Tangle

We must learn what computer scientists call a “directed acyclic graph” in order
to understand the tangle. A “directed acyclic graph” is a group of vertices (squares) that
are linked by edges (arrows) without forming a loop. Figure 4 is a directed diagram

example:

Figure 4 Directed acyclic graph

A directed graph is a data structure behind IOTA that holds transactions in the
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“tangle”. Figure 4 shows each transaction as a vertex. The first transaction created,
called the genesis transaction, is the one on the left, and the latest transactions are
located on the right. The transaction with no approvals is called the tip which is marked
with a gray square. If a new transaction is included in the tangle, two previous
transactions will be selected for approval, and two new edges are added. In the above
example, transaction 5 validates two previous transactions ‘number 3 and 4’
(unapproved transaction tips). Transaction number 5 is a tip in this example, as no one

has approved it yet.

3.6 Tip Selection Algorithms

Two tips must be selected for approval for every incoming transaction. It is
extremely important to choose the two tips to be approved, and it is essential for IOTA
to function appropriately. Although there exist many algorithms that can be used for tip
selection, we will start with the simplest of them:

* Uniform Random Tip Selection Algorithm: For each incoming transaction, all
transactions that are not currently approved will be considered and could be selected
for approval. We simply select two of them randomly. But this will raise a serious
problem: lazy tip approval. A lazy tip validates old tips rather than recent ones. It is
lazy because it doesn’t keep the state of the tangle up to date and only diffuses its own
transactions based on old data. This issue will not help the network, as there is no
confirmation of new transactions. In the example shown in Figure 5, transaction 14 is
a lazy tip because it has approved transaction 1 and transaction 3, which are quite old
transactions. In this example, because of the unweighted walk, transaction 14 is being

randomly approved as any other transaction.
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Figure 5 Lazy tip example

This issue needs to be addressed, but at the same time, we cannot strictly let any
new transaction accept only the recent tip transactions because this would counter the
concept of decentralization. We need to work on a solution to discourage the lazy walk
so that the lazy tips won’t be selected.

» Random Walk Algorithm: Selects two unapproved transactions (“tips”). One
thing this algorithm needs to address is avoiding lazy tips when selecting. We will
accomplish this by using a favourite strategy, wherein we will be partial in choosing
the lazy tip in such a way that it will be ignored during the random walk. The calculation
of cumulative weight will give us the real picture of how important a transaction is. As
we will be biased in selecting the transactions, we will try to walk toward the transaction
with the heaviest weight only. This algorithm is best for avoiding laziness. In our
example shown in Figure 6, we calculate the cumulative weight of transaction 3. It has
a cumulative weight of 5=1+ 1+ 1 + 1 + its own weight (1). Transactions 7, 8, and

10 are indirect transactions, while 5 is the direct transaction.
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Figure 6 Cumulative weight example

» Super-Weighted Random Walk: Here, we need to halt for a moment to
understand if we really need a random walk, as we can create a super-weighted random
walk, where we can pick the heaviest weight transaction at each crossing with less

probability involved. Then we’ll get a situation like the one shown in Figure 7:
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Figure 7 Super-Weighted random walks

The squares in gray are the tips, which have no approver and won’t be approved
in future. This is the effect of the bias strategy where we were partial in our walk. This
will leave a large percentage of tips stagnant, and it will leave behind many of the tips,
which will never be approved in the future. The forgotten tips will be side-lined around
the schema. We need a strategy with a parameter o, which determines the importance

of the transaction according to its cumulative weight, rather than being partial at any
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junction.

3.7 Transaction Rates, Latency, and Random Walks

The transactions are not evenly spread out over time, but some periods are
“heavier” than others. This randomness is attained by using a Poisson point process to
structure how transactions arrive.

The Poisson point process model is very common for analyzing how many
customers walk into, for example, a hospital in rush hours or how many requests are
sent for ambulances in a given period of time. Some transactions, as can be seen in
Figure 8, arrive at almost the same time (Transactions 4, 5, and 6). There is a long delay

between transactions 6 and 7.

Figure 8 Applied Poisson Point model on tangle

The Poisson point process help us to determine that the average rate of incoming
transactions is constant. Per this method, the constant § gives us the probability of
patients visiting a hospital during a given period of time. As an example, if we fixed 3
=4 and the number of transactions to be 200, the total execution time will be about 50-

time units.
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3.8 Approvers, Balances, and Double-spends

In the above sections in this chapter, we explained random walks, DAG, and
other tip selection methods. Now, we will discuss in monetary terms what it depicts
when we say that transaction A validates transaction B.

Each transaction is in form of “Alice paid Bob 50 [Mi].” It is the validator’s job
to make sure that Alice really had those 50 [Mi] in her account to give.

Discussing Alice and Bob further, consider the example shown in Figure 9. The
rectangle here represents a transaction. The blocks inside the rectangle have the current
balance in Alice’s account and current balance in Bob’s account before and after the
transaction. We see that before the payment, Alice had 50 [Mi], which she paid it to

Bob, after which Bob has 50 [Mi] and Alice has none.

Alice gives Bob 50 [Mi]

Alice: 50 [Mi] Bob: O
..*

Alice  Alice: 0 Bob: 50 [Mi] Bob

Figure 9 Example of Alice gives Bob 50 [Mi]

Finally, someone announces that Carol needs to send his own payment. He
executes the tip selection algorithm, and the results show that he needs to validate
Alice’s transaction. He will make sure that Alice really had the 50 [Mi] she spent. Carol
must be cautious about the fact that if he approves a malicious transaction, his own
transaction will be in trouble and never be approved!

So, Carol should check all the transactions that had been validated directly and
indirectly by Alice’s transaction, all the way back to the genesis. The list that ends up

with:
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Genesis creates 60 [Mi]
Genesis paid Bob 10 [Mi]
Genesis paid Alice 40 [Mi]
Genesis paid Carol 10 [Mi]
Bob paid Alice 10 [Mi]

This is only one option; any list that finishes in Alice’s account with 50 [Mi]
and Bob’s with 0 is acceptable. Also, in order to ensure they are not less than zero,
Carol must monitor all other accounts in the system: If any balances of the previous or
following sections are negative, its transaction shall be invalid.

Now, let’s look at another scenario, as shown in Figure 10, where Alice pays more

IOTAs than she has in her account:

Figure 10 Example of Alice gives Bob 100 [Mi]

Alice gives Bob 100 [Mi] even though she only had 50 [Mi]. Alice’s transaction

will be disapproved because of the negative balance. Now, if we validate two previous

transactions rather than one, shown in Figure 11:
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Figure 11 Example of transaction with two approvals

Bob verified Alice’s transactions, because she has enough balance in her
account to pay both the transactions without her balance going negative. If we take the
scenario shown in Figure 12, where the total is more than she has, then Bob cannot

validate both of Alice’s transactions, because the total goes negative.

Figure 12 Example of invalid transaction

Alice has 100 [Mi], which she pays to both Bob and Carol. But this is obviously
a problem: Both transactions cannot be treated as valid. We cannot have an upcoming
transaction with tangle terminology that will approve them both, as it will end up with
Alice’s account having a negative balance.

The last scenario discusses the double spending problem, where Alice spends

her money twice, as shown in Figure 12. Here, Alice still follow the protocol, because
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she had sufficient balance for each transaction. It may be that by mistake her transaction
sent twice and she did not even mean to double-spend. However, create two branches
in the tangle that cannot be agreed. This creates a confusion for honest users in which
branch should they follow and validate?

The solution of double spending problem is the weighted walk that we discussed
above in this section. Finally, one of these branches will have more weight and grow

more than the other, and the lighter one will be ignored.

3.9 Masked Authenticated Messaging

IOTA is the first distributed ledger, free transaction architecture designed for
Internet of Things or Web 3.0 to allow devices to communicate securely and
autonomously. IOTA uses a gossip protocol in its core to spread transactions across the
network. This method allows for efficient dispersal of all data with enough weight on
the tangle. These transactions can contain an amount or information sent by a sensor, a
car, or an application installed on your phone, allowing any person’s small jobs,
microscopic data, and nano-payments to flow around the globe. An IOTA user is always
able to publish a message. It only makes a lightweight calculation for proof of work to
let the data spread through the tangle (this is required to prevent network spamming).
If the channel ID (= address) is heard by nodes in real time, when the subscriber reaches
the subscriber’s node, the message is received (gossiped through the network).

These messages may be large, but a heuristic assessment will show smaller
messages with a higher data integrity potential. Other concepts which would be very
useful in MAM include remote control transmission and update orchestration.
Because these MAM transactions are stored inside the distributed ledger, they both

contribute to the network’s security through a help in calculating the hashing power and
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benefit from the network’s data integrity properties because other businesses still
reference them indirectly. MAM covers the application layer of the network layers, as

shown in Figure 13.
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Figure 13 IOTA network layers

In order to sign the digest of an encrypted message, MAM uses a Merkle tree
signature method. The root is used as a channel ID for this Merkle tree. Each message
covers the root of the next Merkle tree, given that a tree only persists for a short period
of time. Because previous trees are not mentioned, a forward secrecy element could be
added to a channel.

A one-time pad is used to encrypt all the messages, each of which contains the
channel ID and the key’s index that used to sign the message for its encryption. A
reversible encryption key may be used as a supplementary nonce. The resulting hash is
signed with the private key of one of the leaves. The encoded payload, the signature,
and the siblings of the sheet are then released to the network, which can be found and
deciphered by anyone who knows the symmetrical key.

The message is authenticated during use of the MAM stream by validating the signature

and checking that the signature is one of the leaves of the tree, and then it is revealed.
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The entire message is deemed invalid if the signature check fails.

3.9.1 Privacy and Encryption Modes

The MAM method can be used to monitor the state and access in several
different ways. Here, I will describe some of those forms that offer nuanced MAM

applications far from a simple encrypted message stream.

3.9.1.1 MAM Channel

MAM also has a channel like YouTube where owners publish, and
viewers meet. Viewers can subscribe to the data available in the channel, which
the channel owner publishes. This ownership is secured by seed in tangle. Seed
has every right to privacy and property.

* Public Mode: The Merkle tree root in public mode uses the root as the
transaction address at which the message is published. A random user can then
decrypt a message by using the message address. This mode is like amateur
radio. It can be used by a device or individual for public announcements, but
you now have the added immutability and data integrity properties.

As shown in Figure 14, NextRoot is the next message connecting
pointer. When one generation’s masked message is decoded, the unmasked
message includes NextRoot, which is used by requester to find the next-
generation message on the channel. Simply put, it’s as if you find the key to
open the second generation in the first generation. Once again, one could trace
all messages from the channel’s genesis on the chain. However, if the middle
generation is given to you, you can only decrypt and start reading from that

middle point, you can’t trace past messages back.
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Figure 14 Public mode

* Private Mode: Private mode may be used for encoded or private
streams that are not intended for public use. The Merkle root hash is used as an
address in private mode. This prevents random users from decrypting your
message if it stumbles because they cannot obtain the root from the hash. This
makes a MAM data stream readable only by those who have the root. This mode
is more similar to an encoded radio stream, everyone can see it, but only those
who have the root can decode it. Private mode is useful for private
communication between owned devices.

* Restricted Mode: Restricted channel adds an authentication key to
private channel. The address used to attach to the network is the hash of the
authorization key and the Merkle root. A message publisher could stop using
the authorized key without changing its Channel ID (that is, the Merkle tree),
so access could be revoked from subscribers if desired. When a key change
event occurs, the new authorized key needs to be distributed to the parties that
are allowed to follow the stream. In other ways, it is the same as public mode.
The only difference is that sideKey is used to decrypt masked messages, as
shown in Figure 15. People without sideKey can find a message’s location with

the root but can’t understand what’s loaded there.
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Figure 15 Restricted mode

3.9.2 Message Chain

As with many other cryptos in IOTA technology, nodes can send arbitrary
messages with the transactions. But for IOTA, it restricts the sender to only attach one
message at a time, and one cannot publish successive related messages in an arbitrary
context.

For example, if you want to send the current heart rate data every 5 minutes,
you must send each message at the same address without MAM. Since the nature of
DLT, including the tangle, is reachable by the public, it is easy for attackers to recognize
the address that making the updates every 5 minutes and interfere with it with spam
transactions. If you decide to change your address each time you send new data, you
should keep in track all the addresses used. And controlling them is relatively expensive
in terms of online data storage.

However, we can keep our channels safe from any disturbing spam transactions
with the message chain and thereby free ourselves from cumulative address
management.

MAM sends each message from a different address. Older messages always lead

to new ones in this message chain, from one generation to the next. Its flow is in one

37



direction.

3.9.3 Basic Structure of MAM Bundle

The MAM bundle has two sections, the signature section and the MAM section,

the details of which will be explained later in this chapter. Their data is saved in the

bundle as a signature fragment of transactions. The signature is used to check the

ownership of MAM and therefore its validity. And the address is where the actual

masked message is being stored and is hashed from the root, as shown in Figure 16.

MAM Bundle

Security level 3

Transaction[0] Transaction[1] Transaction[2]

Transaction[3]

Address=ABCDEF ..... AR EES=ARERIEF o Address=ABCDEF ...

signatureMessageFrag= :f“if“;e”':“age”ag;g signatureMessageFrag=
MerkleTreeSignature(1/3) S g A 25 MerkleTreeSignature(3/3)

Address=ABCDEF .....
signatureMessageFrag=
Actual masked message

Signature Section: security level*2187 tyrtes = 6561

MAM Section

Figure 16 MAM bundle

3.9.4 Private Key and Digest

The seed is an arbitrary string of 81 trytes, which users can freely choose.

However, the private key isn’t the same, it’s just a result of complicated seed hashing

calculations. The digest is the next private key by-product. Figure 17 shows what is

happening.
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Security Private Key [security*2187 trytes] Digest [security*81 trytes]

1 ABC...YUI RET...IWE
2 ABC...YUI SED...RWE RET...IWE MYU...LXA
3 ABC...YUI SED..RWE NEQ..FSW RET...IWE MYU..LXA XWD...BEA

Figure 17 Security, private key, and digest

The higher the security, apparently, the longer the length. And just what has
changed is added to the next chunk by changing the security level. There is a partial

overlap between different security levels in the private key.

3.9.5 Ownership of Channel

To prove ownership of the channel, so that only the actual publisher can publish

in his or her channel and keep the message chain from being edited, a signature is used.

3.9.6 Publish Masked Message

At this point, each section of publishing will be explained separately for ease of

understanding:

3.9.6.1 Publish Root

Root address is the Merkle tree’s root address. To know this root
address, we need to construct the Merkle Tree. And the seed is used for the
creation of Merkle tree. The Merkle tree has start and size integer parameters.

These represent the index of addresses generated from the seed. Also, when we
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Figure

generate addresses, we take the index as one of the parameters (seed, index,
security). As shown in Figure 18, A, B, C, and D, are index keys with values
equalto 0, 1, 2, 3, respectively. And A’, B’, C’, and D’ are all the hash of private
index keys, which represent the addresses. Then, the process will continue to
hash the address up to the root, then start to combine the pairs of hashes to
narrow them down to get to the root. We cannot get back from the root.

Now, we got the root. This root is used directly in public mode as the

MAM address; while in other modes, address = hash(root).

Seed = Private Key “seed, index, security”

18 Merkle tree’s root

3.9.6.2 Publish MAM Section
The MAM section consist of masked message that the publisher is about
to publish his message, and the arbitrary-length ASCII code string. But it must

be converted to tryte and stored as a tryte message before it is attached.

3.9.6.3 Publish MAM Section — Next Root
To post a message chain of masked messages of one generation, two
Merkle trees must be created. The first Merkle tree is for the current generation,

and the second one is for the next generation, as shown in Figure 19.
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Current Root (Genesis Generation) Next Root (First Generation)

Figure 19 Publishing of next root

3.9.6.4 Publish MAM Section — Branch Index
The branch index is selected from the leaves’ indices of the current
generation’s Merkle tree. In the illustration shown in Figure 20, the branch

index will be index 0, 1, 2, or 3.

Root
/ HH(A"E)H(CD")) \
H(A"B") H(c”D")
A" 5" P o
=H(A") =H(B’) =H(C’) =H(D’)
T T T T
N B o o
=H(A) =H(B) =H(C) =H(D)
(Address) (Address) (Address) (Address)
r- A B Cc D ]
Branch Index | [0] [1] I2] [3] |
e e e e e e e e — —

Seed 2 Private Key “seed, index, security”

Figure 20 Publishing of branch index

3.9.6.5 Publish MAM Section — Siblings
As shown in Figure 21, if we assume branch index = 0, from the address
(A’) we can obtain the root without knowing all other leaves B’, C’, and D’. In

leaf A’, B” and H(C”’D”) are required to find the root. Those B” and H(C”’D”)
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are named siblings of A’. Different branch indices have different siblings

according to them.

Root
WA
/ 'G\/- R
H{A"B") § | HlcDY) \
'.“h“‘“;/ -~ -

C =7 27N
ar B | o
= H[&) h =Ht51 L~ =H|C’) =H([D")
T T T T
I [3 c o
=H(A) =H(B) =HIC) =H[D)
(Address) (Address) {Address) (Address)
1 T
Branch Index = 0 A B c D

[0] [1] [2] [3]

Seed 2 Private Key “seed, index, security”

Figure 21 Publishing of siblings

3.9.6.6 MAM Completed

In the MAM section, the message trytes consist of NextRoot, siblings,
and branch index. These message trytes are encrypted with the root if they are
in the public mode or encrypted with the sideKey if they are in restricted mode.

Figure 21 is an example of the restricted mode encryption section in MAM.

Message Trytes

e
| Branch index =0

O e e e e = - - -

| Siblings of branch index = B* and HIC” D) o

- T T T T A |
1 Message = myMsg 1 Encrypted with

Side Key
—_——————— — — — = = =
1 Next Root

Figure 22 Restricted mode encryption section

3.9.6.7 Signature Section — Signing

As mentioned earlier, publishers add their signatures to the bundle to
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check the validity of the MAM section. The signature is located inside the
message fragment, and the transactions are named in the signature section inside
bundle. The signature of the masked message is a private key that created from
key (seed, branch_index, security). The messageTrytes of the MAM section is
the signed data. The signing process consists of the following points:

1) Create a private key from the seed

2) The length of private key = security * 2187 [trytes].

3) Private Key is partitioned into N segments, where N = security * 27 [trytes].
So, each segment would be 81 [trytes].

4) Each segment is hashed 26 times.

5) Hash all segments in their entirety. The product is known as the digest. Every
chunk of 27 segments is hashed and concatenates everything precisely. There
are thus two chunks for security = 2, each containing 27 segments, thus we have
segments from 1-27 and from 28-54. They are separately hashed to produce
two 81 [trytes] digests, then concatenated to obtain one final 162 [trytes] digest.
6) Hash the digest once. The product is called the address, as shown in Figure

22.
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Length = 81 Trytes I

Length = 81 Trytes
[ _Segment 2’ |

| Hash() Di Hash() |—Address |

I : - ABCD.... HIKL.......
G | Segmenti’ | (81 *security trytes) Length = 81 trytes

Length = 81 Trytes

Hash ()

Length = 81 Trytes | <

1 Private key

1 Length 1
2187 * security Trytes
e — — — I

Figure 23 Generating address from seed

3.9.6.8 Multi-sig

Multi-sig only differs in the length and creation of the signature. If large
amounts of money are transferred, especially those involving exchange security,
it is worrying that only one seed is responsible for the transfers. Multi-signature
transfers are sent securely by requesting multiple co-signers. Although multi-
sig transfers are created differently from ordinary individual transfers, they
appear to be the same when attached to the tangle, and people cannot distinguish
between multi-sig attached transfers (= bundle) and others. The address
generation in multi-sig is the same as the basic address generation mechanism

described in the previous section.

3.9.6.8.1 Multi-sig Address

Figure 24 shows an example of a multi-sig mechanism where Alice and
Bob want to create an account for their balance. Neither knows the other’s own
unique seed. First, they create the Multi-sig Address, which looks like 81 trytes
to any tangle viewers, but which is generated differently. In this case, two
digests, one for Alice and one for Bob, are used when generating a multi-sig

address (of two people). They can select their own index and security level
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individually and then submit their own digest.

{‘- -. ---------- \I ir‘- ---------------------- [ ] ) \‘

: deLO. AVSD...VDSDX | ! VFDS..VDSAX || CSDF...QWRS || BFDA..HTDF ‘Mw :

| Security=1 : I -0 Security=3 |
Bob | Alice |

'. I\

| Y - - e e e e 4

Digest = 1*81 trytes= 81 trytes Digest = 3%81 trytes= 243 trytes

Figure 24 Generating multi-sig address

Be aware that you can share your digests publicly. But, like always,
never share seeds. They can combine the two digesters submitted for a longer
digest. The new digest appears as a security digester with value equal 4. Then,
the digester must create an address using the same method as used in ordinary
address generation. Remember that the final address always has 81 trytes,
regardless of how long the original digest is. This is a multi-sig address. In short,
two different digests, each created by two separate seeds, are seen as one digest.
And from the digest the address will be generated. You can generate an address

that requires more than two co-signers if you concatenate more than two digests.
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Address [81 trytes]
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Figure 25 Combining two digesters

3.9.6.8.2 Signing Multi-sig

Assume we want to send from a multi-sig address. Sending from a multi-
sig address is just the same as ordinary sending, except that sending from an
ordinary address requires a single signature, while a multi-sig address literally
requires multiple signatures. Multi-sig is produced with the private key itself.
This process is no different from the normal signing procedure described in this
thesis. A bundle hash (normalized hash of bundles) is generated by signed data.
Co-signers create the same bundle hash signature. Let’s assume that we are
sending x [Mi] IOTAs from a multi-sig address “XYX...” with y [Mi] IOTAs
total balance to the address “ABC...” of a receiver, as shown in Figure 26. The
change of balance used to receive the change is not automatically generated by
a multi-sig transfer, as one needs to have several digests from different
individuals to produce the next address. So, we have to make sure all the next
digests with the next index of co-signers are ready to create the next address
before transferring the multi-sig address input. We can also choose any ordinary

address if we no longer need our modification to be sent to multiple numbers.
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Now, we have the signatures of two co-signers. In Figure 26, Alice’s
signature is 6561 Trytes and Bob’s is 2187, so Alice has Security equal to 3. In
total, four signatures are stored in the bundle object “8748(6561 + 2187)
Trytes.” Four comes from 8748/2187, where every signatureFragment is 2187
Trytes for one transaction object. And the order is important because Alice’s
digest is before Bob’s digest, so the bundle should be signed into the order. For
the actual tangle, viewers cannot distinguish between security equal to 4 from
two multi-sig co-signers (security equal land 3) and security equal to 4 (two

security equal to 1 and a security equal to 2) from three co-signers.

T N T ®
[ 1 |
: M’ AVSD...VDSDX : ! VFDS...VDSAX CSDF. BFDA_HTDF Index=1, !
\ Security=1 il o b =S : Security=3 ! Bundle Hash
\ Bob ) ! Alice ! b =
e N e _____C 7 foutput: ABC ..
I'»'alue X Mi IDTA
Signature (2187 Trytes] Signature [6561 Trytes] (h';p;‘t Xzo T T N
____________ N e e P PP
(- 1 Y, | value: Y Mi 10TA
I 1 —_—_—_—_—_—_—_—_—_-.'\
I | dl‘:‘ 1 I
[ index0__, | W= 1! | noresore || necvosven || orsworun | ( Change: ASD ..
I Securlty' 1 I | Srecum\,I 3 | Value: Z Mi IOTA
'l Bob ) I 1/3 7 2,"3 F 3}‘3 nh:9| | Pttt o B
- \ ————————————————————————

Figure 26 Signing multi-sig address

3.9.6.8.3 Validate Multi-sig Address

On the tangle, it seems as if the multi-sig bundle created from the single
signature is attached. Only the length of the signature part is different. The
multi-sig bundle of people whose security equal (1, 3) may be validated as one
signature bundle of security equal to 4 (1 + 3) when validating, where a different

level of security creates a different length of the signature (security level x 2187
Trytes).
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3.9.7 Fetch Message

To get a masked message, root and sideKey are needed in the case of restricted
mode, or only the root in the case of public mode. First, find the root’s address and
search for the address bundle. Then, use method to decrypt the messageTryte that is
found in bundle’s MAM section. The decryption key in public mode is the root itself;
in restricted mode is the sideKey. Now, we have several messages (decrypted data,
NextRoot, siblings, and branch index). The next step is to check the decrypted
message’s validity by using the section of signature to verify the messageTryte of the
bundle’s MAM section as signed data. The process of validation was already discussed
in the previous section. After the validation process, the address you get is the leaf
address of the branch index of the Merkle tree, which is combined with the siblings to
calculate the tree’s root, called the temporary root. If the temporary root is the same as
the given root, this decrypted message is a valid channel message. If not, the owner (=

seed owner) will not publish it.

3.10 MAM Conclusion

Masked Authenticated Messaging method is the most powerful module in [OTA
and opens a new area of use in IOTA technology use-cases. The security and control of
data integrity is a required for such things as data markets, fog analysis, verifying the

supply chains, insurance company services, etc...
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CHAPTER 4: CASE STUDIES AND EVALUATION

4.1 Overview

To model the functionality of IOTA and its behavior, I captured various use
case scenarios for testing the viability of IOTA. The first case study, ‘“Preliminary
Investigation in Healthcare Community”, shows the difference between two different
technologies with the same concept of decentralization (IOTA and Blockchain). The
other case studies implement the MAM technology as a second-layer data
communication protocol that is discussed in Section 3.9 with different data types (data,
images, and videos), which allows users to transmit and access an encrypted data stream

that consist of messages through zero-value transactions in the tangle.

4.2 Proposed System and Technical Details

The IOTA tangle is an important technology where its innovatory work in data
supervision and share can solve some of healthcare’s looming problems. In healthcare,
critical information is broadcasted across many nodes, and sometimes these nodes may
not be available when one requires it the most. The existing healthcare structure has
often been observed as insufficient to hold information exchange.

According to my research, one of the major things that makes the use of the
IOTA tangle revolutionary in healthcare is a weak central administrator. If the database
is stored in the physical drives of a specific system, anyone gaining access to that
system could tamper with the database. When the IOTA tangle comes up, there will be
no requirement for a central administrator, but the information will be distributed across
the nodes due to IOTA technology’s distributed approach.

Since healthcare systems interact with private patient records that requires quick
actions, and mostly works in a critical and real-time environment, the efficiency,

security, and speed of accessing records are key factors when designing any healthcare
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system. All of these factors can be achieved through IOTA tangles.

Overall, an IOTA system designed for accessing, monitoring, and storing
healthcare providers information is implemented in a laptop computer with the
following system specifications:

* Intel® Core™ 17-6600U CPU 2.60 GHz processor;
+ 8.00 GB installed memory;

* 64-bit Windows 10 operating system;

* 7.03/4.14 (Download/Upload) Mbps link speed; and
* [Pv6, among others.

Table 1 summarizes these properties.

Table 1 Operating System Properties

Property Type
Processor Intel Core 17

RAM 8 GB

System Type 64-bit

4.3 Case Study 1: Preliminary Investigation in Healthcare Community

The decentralized Tracking System is a great use case for deploying the
distributed ledger technology as a based solution that can help in streamlining the
process. Since patient records are still not used in an efficient manner by previous
technologies, they lead to procedural incurring in time and costs. Accordingly, by
executing the IOTA technology solution over blockchain technology, all the parties

included will gain the benefits in terms of time, cost, and better organization of the
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valuable medical services records.

4.3.1 Case study

First, the concerned General Doctor will open the communication link between
parties by adding them as neighbors to the list of neighbors to his node in order to
broadcast the transaction, as shown in Figure 27. In this case study, the General Doctor
sends a request to the Laboratory for the required preliminary test as per his diagnosis
for a specific patient using the patient address/seed. This address/seed is an identity for
this patient inside the tangle/blockchain. Subsequently, the Laboratory sends the test
results back to the tangle/blockchain on the same patient seed/address. Accordingly, the
General Doctor can refer the patient either to the required Specialist or to the Surgeon

for further investigation.

-.
The Tangle 7 Laboratory Physician
|
eve. @ _//'
e®°®°s L X ”
.‘ ®e, .. g L Specialist Doctor
@ 3% et
*® * o O JL
.o.... ‘oo
L) @
... [ ] \ é -
¢ 1\ Surgeon
General Doctor —1— L=

Figure 27 Preliminary investigation use case

4.3.2 Results

I applied the case study in two different DLTs: IOTA and Blockchain and
recorded the results in Table 2. The average time it takes to send and fetch a particular
transaction to/from the tangle, as shown in Table 2, is approximately 1.9 seconds, while

the average time to send and fetch a particular transaction to/from the blockchain, as
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shown in Table 2, is approximately 21.3 seconds.

The difference in the execution time of this test case between the two technologies

clearly shows that the IOTA technology is a viable as well as a feasible technology that

undoubtedly can change the operations of the healthcare industry for a better future in

terms of speedy and reliable operations.

Table 2 Comparison Between IOTA and Blockchain in Terms of Sending/Fetching

Transaction.
Trial No. IOTA Execution Time (sec.) Blockchain Execution Time (sec.)
1 3.7 52.0
2 2.4 13.0
3 2.0 9.0
4 1.8 11.0
5 2.2 32.0
6 1.3 27.0
7 1.1 10.0
8 1.2 15.0
9 1.7 21.0
10 1.5 23.0

Figure 28 shows the huge difference between the two technologies in one

plotted graph.
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Figure 28 Comparison between IOTA and blockchain

Also, Table 3 shows the difference in terms of cost, where the Ethereum

transaction involves a transaction fee of 0.01 USD based on the last reading on 5 April

2019.

Table 3 Comparison Between IOTA and Blockchain in Terms of Cost

Cryptocurrency Cost (USD)
IOTA 0
Ethereum (Blockchain) 0.01/transaction
Bitcoin (Blockchain) 0.44/transaction

As discussed in Chapter 3, the tangle is built on a DAG data structure, which
means that instead of constructing a chain of blocks where blocks are added after
collecting a number of confirmations, the tangle can achieve transactions with no

transaction fees. Also, as the tangle grows and more users perform transactions, the
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entire system becomes faster and more secure. Further, a consensus in Blockchain is
achieved through a very complex mechanism whereby parties are competing with each
other and the goal is to add the next block to the Blockchain to win the reward, which
in this case is requires some transaction fees. This mechanism involves the client server
approach of blockchain technology, making it dependent on the specific route and
database (centralization). When it comes to IOTA, instead of having everyone
competing to generate a new block on the blockchain to win the reward, IOTA allows
every participant in the network to actively participate in the consensus by letting every
node reference two previous transactions directly and indirectly access the sub-tangle.
All of this allows IOTA to have concurrent validation and keep the network

decentralized. This also allows for no mining and no transaction fees.

4.4 Masked Authenticated Messaging Case Studies

Given that MAM 1is a lightweight protocol for data transmission over a
distributed ledger, used for broadcasting sensitive data. A system that could transmit
different types of data from wearable devices and unwearable devices using the MAM
method was implemented. Finally, the MAM JavaScript wrapper was used to populate
the MAM dataset structured in JSON format.

Every use-case was configured to spread data through a restricted MAM mode
with sideKey that could be defined by a patient. If a patient would like to give
permission to the doctor(s), he could share his channel keys with them. In return, the
doctor could request the associated data stream(s) from the tangle. If a patient would
like to cancel the access to his channel, he could simply change his MAM channel’s
sideKey and share it to his healthcare provider. In the following sections 4.4.1, 4.4.2,

4.4.3, and 4.4.4, four different case studies of the MAM method are presented.
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4.4.1 Case Study 2: Broadcasting and Retrieving Blood Pressure (BP) Data for
Home-Patient Tracking Through the Tangle

High blood pressure affects approximately 1 billion people and is assessed to
cause 7.5 million deaths worldwide, but about 18.5% of people with high blood
pressure are ignorant of their condition [62]. Blood pressure normally rises and falls
throughout the day, but it may lead to heart and other related health problems if it

remains high for a long time.

4.4.1.1 Case Study

I have created a clean interface using the JavaScript programming
language to view a patient’s blood pressure using historical patient data, as
shown below. This specific study allows the systolic and diastolic blood
pressure to be tracked in a real-time environment.

The MAM method fits best here, as it will save all records with their
time stamps and without any manipulation. This optimal privacy mechanism

lets the doctor easily monitor the records via the chain root, as shown in Figure

29.
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Ho messages attached

Control options

SYSTOLIC - TOP NUMBER (mmHg)
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Commands sent: 0 ‘

DIASTOLIC - BOTTOM NUMBER (mmHg)
o

Send Command

Figure 29 Blood pressure tracking interface

As shown in Figures 30 and 31, the total number of readings entered into and
attached to the tangle is 4, and the root address of each transaction is displayed in the
Doctor’s node side for the retrieval of the results. As the doctor picks the transaction
root address, he will be able to see the specific record as well as its succeeding ones.
Further in, comes a particular scenario as shown in Figure 31, in which there are four
total transactions, but the total number of root addresses shown in the Doctor’s node is
5. This is precisely due to the fact that the last address to access the future transactions

is already available.
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Blood Pressure Tracking

Historical Blood Pressure

Readings Control options
SYSTOLIC i DIASTOLIC : 13:33:39 SYSTOLIC - TOP NUMBER (mmHg)
e
stoize : brastoizc
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Commands sent: = m

Figure 30 Blood pressure with patient entries

ooking up data at: NPJVSKHAKINVSKANBOEDPSIBWPLOHBIZPEGDSRBHLFZWCFAPEI9LAPDSIKESBZU
(LOPVILOYNFQHDHLP

poking up data at: DYUNFURZDPGGONNQWLVKIWHFCNI IKSINJIXDFFBHDIQYCIJHVOSRWILFKEXQYLHZY

JACF IMVIWZXHKXCXB9H

poking up data at: HIE\.“OKUB]L\JBPUQL\JK RX9SGYEDZKGGCEYGCTXNOYXNTSOEOAIDVZUSSIWOPOGENFQ

RAEGI9TTHBVRNOIXAQZFCMIFLUDWKOMIGUUBKXDWCQVBZIUSBBEQKCYRGNPEDLR

oking up data at: IMWSYRHNGXWTKPKQNLOHOJIDHQNHBUKMIYRTWVDBPLUEZTDWI EWQKVEYHSDGSNOB
XASQPGIOFALWQILEW

Figure 31 Root address of each entry in doctor’s side

4.4.1.2 Results

This test case was run almost 10 times to validate the practicability of
using MAM to get the expected results. The findings were excellent in terms of
execution time and performance, as shown in Table 4. The average time of

sending/fetching transactions to/from the tangle was 0.71s.
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Table 4 Sending BP Records to Tangle

Trial No. IOTA Execution Time (sec.)
1 1.0
2 0.6
3 0.9
4 0.6
5 0.8
6 0.7
7 0.4
8 0.6
9 1.0
10 0.5

4.4.2 Case Study 3: Broadcasting and Retrieving Instantaneous Activity of ECG
Signals from Wearable Devices Through the Tangle

An ECG signal is a sequence of time series that clarifies the electrical impulses
from the myocardium. An ECG signal is recorded from many conductors that are
attached over the skin. Using MAM in this test case proved to be an efficient solution.
Calling the root of any transaction will retrieve the ordered sequence of all the following
transactions as a chain without the need to use an extra algorithm for ordering the ECG

signals.

4.4.2.1 Case Study
The case study of an ECG signal was programmed in JavaScript and

compiled as a JSON file. The ECG reading were stored in the same file, and the
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records were retrieved from the 12 wearable sensor patches on a patient. This
file was called every 10 seconds through the tangle, as shown in Figure 32. Each
transaction contains information of 12 channels’ readings, plus the root address,
which can be used later by the Doctor. If the Doctor uses the first root address,
the result of this test case will return the information of this particular address
and all the subsequent information that comes after this address, as shown in

Figure 33.

SENDING DATA!!

Root: ODGAFEJEWELWPEQETMIWKTRZUHAUSVSEDHCKSCZBWNENEEPHOWBEWSUNQIRES IFFRGEANQMWCESXT SAHKE

Start sending data to Tangle...

Message: ("Message":{"Sample":{"1":"576",

"4/17/201%

"m0, "GRG, "I 566", "B 560", "GN NS Egn MI0MSEEN, M1 " NS E™ F12":"566" ||, "Date

trytes: ODGAWBTCGDGDECVCTCGADBODGRECPCADDDYDTCGADEODGAVAGADR GREARR Y5 GR QR GAWAGADE GA ZARR ZAGAOR GAXA GRDB GA ZA AR R GAQAGA YA GRIB GAZAAE NAGAQAGR ZA A DBGAZARB UAGAORGA B GADBGE.

GAZAYBOBGAQAGARBGADBGAZ AYBRRGAAGACRGADBGAZAYERBGADAGAVATAGADBGALASBYBGAQAGAVAVAGADBGAL AYBY AGA)AGAVANAGADBGAZAYE S BGAQD) DOAGANBP CHDT CGADBGAYATAVA) WATRVAC

BOAFAWADBWACBDBYAZAFAZBWBGAQD

Root: LLSMWAATFRIYGEMFROZHSKWSO9JRYTASHFFGUDFY PSYXQLIDSTURXYOYNBBRVEZVENIFIYFAATQJIAJADS

Start sending data to T

Message: {"Message":{"Sample":{"1":"ST6","2":"5T3", "3";"5T2", "4 "SI, SN NSTS", "R NS TE", TN NS TA", "EI NS TA", "GnI M5 TE", M10" 15T, "1 "5 77", 12" "5T6" |}, "Date": "4/17/2018

, 2:29:55 BM"}

Message in trytes: ODGAWBTCGDGDECWCTCGADBODGABCPCADDDIDTCGADBODGAVAGADEGAZARE YBGAQACAWAGADR GATAAR KA GAAGANAGA DR GA ZA ARNE CAQAGA YA GATB GA 7AAB KA CADAGAZA CADBGA 7A BB ZA GAQA GA B GADRGA
LARBIBGR)AGAABGADBGAZAABSEGA)AGARBGADBGAZ ARBBEGAQAGACEGADBGAZ AARC BEAACAVAUAGADEGAT AR BCBGAR AGAVAVAGAD BGAZ AR BARGAAGAV ARAGADBEAZ AAR Y BGAQ DO D)ACANBP CHIT CGADEGAY AT AVARBT AWAUAVAC
BQAFAWADBWACBDBZAZAFAZBWBGAQD

Root: HNLRGTIXFNEOOSPCDGWYTOMZHOMAHRZSOZVMDHNELGXS INZRNJ IAPDQKVHDKGTUU X ZDCGIMPZ SKVEEMI

Start sending data to Tangle...

Message: {"Message":{"Sample":{"1":"575",

a","11":"577", "12":"576" |}, "Date":"4/17/2019

, 2:30:05 BM"}

Figure 32 Sending ECG records from 12 channels to tangle
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FETCHING DATA!!

Figure 33 Fetching ECG records from tangle

4.4.2.2 Results

It was observed that the time taken to store the transactions (ECG patient
data) in the tangle was the same as the time taken to call any specific record
with required appended records, as shown in Table 5. The average time of

sending/fetching ECG signals to/from the tangle in 10 trials was 0.6s.
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Table 5 Sending/Fetching ECG Records to/from Tangle

Trial No. IOTA Execution Time (sec.)
1 0.8
2 0.6
3 0.7
4 0.9
5 0.6
6 0.4
7 0.5
8 0.5
9 0.6
10 0.8

The same scenario was conducted in blockchain by Shen et al. [66] and on the
Azure cloud platform by Hsieh et al. [65]. Figure 34 shows the comparison between

Blockchain, Cloud and IOTA in terms of cost required.

Cost Required (S/month)

150000

g 100000
114043
>0000 0 9.99 2592
0 —

IOTA Cloud [Azure] Blockchain  Blockchain
[Bitcoin] [Ethereum]

Cos

Technology Type

Figure 34 Comparison in terms of cost required
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It is noticeable that IOTA has a much lower execution time compared to the
other platforms, and it is the most cost-effective. And in terms of security, it also has
an advantage because of MAM’s nature. Also, a comparison was conducted between
the platforms in terms of their scalability, as shown in Figure 35. The scalability issue
is conceptually fixed with IOTA, in that the more transactions there are, the more the

system can handle [48,63,64].

E \\
j:: ~
@ )
\{&‘4 » Py
Ay N
N .qa“%/
“u 4\9'-/
2 S O
] NS
Ly ] \\
7’ ‘\c’o‘,
7’ \\QC
rd bl
2,
7 \{Ql;)
., %
, re ‘a
|2 .7

Number of Nodes

Figure 35 Comparison in terms of scalability

Also, as shown in Figure 36, I tested the same test case for different time
intervals and found that the longer the time interval, the lower the percentage of failure
for a transaction to attach to the tangle. The y-axis shows the percentage of failed
transactions to attach to the tangle in 10 trials, while the x-axis shows the time interval
between sending two transactions to the tangle. The blue line represents the feasibility
of IOTA over time. However, a failed transaction will not come to a halt; rather, it will
immediately reattach itself to the tangle. In this test case, all the failed transactions

attached themselves to the tangle on the second attempt only, as shown in Figure 37.
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Percentage of Transactions Required to Reattach to Tangle
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Figure 36 Percentage of transactions required to reattach to tangle

Figure 37 Failed to attach message

4.4.3 Case Study 4: Broadcasting and Retrieving of Medical Imaging Services
Through the Tangle

Because of the centralized approach of client-server technology that the
healthcare community is currently following, storage space has always been an issue.
Unfortunately to make the work smooth and hassle-free requires frequent maintenance
and upgrading of the systems. This of course demands more effort and a larger budget.
Also, due to the distributed/parallel architecture of the servers laid out, the information

remains scattered, which in turn adds to the processing time for any transaction. For
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example, primary care providers, physicians, and imaging services are rarely located in
the same place, which makes it more difficult to compile and access the information
about a specific patient.

This presents a series of challenges for security and performance. Also, the lack
of a better system has even resulted in the sharing of medical images through physical
media. However, sending physical storage media by mail or in the patient’s hands poses
an obvious risk of loss or theft, which compromises the patient’s privacy. In addition,
proprietary wrappers and encryption can make the DICOM-standard files useless when
received on the provider’s side. For all these concerns, switching to a reliable
technology through decentralized systems, especially to the MAM method, could be

one of the best if not the best solution.

4.4.3.1 Case Study

Figure 38 explains how IOTA could help in storing images in the tangle
by converting images to base 64 and then applying a segmentation process that
includes N chunks. Each chunk contains 1600 bytes, as the IOTA transaction
accepts up to a 1600-byte transaction size. Each chunk of text data will be
broadcasted as an independent transaction. The root of the first transaction will
be sent to the Doctor’s node, and this particular root will help him retrieve the

rest of the chunks of data and order them into the actual transmitted image.
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Figure 38 Storing/Retrieving images in/from tangle

4.4.3.2 Results

Table 6 shows the time required to fetch an x-ray image from the tangle

and execute it. The same case study was repeated 10 times in order to guarantee

the consistency of the results obtained from this use case. This analysis found

evidence of how IOTA is viable in this sector.
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Table 6 Sending/Fetching Images to/from Tangle

Trial No. IOTA Execution Time (sec.)
1 0.7
2 0.4
3 0.9
4 0.8
5 0.9
6 0.6
7 0.5
8 0.6
9 0.7
10 1.1

The average time required to send/fetch images from the tangle,
including the process of segmentation/combination, is 0.7 seconds, which is

very efficient.

4.4.4 Broadcasting and Retrieving Activity of Video Streaming Through the Tangle

The existing video-streaming methods have incrementally increased the
expenses to store all those massive video files on servers. This is due to the fact that
these companies are using huge amounts of resources to store the data. Thus, these
companies are in real need of a solution to significantly decrease the cost incurred and
to design a robust solution for the security of the highly sensitive data. The DLT is a
good solution to tackle this issue but using the blockchain technology will not be an

effective solution to hold the video-streaming due to the long confirmation time needed
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for each block and limited computing capacity. Hence, IOTA with the MAM method

1s the best fit.

4.4.4.1 Case Study

Tangle technology using the MAM method promises to reduce these
expenses and provide content makers direct access to their income. The tangle
also pledges to provide a multitude of avenues for storing the video data and
distributed under a strongly encrypted and secure system. This case study was
programmed in the JavaScript programming language.

As Figure 39 shows, the video will be divided into frames. Each 10
milliseconds, the program will take a snapshot from the video stream, then each
frame will be converted into base-64 format and get appended to the JSON file
inside the program. This process will apply to all the content/frames. Finally,
the JSON file will contain all frames in base-64 format. A segmentation
algorithm will be applied to this JSON file, and each segment will be sent as a
standalone transaction. Foremost, when the Doctor requests this part, he will
call the first segment of the first frame; then, the inverse process will start to
compile the chunks of data together. After that, the segmentation process will
be applied to the combined string to separate the file into frames. These
segments will contain the common string that will aid in rearranging the
segment to its original form. This will happen by searching the common string
(img/jpeg;base64,). Finally, a conversion from base-64 format to images will be

processed.
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Figure 39 Storing/Retrieving videos in/from tangle

4.4.4.2 Results

Table 7 shows the execution time of fetching the frames from the tangle
and compiling them back to their original state. As shown in the table, the
average time taken to fetch all the required frames from the tangle was
approximately 2.27 seconds, which means the audited section will be received

on average 2.27 seconds later.
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Table 7 Sending/Fetching Video to/from Tangle

Trial No. IOTA Execution Time (sec.)
1 2.2
2 1.3
3 2.3
4 3.1
5 33
6 1.7
7 1.9
8 3.1
9 2.0
10 1.8

4.5 Results Conclusion

Until now, IOTA has been in its initial state of development and deployment,
but if utilized and implemented in communities that require efficiency, reliability, and

security, it will certainly revolutionize the technology of such sectors or communities.
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CHAPTER 5: CONCLUSION, CONTRIBUTION, AND FUTURE WORK

5.1 Main Conclusion

IOTA distributed ledger networks are an opportunity to overcome the
interoperability challenges that medical professionals in the electronic healthcare
community are currently facing. Along with the applications suggested by the research
results, IOTA is well positioned to tackle complex issues ranging from insurance
processing to sharing digital healthcare data in a reliable and secure manner. This is
made possible because of the nature of IOTA in using a quantum-proof cryptography
that even quaternary computers cannot break. This research could very well be the first
step toward achieving a distributed ledger based EHR infrastructure with the potential
for a reduced transaction rate, scalability, the ability to realize micropayments,

efficiency, verifiable security against manipulation, etc.

5.2 Contribution

Though the idea of using the IOTA technology in the healthcare industry is yet
in the incubation stage, preliminary analysis suggests that tangles are worth
implementing as an upcoming technology. Comparatively, the test cases run across the
platforms proved that the IOTA technology could stand against all odds in terms of
feasibility, reliability, and robust data security.

Usually, with the advent of a new technology, the focus is on its practicability
in a manner that would help in overcoming the flaws of the technologies currently being
used. I experienced the same flaws in the healthcare industry, and after thorough
research, I was moved by IOTA’s immense distributed ledger and tamper-proof
scalability. Obviously, it wasn’t easy to try a technology in its initial phase of

deployment, but it was the essence of this technology that made me explore it to its
70



fullest.
IOTA being a brand-new platform, the resources for its implementation were
quite scarce. It was an uphill task for me to get the resources intact, but my motivation

led me to explore more into the core library of IOTA, and the results were satisfying.

5.3 Future Work

Seeing the remarkable results of this technology in this phase of implementation
in the healthcare sector, I am planning to extend this application to wrap up all the

annexes of healthcare.
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